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Abstract

The EU’s activity in policy areas that are associated with core state power areas has been ob-
served by several scholars. Policy areas such as security that conventionally fall within the
realm of the state are also addressed by the EU. Cybersecurity as a digital security domain has
so far not been explored from the perspective of core state power integration in a comprehensive
way. The EU’s cybersecurity landscape indicates variation within the instruments of core state
power integration instruments. Differentiating between regulation and capacity-building offers
a starting point in exploring the EU’s role in cybersecurity. But considering the role of hard and
soft law as well as the role of new EU bodies such as agencies and networks as well as direct
and indirect capacity-building initiatives point towards different ways how the EU responds to
demands for cybersecurity integration. How can this variation be explained? As the master the-
sis claims the role of EU actors in decision-making concerning regulation and capacity-building
and the way cybersecurity dimensions are linked to EU competences can provide answers to
this question. Understanding cybersecurity as one of the EU’s integration efforts allows to as-
sess the different forms of these integration steps and the implications of the EU’s sectoral
approach to cybersecurity. Understanding the EU’s role in cybersecurity is of relevance when
considering the cross-border nature of cybersecurity and the increasing geopolitical relevance

of cyberspace.

Keywords: Cybersecurity; core state power integration; EU security; regulation; capacity-

building; hard law; soft law; agencies; networks.



Table of contents

1.

Introduction 1
State of the art: Core state power integration and EU cybersecurity 3
Mapping the EU’s cybersecurity landscape 4
3.1. Network and information SECUIILY .........c.eeiriiertieiieriieiteetiete et eteete e eesteeaesreestesseesseeseenseeseenseeneaseensesseenses 4
3.2, CYDOICIIIME .....veeuveeienieeeienie et et et e et ete st e e s stessesseessesseesseessenseesseseesseaseensesseensesaeensesssensesssensennsensennsenseensens 11
T T 0o 1S s (<] 155 1 Lo TR SPTRPPSTRP 16
3.4, CYDCTAIPIOMACY ... .eeutieeieiieeieiieteettete st etestte e st e tesete e esae s e ensesseesseeseansesseensesasensesssensesnsensenssenseensenseansenns 18
Variation in the EU’s approach to Cybersecurity 26
Theoretical framework: Integration of core state powers by regulation and capacity-building ........ 27
Accounting for variation in the EU’s approach to core state power integration 29
6.1. Variation in the EU’s regulatory approach: Hard law and soft law ....................coccoiiiniinninnnnnnn. 29
6.1.1. Demand for regulation in CYDEFSECUFILY ...........ccccuviriiriiiiriniieieiee ettt 29
6.1.2. The supply conditions for the choice between hard and soft law in cybersecurity .................c.......... 31
6.1.3. Areas of EU competence as scope conditions for the EU’s regulatory approach ............................. 33
6.2. Variation in the EU’s capacity-building approach.................cccccooiiiiiiiiiieeee 35
6.2.1. Demand for capacity-building in cyberseCUTILY ............cccociviviriniiiiiiiiiiieieet e 35
6.2.2. Supply conditions for capacity-building (agencies and networks) in cybersecurity .......................... 36
6.2.3. Areas of EU competence as scope conditions for the EU’s capacity-building ..................c.cc.ccecc..... 39
6.3. Variation in capacity-building: Direct and indirect forms of capacity-building................................ 40
Research Design and methodology 43
7.1, CaSE SCIECTION ...ttt ettt ettt b et sa sttt sttt ettt es e a e bt e bt e bt e bt sbeebe s bt se et et e st e e et ennene 45
Analysis 47
8.1. Variation in regulation: Approaching cybersecurity by hard law and softlaw............................. 47
8.1.1. Enhancing cybersecurity standards for digital products: The Cyber Resilience Act......................... 47
8.1.2. The limits of core state power integration: Council Conclusions on EU Cyber Defence.................. 50
8.1.3. Comparison of the two regulatory APPrOACRES ...............ccceooeeieiieieeiieieei et 52
8.2. Variation in capacity-building: New agencies, task expansions and networks..................c.....c...c..... 53
8.2.1. New resources for core state power integration: The European Union Agency for Cybersecurity... 53
8.2.2. Expanding Europol’s tasks: The European Cyber Crime Centre (EC3).........cccccvovciviniiniinicnennenn. 59
8.2.3. Improving judicial cooperation in cybercrime: The Judicial Cybercrime Network .......................... 62
8.2.4. Comparison of the capacity-building approaches..................c.ccccocevevercnioiciioiiciiiiiiese e 64
8.3. Variation within the level of capacity-building approaches to cybersecurity................c...c..c..co.c.. 66
8.3.1. Securing ICT-infrastructure: Direct capacity-building by the creation of CERT-EU....................... 66
8.3.2. Financing EU cyber defence projects: Indirect capacity-building through the EDF ........................ 68
8.3.3. Comparison of the direct and indirect capacity-building approaches................c.cccccocucinvcncenenncnn. 70
Conclusion 71
9.1. Empirical findings and limits of the analysis..........cccccueririeriirienieierieere et 71
9.2. Contribution to the core state power integration and EU cybersecurity literature...........c..cocceveverenenenne 76

9.3. Implications of the findings and avenues for further research ............ccoccoevveriroieniiieniieeeeeee 77



Bibliography 79
Appendix 94
Expanded summary of the EU’s regulatory approach to CyberSeCUTILY ..........cuecveeeeeeieeieieniieeeneeeenieeaenes 94
Expanded summary of the EU’s capacity-building approach to cyberseCurity .............cocoeeeveeenveeeenenevennns 103
Summary of the theoretical framework and expectations for the analySis .............cccceeveeceeevesveeseeieeseeieeneens 106
Data on the level of independence of selected Of EU GQENCIES ..........cccceecueeeeceeeieieeieseeeeenieseenesaesesvenaens 113
Eigenstiindigkeitserklirung 121




Abbreviations

CEPOL
CERT-EU
CFSP
Commission
Council
CSDP
CSIRT
ECA

ECI
ECCC
ECJ

EC3

EDA

EDF

EP
EU-CyCLONe
ICT

JHA
PESCO
TEU
TFEU

The European Union Agency for Law Enforcement
Computer Emergency Response Team for the European Union
Common Foreign and Security Police

European Commission

European Council

Common Security and Defence Policy

Computer Security Incidence Response Team
European Court of Auditors

European Critical Infrastructure

European Cybersecurity Competence Centre
European Court of Justice

European Cybercrime Center

European Defence Agency

European Defence Fund

European Parliament

European Cyber Crises Liaison Organization Network
Information and Communications Technology

Justice and Home Affairs

Permanent Structured Cooperation

Treaty on European Union

Treaty on the Functioning of the European Union



List of tables and figures

Table 1. Summary of selected EU regulatory inStrUMENLS. ............ccccceeeeeeieeeneeeireeneaeeeennnens 23
Table 2. Summary of selected EU capacity-building instruments. ..............ccceceeevevveecueennnnns 25
Table 3. Summary of theoretical frameWOork. ..........cccoecviiiiieiiiiiiiieceeeeee e 42
Table 4. CaASE SELECHION. ..ottt 46

Figure 1. Variation of the dependent variable. ..................ccccccoveviivciinoiiiiiiiieeieeiie e 26



1. Introduction

“Virtual attacks threatening critical infrastructure, government institutions and personal data
form one of the key challenges to security policy in the 21% century.” (Bendiek 2012, 5). Cyber-
attacks have become more common and sophisticated (Odermatt 2018). The EU’s Member
States and institutions are increasingly targets of cyber-attacks (Balser & Kriiger 2024; Euro-
pean Commission 2009; European Parliament 2021; Odermatt 2018). The large-scale cyber-
attack on Estonia in 2007 (Barrinha & Carrapico 2016), the Russian state-sponsored hacking
operations targeting the German Bundestag in 2017 (Odermatt 2018) and the Social Democratic
Party of Germany in 2023 (Balser & Kriiger 2024) as well as the French election campaign in
2017 (Odermatt 2018), cyber-attacks on the European Commission (Odermatt 2018) and most
recently the suspected sabotage over undersea cables in the Baltic Sea (Sytas et al. 2024) illus-
trate the scope and (geo)political relevance of cyber-attacks in the EU.

As a consequence, the EU has developed several cybersecurity strategies over the years.
Cybersecurity “commonly refers to the safeguards and actions that can be used to protect the
cyber domain, both in the civilian and military fields, from those threats that are associated with
or that may harm its interdependent networks and information infrastructure” (European Com-
mission 2013b, 3). The aim is “to preserve the availability and integrity of the networks and
infrastructure and the confidentiality of the information contained therein” (ibid.) by developing
“technologies, processes and practices designed to protect networks, computers, programs and
data from attack, damage or unauthorised access.” (Dunn Cavelty 2014, 702).

Cybersecurity is a multifaceted, cross-border phenomenon that covers occurrences and
risks of different nature (Carrapico & Barrinha 2017; European Commission 2013b; Odermatt
2018). As the EU faces an increase in cyber-attacks (European Commission 2009; European
Parliament 2021), cybersecurity “has become a top priority for the EU” (Dunn Cavelty &
Smeets 2023, 1330). The EU’s activities encompass “the protection of critical information sys-
tems and infrastructures from cyber-attacks, the prevention and investigation of cybercrime,
and cyber defence.” (Carrapico & Farrand 2020, 1111).

Considering the borderless nature of cyber risks and threats “an effective national re-
sponse [...] require[s] EU-level involvement” (European Commission 2013b, 17). The EU
seeks to “position itself as an important addition to member states’ efforts” (Shepherd 2022,
154) in cybersecurity. The master thesis focuses “policy-making activities in European secu-

rity” (Kruck & Weiss 2023, 2). In particular the master thesis is interested in cybersecurity, a



new security field that is primarily driven by technological progress but that is also usually
considered to remain a national responsibility. Even though security is one of the core functions
of the state (Kruck & Weiss 2023; Majone 1997), the EU became active in security policy fields
such as cybersecurity which “is now central to the EU’s integration efforts* (Carrapico & Far-
rand 2020, 1111).

The EU’s activity in the area of cybersecurity represents a case of core state power in-
tegration. Conventionally, European (cyber)security is thought of to reside only in the ‘positive
state’ (Kruck & Weiss 2023, Majone 1997). However, a European cybersecurity landscape has
evolved which now encompasses a wide range of approaches. How does the EU approach a
policy area that touches upon core state powers? Most prominently are regulatory and capacity-
building approaches. But as will be demonstrated variation within each approach exists. Soft
and hard rules are part of the EU’s regulatory approach and new institutional actors such as
agencies and networks as well as direct and indirect initiatives form part of the EU’s approaches
to cybersecurity. The master thesis is interested in exploring and explaining the variation in the
EU’s approach to cybersecurity. Thus, the underlying research question to the master thesis is:
How can the variation in the EU’s regulatory and capacity-building approach to cybersecurity
be explained?

Answers to this question should help to shed light on how the EU approaches cyberse-
curity, a cross-border phenomenon that necessitates cooperation while also touching upon core
constitutive features of the state. This is of relevance considering the increase of cyber-attacks
targeted at the EU and the (geo)political relevance of cyberspace. The master thesis aims to
contribute to the core state power integration and EU (cyber)security literature. For answering
the research question the master thesis draws on to the ‘core state power integration’ theoretical
framework by Genschel & Jachtenfuchs (2014). It further seeks to expand certain theoretical
aspects of the framework in order to account for variation within the EU’s regulatory and ca-
pacity building approaches. Congruence analysis is employed to assess the relevance of the
theories contained in the expanded theoretical framework and a comparative case study of se-
lected regulatory and capacity-building approaches in the area of EU cybersecurity is con-
ducted.

The master thesis proceeds as follows. First, a state of the art situates the research ques-
tion into the broader context and reflects on the boundaries of the research. In order to gain an
overview of the different approaches, a mapping of the EU’s cybersecurity landscape follows
in a second step. The third part introduces the expanded theoretical framework from which

expectations regarding the variation in the EU’s approach to cybersecurity are formulated. Next,



the method and case selection is presented. The comparative case studies follow. The final
chapter summarizes and discusses the main findings, elaborates on implications and gives an

outlook for future research.

2. State of the art: Core state power integration and EU cybersecurity

The master thesis places the research question into the context of core state power integration
(Genschel & Jachtenfuchs 2014; 2016). Starting point of this research branch is the observation
that the EU is increasingly active in policy fields that usually constitute core state power fea-
tures of states. Thereby the EU moves beyond market regulation and uses regulation and ca-
pacity-building for integrating “new, initially exempt policy areas.” (Genschel & Jachtenfuchs
2014, 5). The European integration of core state powers proceeds for example in military secu-
rity (Weiss 2014; Mérand & Angers 2014; Menon 2014), fiscal and monetary policy (Genschel
& Jachtenfuchs 2014; 2018), and public administration (Trondal 2014).

So far, the EU’s cybersecurity landscape has not been researched as a case of core state
power integration. Studies in the area of EU cybersecurity only marginally touch upon core
state power integration. Sivan-Sevilla (2023) for example demonstrates with regard to cyberse-
curity certification the link between market integration and core state power integration. Dunn-
Cavelty & Smeets (2023) inquire into ENISA’s role in cybersecurity governance in the context
of the ‘regulatory security state’ (Kruck & Weiss 2023) and point towards limits of European
cybersecurity integration. The master thesis aims to fil this research gap by providing a com-
prehensive account of the EU’s cybersecurity landscape and the different instruments of core
state power integration.

Therefore, it aims to expand the theoretical framework provided by Genschel & Jachten-
fuchs (2014). Exploring and explaining variation in the EU’s approach to cybersecurity requires
to gain detailed knowledge of the regulatory and capacity-building approaches. The master the-
sis suggests differentiating between hard and soft law (Abbott & Snidal 2000) in the EU’s reg-
ulatory approach. It therefore acknowledges that EU core state power integration as in the case
of cybersecurity proceeds by both legally-binding and non-legally binding acts (Terpan &
Saurugger 2020).

When differentiating between capacity-building approaches, the role of agencies and
networks as well as direct and indirect capacity-building initiatives can be made. Thereby the
master thesis seeks to account for the rise of de novo bodies (Bickerton et al. 2016) in “policy

areas that constitute core functions of the nation-state” (Egeberg & Trondal 2017, 676).



European (core state power) integration is assumed to increasingly take place in new institu-
tional structures that lay “outside the Commission hierarchy” (Kelemen & Tarrant 2011, 929).
Therefore, the master thesis also aims to speak to the agencification literature (Busuioc &
Groenleer 2014; Kaunert et al. 2013; Levi-Faur 2011, Wonka & Rittberger 2010; Rittberger et
al. 2024) and to connect this strand of literature to the theoretical framework of core state power
integration. Further emphasis is put on the role supranational actors and EU Member States can
assume in decision-making concerning core state power integration. For the specific case of
cybersecurity, it additionally becomes crucial to consider how cyber sub-issues are linked to
the different EU areas of competence.

Beside advancing the core state power integration theoretical framework, the master
thesis aims to contribute to the general debate evolving around EU cybersecurity governance
(Barrinha & Carrapico 2016; Carrapico & Farrand 2018; 2020; 2024; Farrand & Carrapico
2021; 2022). It aims to provide answers to the question how cybersecurity is governed in the
EU by focusing on the various regulatory and capacity-building approaches. By considering the
wide range of the EU’s cybersecurity landscape the master thesis tries to draw a comprehensive
picture of the different cybersecurity dimensions while pointing towards the extent and limits
of core state power integration as well as to the potentials and limits. Gaining a better under-
standing of the EU’s approach to cybersecurity is crucial at times where cyberspace is increas-
ingly of geopolitical interest and part of the EU’s quest for ‘digital-sovereignty’ (Carrapico &
Farrand 2024).

3. Mapping the EU’s cybersecurity landscape

The EU’s cybersecurity landscape encompasses a wide range of initiatives that evolved over
time. As will be shown, cybersecurity has different, over-lapping dimensions ranging from net-
work and information security, critical infrastructure protection to cybercrime, cyberdefence
and cyberdiplomacy. The following sections trace the EU’s approach to the different dimen-
sions of cybersecurity. Table 1 and 2 summarize selected regulatory and capacity-building in-

struments.

3.1. Network and information security

“Network and information security can be understood as the ability of a network or an infor-
mation system to resist, at a given level of confidence, accidental events or malicious actions.*

(European Commission 2001b, 3). The first initiatives regarding network and information



security go back to the late 1990s and early 2000s (Christou 2016; Porcedda 2023). In its first
communications on network and information security the Commission presented policy
measures in order to ensure a safe information society (European Commission 2001a; 2001b).
The focus lay on network and information security, data protection and how to enhance security
as resilience (Christou 2016; European Commission 2001a; 2001b; Porcedda 2023). The com-
munications for example included the proposal to set up a European warning and information
system and to provide support for market orientated standardization and certification (Euro-
pean Commission 2001b).

In 2002, a framework decision on attacks against information systems was proposed by
the Council (Council 2002) and adopted in 2005 (Council 2005). The Council decision required
Member States to take the necessary measures to secure network and information security. It
further required that the illegal access to information systems shall be punishable under criminal
law. For better coordination in the area of network and information security, Member States
shall establish a point of contact for the exchange of information on offences related to attacks
against information systems.

A European Commission green paper on critical infrastructure protection stressed the
necessity to involve a broad number of stakeholders for the effective protection of critical in-
frastructure (Christou 2016; European Commission 2005). Further in 2006, a communication
by the Commission outlined an EU strategy for a secure information society to tackle key chal-
lenges in network and information security by multi-stakeholder dialogues and building part-
nerships (European Commission 2006a).

Another communication by the Commission in the same year (European Commission
2006b) contained the aim to ensure the resilience of security and information technology against
threats and to reduce vulnerabilities (Christou 2016). Therefore, the Communication “called for
the designation and identification of critical infrastructure and measures to protect them” (Shep-
herd 2022, 149) and the establishment of a critical infrastructure warning information network
(Christou 2016; Shepherd 2022). The outlined program “was reflective of hands-off meta-gov-
ernance through the establishment of various information sharing and coordinative platforms.*
(Christou 2016, 123). Additionally, a Council Directive (Council 2008a) “set out more concrete
procedures, mechanisms and platforms for identifying and designating European Critical Infra-
structure (ECI) and facilitating reporting, coordination and protection of ECI in these sectors”
(Christou 2016, 123).

The European Council report on the implementation of the European security strategy

stressed the political dimension of attacks on IT systems (Council 2008a; Porcedda 2023). The



report followed after the cyber-attacks against Estonia took place in 2007 (Porcedda 2023).
Another communication on the protection from large-scale cyber-attacks (European Commis-
sion 2009) emphasized security as resilience and put forward an action plan on how to address
key challenges in cybersecurity (Christou 2016; Shepherd 2020). The plan consisted of actions
for preparedness, prevention, detection, response, mitigation and recovery (European Commis-
sion 2009).

The directive on a common regulatory framework for electronic communications net-
works and services (European Parliament and Council 2009) made it mandatory for telecom-
munication operators to report cyber-incidents to the national regulatory authority (Christou
2016; Shepherd 2022). This represents a move away from a voluntary approach (Shepherd
2022). In 2010, a communication of the commission on a ‘Digital Agenda for Europe’ (Euro-
pean Commission 2010a) followed that entailed actions “to address prevention, detection and
response in relation to the challenges presented by network and information security.” (Christou
2016, 122).

The European cyber-security strategy from 2013 (Commission 2013) set out different
objectives with regard to network and information security, cybercrime and law enforcement
in order to pursue coherence in the field of cybersecurity (Christou 2016; Carrapico & Barrinha
2017; Porcedda 2023). With regard to network and information security the communication
highlighted the need to identify vulnerabilities of network and information systems to achieve
cyber resilience. In addition, the economic safeguarding of the digital single market and the
development of industrial and technical resources were addressed in the strategy (Brandao &
Camisao 2022; Christou 2016; Porcedda 2023). More generally, the strategy called for optimiz-
ing coordination and coherence between the national and EU level across cybersecurity areas.

Subsequently, in 2013 the EP and the Council proposed a directive concerning measures
to ensure a high common level of network and information security across the Union (European
Parliament & the Council 2013a). The proposal became a formal directive in 2016 (European
Parliament & the Council 2016) and represents a “key component underlying the EU’s cyber-
security strategy” (Dunn Cavelty-Smeets 2023, 1338). The NIS-Directive is assumed to be “the
most optimal option for incentivising governments and businesses to adopt practices that would
lead to a more effective security of resilience* (Christou 2016, 132) through different obliga-
tions such as developing and preparing capabilities among Member States, creating IT-security
requirements and reporting cyber incidents (Christou 2016; Kipker 2023; Shepherd 2020).
Dunn-Cavelty and Smeets (2023) show that the directive required national cybersecurity ca-

pacity building activities such as the establishment of a national CSIRTs and the performance



of cyberexercises. The directive needed to be transposed into national law: Providers of essen-
tial services in critical infrastructure protection and digital service providers are obliged to take
adequate IT-security measures and to report any significant cyber incidents to national author-
ities (Kipker 2023).

In 2017 a new cybersecurity strategy was formulated (European Commission 2017a).
Herein contained are different key actions to ensure and improve cyber resilience. Such actions
included strengthening ENISAs role, creating effective EU cyber deterrence by enhancing pub-
lic-private partnerships and improving Member States investigative capabilities. A joint com-
munication from 2020 on the ‘EU’s Cybersecurity Strategy for the Digital Decade’ (European
Commission 2020a) attributes new importance to cybersecurity “as an essential international
concern underpinning crucial national economic and security interests at a time of geopolitical
shifts* (Porcedda 2023, 51). Furthermore, the EU called for technological sovereignty in mat-
ters of cybersecurity (Farrand & Carrapico 2022; Porcedda 2023). The Cybersecurity Strategy
from 2020 relies on regulation, investment and policies “to adopt measures leveraging incen-
tives, obligations and benchmarks” (Porcedda 2023, 51) in the different areas of cybersecurity
and EU law making. The strategy set out different objectives to adapt to new geopolitical chal-
lenges in cyberspace. For example, the strategy explores ways to provide an ultra-secure com-
munication infrastructure and internet connectivity.

In 2020, a proposal for a directive on the resilience of critical entities (European Com-
mission 2020b) identified weaknesses in Member State’s cyber resilience and suggested to
strengthen the obligation for Member States to adopt a cybersecurity strategy, risk management
and reporting obligations (Shepherd 2022). Another proposal for a directive (which became the
NIS2 directive in 2023) concerning measures for a high common level of cybersecurity across
the Union in 2020 (European Commission 2020c¢) reiterates the importance of reinforcing cyber
resilience and proposes measures for adapting to the new cybersecurity landscape. The NIS2-
Directive entered into force in 2023 (European Parliament & Council 2022a). It lays out
“measures that aim to achieve a high common level of cybersecurity across the Union, with a
view to improving the functioning of the internal market” (European Parliament & Council
2022a, 2) by formulating obligations for Member States with regard to establishing strategies
and competent authorities for cooperation and cyber crisis management. A directive on the re-
silience of critical entities (European Parliament and Council 2022b) followed that requires
Member States to carry out risk assessments and identify critical entities for the sectors of for

example energy, transport, financial market infrastructure and health (European Commission



2023b). The identified critical entities have to take measures to enhance their resilience (Euro-
pean Commission 2023b).

In 2023, the Institutional Cybersecurity Regulation (European Parliament & Council
2023) was approved which “obliges all Union entities to have their own internal cybersecurity
risk-management measures” (Carrapico & Farrand 2024, 7). Furthermore, the regulation estab-
lished an inter-institutional cybersecurity board which “should have an exclusive role in moni-
toring and supporting the implementation of this Regulation by the Union entities and in super-
vising the implementation of general priorities and objectives of, and providing strategic direc-
tion to, CERT-EU.” (European Parliament & Council 2023, 4).

The 2023 proposed Cyber Solidarity Act! (European Commission 2023a) “aims to
strengthen capacities in the EU to detect, prepare for and respond to significant and large-scale
cybersecurity threats and attacks.” (European Commission 2024b). It includes a European cy-
bersecurity alert system (called European Cybersecurity Shield) which is composed of security
operation centers across the EU, and “a comprehensive Cybersecurity Emergency Mechanism
to improve the EU’s cyber resilience.” (European Commission 2024b). The alert system is
funded directly by the Digital Europe Programme (Carrapico & Farrand 2024; European Com-
mission 2024b).

The recently adopted EU Cyber Resilience Act (European Parliament & Council 2024,
see also Council 2024) aims at ensuring “that hardware and software products made available
in the EU are rendered cyber-secure” (Carrapico & Farrand 2024, 6). The new regulation is
considered to “give the Commission considerable powers, under the heading of market surveil-
lance and enforcement, including deeming products as non-compliant with the Regulation and
as presenting a significant cybersecurity risk on an ENISA assessment.” (Carrapico & Farrand
2024, 6).

ENISA fulfils several tasks with regard to network and information security. The agency
was established in 2004 (European Parliament & Council 2004). “ENISA’s creation was based
in the idea that there was a need for greater levels of coherence and coordination in the EU’s
approach to cybersecurity [...].” (Farrand & Carrapico 2021, 30). Its mandate was extended
three times (European Parliament & Council 2008; 2011a; 2013b). The agency’s mandate be-

came permanent in 2019 (European Parliament & Council 2019). It must be noted that the

! A provisional agreement on the “Cybersecurity Solidarity Act” was reached between the Council presidency
and the European Parliament’s negotiators on 20.03.2024 (https://www.consilium.europa.eu/en/press/press-re-
leases/2024/03/06/cyber-solidarity-package-council-and-parliament-strike-deals-to-strengthen-cyber-security-
capacities-in-the-eu/, last access 13.11.2024).



https://www.consilium.europa.eu/en/press/press-releases/2024/03/06/cyber-solidarity-package-council-and-parliament-strike-deals-to-strengthen-cyber-security-capacities-in-the-eu/
https://www.consilium.europa.eu/en/press/press-releases/2024/03/06/cyber-solidarity-package-council-and-parliament-strike-deals-to-strengthen-cyber-security-capacities-in-the-eu/
https://www.consilium.europa.eu/en/press/press-releases/2024/03/06/cyber-solidarity-package-council-and-parliament-strike-deals-to-strengthen-cyber-security-capacities-in-the-eu/

regulation from 2019 renamed ENISA into the European Union Agency for Cybersecurity. Un-
der the current legislation the agency should contribute to the following tasks: Development
and implementation of Union policy and law, capacity-building, operational cooperation at Un-
ion level, market, cybersecurity certification and standardization, knowledge and information
dissemination, awareness-raising and education, research and innovation and international co-
operation (Article 5-12 of Regulation 2019/881).

The agency’s role and tasks evolved over time (Dunn Cavelty & Smeets 2023). In its
initial phase and based on its founding regulation (European Parliament and Council 2004), the
agency was tasked to conduct risk analysis, provide advice, facilitate cooperation, contribute to
awareness raising and to develop international norms and standards (see also: Dunn Cavelty &
Smeets 2023; Kipker 2023; Shepherd 2022). The founding regulation set out four objectives:
Enhancing the capability of Member States to prevent, address and to respond to network and
information security problems, providing assistance and advice to the Commission and Member
States, developing expertise, to foster cooperation among the public-private sector and assisting
the European Commission in preparing legislation in the field of network and information se-
curity (European Parliament & Council 2004, 4; see also: Dunn Cavelty & Smeets 2023). In
2009 ENISA’s role was enhanced by the Framework Directive on Electronic Communications
(European Parliament & Council 2009) which gave the agency a central role in cyber-incident
reporting (Shepherd 2022). ENISA was further tasked to organize and run cyber incident exer-
cises (European Parliament & Council 2004).

In 2012, ENISA’s work was complemented by CERT-EU (also called Cybersecurity
Service for the Union Institutions, Bodies, Offices and Agencies) that is in charge of the security
of information networks of EU institutions and cooperates with national CERTs (Kipker 2023;
Porcedda 2023). As an inter-institutional provider CERT-EU protects the information and com-
munication technology infrastructure of all EU institutions and bodies and further coordinates
responses to cyber incidents (Carrapico & Farrand 2024; see also CERT-EU 2024; European
Union 2024). The team helps to prevent, detect, mitigate and respond to cyberattacks (CERT-
EU 2024; European Union 2024). In the context of Russia’s war against Ukraine, CERT-EU
indicated an increase in cyberattacks on EU institutions (Carrapico & Farrand 2024; CERT-EU
2023).

On Member State level CSIRTs are tasks to monitor incidents at national level, provide
early warning, response to incidents and provide risk and incident analysis and situational
awareness (European Parliament & the Council 2016, 18). CERT-EU and national CSIRTs are
embedded in the CSIRT-network. The network should contribute to the exchange of



information, help to implement a coordinated response to an incident and assist the coordinated
disclosure of vulnerabilities (CSIRTs Network 2024).

With the NIS directive in 2016, ENISA was assigned to assist Member States with its
implementation (Christou 2016; Dunn Cavelty & Smeets 2023; Kipker 2023). Further, ENISA
became member of the NIS-Cooperation Group and the secretariat of the above mentioned
CSIRT network which facilitated the strategic cooperation and exchange of information be-
tween Member States (Dunn Cavelty & Smeets 2023; European Parliament & Council 2004;
Kipker 2023). The NIS-Cooperation Group was established for the NIS-Directive implementa-
tion and should contribute to achieve a high common level of security for network and infor-
mation systems in the EU (European Commission 2024a).

The Cybersecurity Act of 2019 (European Parliament & Council 2019) established a
European cybersecurity certification framework that aims to improve the functioning of the
internal market by increasing the level of cybersecurity and by harmonizing the digital single
market for ICT products, services and processes (European Union 2024). In this context ENISA
“was designated a key role in setting up and maintaining the certification framework by prepar-
ing the technical ground for specific certification schemes™ (Dunn Cavelty & Smeets 2023,
1340). Moreover, ENISA was “mandated to increase operational cooperation at the EU level”
(Dunn Cavelty & Smeets 2023, 1340) by helping Member States to handle cybersecurity inci-
dents (European Parliament & Council 2019). With the Cybersecurity Act of 2019 ENISA’s
operational and budgetary resources were strengthened (Kipker 2023; Porcedda 2023; Shep-
herd 2022). The legislative act also stresses the “transnational dimension” (Shepherd 2022, 150)
of cybersecurity whereby ENISA should also contribute to cooperation with international or-
ganizations and third countries.

The EU Cybersecurity Strategy from 2020 reiterates ENISA’s role in capacity-building,
exchange of knowledge and cooperation (Dunn Cavelty & Smeets 2023; European Commission
2020a). The NIS2-Directive added further tasks to the agency such as the establishment and
maintenance of a vulnerability register of ICT products and services (European Parliament &
Council 2022a). Further, the agency was mandated to carry out security risk assessment of crit-
ical ICT services, systems and product supply chains (Dunn Cavelty & Smeets 2023; European
Parliament & Council 2022a).

In order “to support the coordinated management of large-scale cybersecurity incidents”
(European Parliament & Council 2022a, 25) the directive established the EU-CyCLONe. It
serves as a cooperation network for national authorities that are in charge of cyber crisis man-

agement (ENISA 2024b). ENISA provides the secretariat and helps to “support the secure
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exchange of information as well as provide necessary tools to support cooperation between
Member States ensuring secure exchange of information.” (European Parliament & Council
2022a, 25).

Another an important element in the 2020 EU Cybersecurity Strategy (European Com-
mission 2020) represents the establishment the ECCC. Proposed in 2018 (European Commis-
sion 2018) and established in 2021 European Parliament & Council 2021a) the agency
“should be the Union’s main instrument to pool investment in cybersecurity research, technol-
ogy and industrial development and to implement relevant projects and initiatives” (European
Parliament & Council 2021a, 3) such as in relation to Horizon Europe or the Digital Europe
Programme. The aim is to coordinate financial support in the area of cybersecurity research and
development. Therefore, the agency should help to strengthen the EU’s autonomy and compet-
itiveness in cybersecurity by “retaining and developing the Union’s research, academic, socie-
tal, technological and industrial cybersecurity capacities and capabilities” (European Parlia-
ment & Council 2021a, 9).

Further, it should for instance also collaborate with ENISA, promote cybersecurity re-
silience and provide recommendations for research and innovation. The ECCC cooperates with
the ‘Network of National Coordination Centers’ that function as points of contact at national
level to support the agency in fulfilling its mission and objectives (ECCC 2024b). As regards
the financing of the agency, both the EU and Member States commit to contributing to the
agency (ECCC 2024). The co-financing approach was agreed upon by the EP and the Council
during the negations on the adaption of the agencies’ regulation (ibid.). However, individual
Member State contributions remain voluntary (ECCC 2024a; European Parliament & Council

2021a).

3.2. Cybercrime

While securing network and information systems against cyber-attacks is an important compo-
nent of the EU cybersecurity landscape, malicious online activities represent an additional
threat to the EU which necessitates law enforcement and cooperation. Therefore, the legal di-
mension of cybercrime will be explored. Generally, cybercrime “refers to a broad range of dif-
ferent criminal activities where computers and information systems are involved either as a
primary tool or as a primary target.” (European Commission 2013b, 3). Offences comprise tra-
ditional offences such as fraud or identify-theft, content-related offences and offences unique

to computers and information systems (ibid.).
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Concrete EU initiatives regarding cybercrime can be traced back to the late 1990s (Shepherd
2022). In 1996 the Commission issued a communication on illegal and harmful content on the
internet (Commission 1996) in which it called for reinforced policy cooperation and certain
minimum common standards in member state legislation (Shepherd 2022). On an international
level, most notably is the EU’s support for and the promotion of the 2001 Council of Europe
Convention on Cybercrime which is also known as the Budapest Convention (Council of Eu-
rope 2001; Shepherd 2022). The convention outlines the following categories of cybercrime:
Offences against confidentiality, integrity, and availability of computer data and systems, com-
puter-related offences and offences related to infringement of copyright and related rights
(Shepherd 2022). The Budapest Convention “is the only binding international agreement on
cybercrime” (Shepherd 2022, 155) and “provides the framework for the EU’s cyber-diplomacy
efforts” (ibid.). Therefore, the Budapest Convention mainly represents the external dimension
of cybercrime (Christou 2016). However, the EU’s initial legal approach built on the Conven-
tion (Christou 2016; Porcedda 2023).

In 2001 the EU started to address cybercrime more concretely (Christou 2016; Shepherd
2022). A communication on combatting computer related crime (European Commission 2001a)
introduced common incriminations, sanctions and EU enforcement mechanisms (Christou
2016; Shepherd 2022). Further it called for improved cooperation of law enforcement authori-
ties and the creation of cybercrime units at the national level (Shepherd 2022). More legal in-
struments related to fraud and counterfeiting of non-cash means of payment and copyright fol-
lowed in the same year (Council 2001; European Parliament and Council 2001; Shepherd
2022).

In 2004 a Council Framework Decision addressed the issue sexual exploitation of chil-
dren and child pornography (Council 2004) by setting “minimal requirements in terms of ap-
proximation of legislation across member states* (Christou 2016, 93) and improving judicial
cooperation and coordination. However, the framework decision was deemed inadequate due
to problems in prosecuting offenders and consequently revised and replaced by a new directive
in 2011 (Christou 2016). The new directive (European Parliament and Council 2011b) moved
beyond minimal legislation by expanding the scope and substance of criminal law, “cross-ju-
risdictional investigations, proceedings, and cases, and the prevention of offences” (Christou
2016, 98f.). The directive further established rules concerning sanctions for criminal offences
(European Parliament and Council 2011b).

A Council Framework Decision from 2005 (Council 2005) established a “more robust

legal layer or environment for prosecution” (Christou 2005, 93) of general cybercrime cases by
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rule approximation in criminal law across Member States. In 2007 the Commission issued a
communication on a general policy on the fight against cybercrime (Commission 2007) that
aimed to improve strategic operational cooperation and coordination among law enforcement
authorities across the EU, cooperation with third countries, international collaboration, judicial
training related to cybercrime issues and public-private dialogues (Christou 2016; Shepherd
2023). Again, the communication emphasized the need for harmonization of national legisla-
tion. In 2008 two Council Conclusions on cybercrime followed. The first one (Council 2008b)
concerned the setting up of alter platforms for reporting offences noted on the internet in order
to improve the sharing between Member States and the EU (Shepherd 2023). The second one
(Council 2008c) reinforced and set out measures for providing training and information ex-
change, using joint investigations, strengthening public-private partnerships and cooperation
with third countries (Shepherd 2023).

The 2009 Stockholm Programme echoes these initiatives and further calls for improved
judicial cooperation among Member States (Council 2009). Tackling and reducing cybercrime
is also one key priority of the already mentioned 2013 EU Cybersecurity Strategy (Christou
2016). The NIS-Directive emphasizes that reducing cybercrime is only possible by enhancing
cyber resilience (European Parliament & Council 2013, 10; Porcedda 2023). In 2017 the Euro-
pean Parliament passed a resolution on the fight against cybercrime in which it called for pre-
vention, enhancing responsibility and liability of service providers, strengthening police and
judicial cooperation, enhancing capacity-building at European level and improving cooperation
with third countries (European Parliament 2017).

Cybercrime has also an operational dimension in the EU (Christou 2016). The European
Law Enforcement Agency (Europol) became a central role as a resource and cooperation plat-
form in cybercrime (Christou 2016). Europol provides data, identifies offenders and offences,
facilitates the exchange of information and supports the coordination of Member States’ oper-
ational activities (Busuioc & Groenleer 2013; Christou 2016). The Draft Council Conclusions
from 2008 (Council 2008b) initiated the set-up of national alert platforms and of a European
alert platform for reporting offences noted on the Internet in order to improve the sharing of
information between Member States and the EU (Shepherd 2023). As a “point of convergence
of national platforms” (Council 2008b, p. 9), Europol was assigned a coordinating role in cy-
bercrime (see also Busuioc & Groenleer 2013). In its Stockholm Programme the Council further
calls onto Europol to step up its “strategic analysis of cybercrime” (Council 2009, 47; see also

Shepherd 2022).
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In 2010, cybersecurity was formalized into a distinct policy domain with the Commission’s
Internal Security Strategy (European Commission 2010b; Carrapico & Farrand 2020). With
regard to cybercrime and the role of Europol Carrapico and Farrand (2020) observe: “The In-
ternal Security Strategy incorporated the reinforcement of existing agencies such as Europol
with expanded competences in the field of cybercrime through a European Cybercrime Centre
(EC3) [...].“ (1116). The creation of a center dedicated to cybercrime within Europol has al-
ready been proposed in the Draft Council Conclusions on implementing a concerted strategy to
combat cybercrime in 2010 (Council 2010, 7f.; Shepherd 2022). In 2012, the Commission pro-
poses the establishment of the EC3 within Europol (Commission 2012; Shepherd 2022). Ac-
cording to the communication EC3’s tasks are focusing on cybercrimes committed by orga-
nized criminal groups, cybercrimes causing serious harm to their victims, and cybercrime af-
fecting critical infrastructure and information systems (European Commission 2012, 4). Fur-
thermore, EC3 should function as the European cybercrime information focal point, pool ex-
pertise to support Member States’ capacity-building, provide support to member state cyber-
crime investigations and become the collective voice of European cybercrime investigators in
law enforcement and the judiciary (European Commission 2012, 4f.).

The sub-unit became operational in 2013 and provided Europol with “an additional re-
source to fight cybercrime® (Christou 2018, 363). EC3 “is seen as a central node in fighting
cybercrime”(Christou 2016, 88) that facilitates cooperation and coordination. In its operational
activity EC3 focuses on cyber-dependent crime (e.g. the usage of botnets or ransomware), child
sexual exploitation, payment fraud and tackling criminality on the Dark Web and alternative
platforms (Christou 2016; Europol 2024a). EC3 provides “operational, strategic, analytical and
forensic support to Member States’ investigations” (Europol 2024a) for each of the cybercrime
types. Furthermore, the EC3 supports training and capacity-building for relevant Member State
authorities, engages public and private stakeholders and conducts prevention and awareness
campaigns (Europol 2024a; Shepherd 2022). Generally, EC3’s role concerns enhancing law
enforcement capabilities and to support Member States operationally (Christou 2018).

In order to further facilitate coordination and cooperation in cybercrime between rele-
vant actors and agencies, new institutional structures have been created (Christou 2016; 2018).
EC3 also “developed working relationships™ (Shepherd 2022, 158) with other agencies such as
ENISA, Eurojust, CEPOL, EEAS and EDA (Christou 2016; Shepherd 2022). In particular, Eu-
rojust, the EU’s judicial cooperation agency, “has posted personnel at EC3 and contributes to

Europol’s investigations.” (Porcedda 2023, 59). Since 2014, EC3 also “hosts and supports the
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Joint Cybercrime Action Taskforce (J-CAT) which is comprised of cyber liaison officers from
various EU Member States, non-EU law enforcement partners and EC3.” (Europol 2024b).

J-CAT was established as an EU taskforce in Member State initiative (Reitano et al.
2015). It is a permanent operational team that works on high-profile cases for cybercrime in-
vestigations (Europol 2024b; Shepherd 2022). EC3 provides the secretariat for J-CAT, opera-
tional and technical support and coordinates its operations (Christou 2018). With these new
“governance arrangements within EC3” (Christou 2018, 356) additional operational capabili-
ties in the field of cybercrime were installed that facilitate cross-border investigations and ex-
change of information (Christou 2018). Further, setting up the taskforce “in one physical loca-
tion” (Reitano et al. 2015, 144) helped to overcome previous deficits in cooperation and law
enforcement. In the area of cybercrime, a taskforce allows for flexibility and quick reaction
(Christou 2018). Therefore, J-CAT “has its own ad hoc procedures in place” (Christou 2018,
366) to deal with urgent cases independent of formal meetings with Europol and EC3. Its struc-
ture further allows J-CAT to act as a proxy for Europol/EC3 in cooperation efforts with non-
EU states and foreign law enforcement agencies (Christou 2018; Reitano et al. 2015). The task-
force was able to successfully conclude different cybercrime operations (Reitano et al. 2015).

In 2016 the Council called yet for further institutional structures in the area of cyber-
crime by concluding “that existing exchange between judicial authorities and experts in the
field of cybercrime and investigations in cyberspace should be formalised and enhanced under
the European Judicial Cybercrime Network supported by Eurojust [...].” (Council 2016a, 2).
The network “gathers judicial prosecutors and practitioners at European level thereby helping
cross-national investigations.” (Porcedda 2023, 59; see also Eurojust 2024). It therefore “facil-
itates and enhances cooperation between competent judicial authorities” (Eurojust 2024; see
also Council 2016b) in the process of investigating and prosecuting cybercrime. The European
Judicial Cybercrime Network (EJCN) is located within the European Union Agency for Crim-
inal Justice Cooperation (Eurojust).

Eurojust participates in the ECIN Board, hosts meetings of the network, supports the
exchange of information and “consults the EJCN about the development of policy work and
other stakeholder activities to ensure a strong interaction between Eurojust’s expertise in inter-
national judicial cooperation and the operational and subject matter expertise of the EJCN mem-
bers.” (Eurojust 2024). Apart from hosting the network, Eurojust also pursues further cyber-
crime related projects and initiatives such as the publication of the Cybercrime Judicial Monitor

(Eurojust 2021; 2024). With regard to developing skills and knowledge in the area of
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cybercrime, the CEPOL additionally hosts a specialized training center for law enforcement
officials: The Cybercrime Academy (CEPOL 2019; CEPOL 2021).

These new institutional structures “[...] have been created to tackle the issue of cyber-
crime in terms of [...] facilitating coordination among stakeholders within and between member
states — and the operational aspects of cybercrime cooperation — from investigation to prosecu-
tion.” (Christou 2016, 116). In particular, EC3 is tasked to ensure that operational activities
correspond with relevant EU policies and to coordinate with related agencies such as Eurojust

and CEPOL (Christou 2016).

3.3. Cyber defence

In comparison with the other sub-issue areas, the EU’s approach to cyber defence is far less
developed and evolved only in recent years (Deschaux-Dutard 2020; Shepherd 2022). But as
cyber defence has grown in importance, some notable initiatives were developed by the EU
(Shepherd 2022). In the EU context cyber defence is about developing cyber self-protection
and not to develop offensive cyber capabilities (Odermatt 2018; Shepherd 2022).

The different EU Cyber Security Strategies also encompass cyber defence. The 2013
Cyber Security Strategy mentions with regard to cyber defence: “To increase the resilience of
the communication and information systems supporting Member States' defence and national
security interests, cyberdefence capability development should concentrate on detection, re-
sponse and recovery from sophisticated cyber threats.* (European Commission 2013b, 11). The
Cybersecurity Strategy from 2017 emphasizes cyber-resilience as being essential in CSDP mis-
sion (European Commission 2017a) and the Strategy from 2020 calls for “ensuring that cyber-
security and cyber defence are further integrated into the wider security and defence agenda.”
(European Commission 2020, 18). Both strategies consider the possibility to invoke the EU
Solidarity Clause or Mutual Defence Clause (Article 42 TFEU) in case the EU needs to respond
to a particular serious cyber incident or attack (European Commission 2017; 2020).

In its 2017 Communication on cybersecurity, the Commission proposes that “cyber de-
fence projects or technologies developed by undertakings could benefit from European Defence
Fund financing when it comes to both the research and development phase.” (Commission
2017a, 10). The Commission further proposes cyber defence to be included within the frame-
work of the Permanent Structured Cooperation (PESCO). Since then, several projects related

to cyberdefence have been initiated by different EU Member States (PESCO 2024).
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The European Council Conclusions in 2013 called for an EU cyberdefence policy framework
(Council 2013) which then followed in 2014 (Council 2014). The Cyberdefence Policy Frame-
work considers cyberspace as “the fifth domain of warfare” (Council 2014, 2). The framework
stresses the EU’s ambition to support the development of Member States’ cyber defence capa-
bilities and to enhance the protection of CSDP communication networks used by EU entities
(Shepherd 2022). The Cyberdefence Policy Framework further seeks to improve training and
education possibilities and to enhance cooperation between related agencies and the private
sector (Shepherd 2022; Porcedda 2023). Enhancing cooperation with NATO is also part of the
EU’s strategy in cyber defence (EDA 2013).

Within the context of the 2014 EU Cyberdefence Framework, cyber defence was inte-
grated into EDA’s mandate (Council 2014). The EDA supports the EU Member States in im-
proving their defence capabilities, facilitates collaboration for Ministries of Defence, fosters
cooperation and synergies between the public and private sector, offers education and training
courses and assesses cyber challenges in other defence domains such as air, space, maritime
and land (EDA 2021). The EDA also leads a network of cyber defence teams from EU Member
States. The military CERT-network was established to enhance the level of cooperation in the
cyber domain at EU level (EDA 2023). The military CERTs also participate in cyberdefence
exercises with the EDA.

The EU Cyber Defence Policy Framework was updated in 2018 (Council 2018a). The
new policy framework sets out priorities with regard to research and technology and the civil-
ian-military cooperation (Council 2018a). It further proposes cyberdefence to be included in
crisis management (Council 2018a, Shepherd 2022). In 2023, the Council adopted conclusions
on the EU Policy on Cyber Defence (Council 2023a) which echoes the ambitions of the previ-
ous policy framework. If further stresses the need to secure the “EU defence ecosystem” (Coun-
cil 2023a, 10) by encouraging Member States to develop own capabilities to conduct cyber
operations and promoting the use of standards for civilian cybersecurity and cyber defence uses.
In addition, the council calls for recommendations to develop tools for secure communication
in the cyber defence domain (Council 2023a).

A more recent communication from the Commission emphasizes that the “EU needs to
take on more responsibility for its own security” (European Commission 2022b, 1) and to “in-
crease investments in full-spectrum cyber defence capabilities, including active defence capa-
bilities” (ibid.) by ensuring “its technological and digital sovereignty in the cyber field.” (ibid.).

Further the EU sees itself as a coordinator within the defence community: The Communication
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proposes to establish the EU Cyber Defence Coordination Centre (European Commission
2022b, 3).

In addition, the Commission calls for enhanced civilian-military collaboration, plans to
enhance mutual assistance between Member States and to enhance cyber resilience of the Mem-
ber States’s military infrastructures in CSDP missions. With regard to the last point the Com-
munication mentions that the High Representative and the Commission “will assist Member
States with the development of non-legally binding recommendations for the defence commu-
nity, inspired by the Directive on measures for a high common level of cybersecurity across the
Union (NIS2), as defence is excluded from the scope of the Directive.” (European Commission
2022, 9).

Furthermore, the Communication focuses on EU efforts to develop cyber defence capa-
bilities by supporting the further development of military capabilities e.g. through the EDF,
enhancing research efforts in key technologies for cyber defence and increasing the number of
EU cyber defence workforce by the help of new initiatives such as the proposed Cyber Skills
Academy (European Commission 2022b). The EDF in particular allows to finance projects of
military research and development in e.g. cyberdefence through the EU budget (Hoeftler 2023;
see also Commission 2022). One notable cyberdefence-related project financed by the EDF is
the ‘EUCINF project’ that develops a cyber and information warfare toolbox (EDF 2022; EU-
CINF 2024).

3.4. Cyberdiplomacy

Cybersecurity is also an issue in international diplomacy as tensions between global powers
increase (Shepherd 2022). On the international stage the EU aims at enhancing international
cooperation through the UN, by capacity-building in third states and by shaping international
norms in cyberspace (Shepherd 2022, 167; see also Carrapico & Farrand 2024; Porcedda 2023).
The 2013 Cybersecurity Strategy sought to mainstream cyber issues into the EU’s Common
Foreign and Security Policy (CFSP) (Commission 2013; Shepherd 2022).

The Council Conclusions on Cyberdiplomacy emphasized the external dimension on
the EU’s approach to cybersecurity by promoting the protection of human rights in cyberspace,
supporting norms of behavior and the application of international law in cyberspace and main-
taining engagement with international organizations (Council 2015; see also Council 2018b).
In its diplomatic efforts in cybersecurity, the EU also stresses the importance of external cyber

capacity building in form of cooperation with third countries (Council 2018b). An example here
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are the recent Cyber Dialogues between the EU and Ukraine (Commission 2024). The EU also
provides funding for cyberdiplomacy related projects such as the ‘EU Cyber Direct’ initiative.
The project is “focused on policy support, research, outreach and capacity building in the field
of cyber diplomacy.” (EU Cyber Direct 2024).

In 2017, the Council introduced the ‘Cyberdiplomacy-Toolbox’ which provides a
framework for the EU’s diplomatic response to malicious cyber activities (Council 2017; see
also Council 2023b; Moret & Pawlak 2017). The initiative involves objectives such as cyber
capacity-building in third countries, cyber dialogues between the EU and non-EU states and the
establishment of regional partnerships in cybersecurity matters (Carrapico & Farrand 2024). A
joint European diplomatic response “should [...] influence the behavior of potential aggressors
in a long term.” (Council 2017, 5). In this regard the EU considers restrictive measures as suit-
able (Council 2017). The 2019 Council Decision “allows for restrictive measures to be applied
in response to cyber-attacks” (Council 2019, 14). The “use of cyber sanctions add crucial for-
eign policy elements* (Shepherd 2022, 171) to the EU’s cybersecurity approach. Taken to-
gether, cyberdiplomacy is mainly pursued through soft law, cooperation with third states, ex-
ternal cyber capacity-building and the projection of EU core values in cyberspace onto the in-

ternational stage.
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Integration instrument:
Regulation

Hard/soft
law?

Content

Communication: Creating a
Safer Information Society by
Improving the Security of In-
formation Infrastructures and
Combating Computer-related
Crime (2001a).

Soft law

The communication contains legislative pro-
posals for criminal law harmonization, indirect
capacity-building proposals such as setting-up
specialised units at national level, training and
cooperation.

Communication: Network
and Information Security
-Proposal for a European
Policy Approach (2001b).

Soft law

A proposal of a European policy approach on
member state and EU level that contains aware-
ness raising, a European warning and infor-
mation system, technology support, support for
market orientated standardisation and certifica-
tion, a legal framework and international co-op-
eration.

Council Framework Decision
2005/222/JHA of 24 Febru-
ary 2005 on attacks against
information systems.

Hard law

Member states shall take the necessary
measures to secure network and information se-
curity. Illegal access to information systems
shall be punishable under criminal law. Member
states shall establish a point of contact for the
exchange of information on offences related to
attacks against information systems.

Communication from the
Commission on a Pro-
gramme for Critical Infra-
structure Protection (2006).

Soft law

The communication lays out a plan to identify
and reduce vulnerabilities of member states’
critical infrastructure.

Council Directive
2008/114/EC of 8 December
2008 on the identification
and designation of European
critical infrastructures and
the assessment of the need to
improve their protection.

Hard law

The directive establishes a procedure for the
identification and designation of European crit-
ical infrastructures and a common approach to
the assessment of the need to improve the pro-
tection of such infrastructures. Member states
shall take the necessary measures to comply
with the directive.

Communication: Critical In-
formation Infrastructure Pro-
tection. Protecting Europe
from Large Scale Cyber-At-
tacks and Disruptions- En-
hancing Preparedness, Secu-
rity and Resilience (2009).

Soft law

The communication calls for better cooperation
and coordination across Europe and sets out an
action plan on how to tackle challenges posed
by large scale cyber-attacks (including prepar-
edness, prevention, detection, response, mitiga-
tion, recovery, international cooperation and
implementing criteria for the ICT sector).

Directive 2009/140/EC of
the European Parliament and
of the Council.

Hard law

The directive made it mandatory for telecom-
munications operators to report cyber-incidents
to the national regulatory authority.
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Communication: Cybersecu- | Soft law | The Cybersecurity Strategy contains different,

rity Strategy of the European comprehensive measures in relation to the cy-

Union -An Open, Safe and bersecurity sub-areas.

Secure Cyberspace (2013).

Directive (EU) 2016/1148 of | Hard law | The Directive lays down measures and obliga-

concerning measures for a tions to achieve a high common level of security

high common level of secu- of network and information systems within to

rity of network and infor- Union to improve the functioning of the internal

mation systems across the market.

Union (NIS Directive).

Communication: Resilience, | Soft law | The new strategy laid out key actions to

Deterrence and Defence - strengthen cyber resilience, to create effective

Building strong cybersecu- EU Cyber Deterrence and to strengthen interna-

rity for the EU (2017). tional cooperation on cybersecurity.

Joint Communication: The Soft law | The Communication stresses the geopolitical di-

EU's Cybersecurity Strategy mension of cybersecurity. The strategy set outs

for the Digital Decade different objectives that aim at improving the se-

(2020). curity of information networks and digital infra-
structure.

Directive (EU) 2022/2555 on | Hard law | The Directive lays down cybersecurity risk-

measures for a high common management measures and obligations for

level of cybersecurity across Member States to adopt national cybersecurity

the Union (NIS 2 Directive). strategies, to establish cyber crisis management
authorities and CIRTs.

Regulation 2023/2841 laying | Hard law | The Regulation obliges all Union entities to

down measures for a high have their own internal cybersecurity risk-man-

common level of cybersecu- agement measures.

rity at the institutions, bod-

ies, offices and agencies of

the Union (2023).

Regulation -Cyber Resilience | Hard law | The Regulation sets out requirements for prod-

Act (2024). ucts with digital elements with a view to ensure
that products are safe before placed on the mar-
ket. The law introduces EU-wide cybersecurity
requirements for the design, development, pro-
duction and making available on the market.

Communication on illegal Soft law | The communication presents certain policy op-

and harmful content on the
internet (1996).

tions to reduce illegal and harmful content on
the Internet that include e.g. enhancing cooper-
ation between member states, the need for a
common European Framework for liability of
access providers and host service providers.
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Council of Europe Conven-
tion on Cybercrime
-Budapest Convention
(2001).

Hard law

The Budapest Convention is the only binding
international agreement on cybercrime. It con-
tains sections on measures to be taken at the na-
tional level (regarding criminal law) and on in-
ternational cooperation (e.g. transborder access
to computer data).

Directive 2011/93/EU of the
European Parliament and of
the Council of 13 December
2011 on combating the sex-
ual abuse and sexual exploi-
tation of children and child
pornography.

Hard law

The Directive establishes minimum rules con-
cerning the definition of criminal offences and
sanctions in the area of sexual abuse and sexual
exploitation of children. Further, it introduces
provisions to strengthen the provision of those
crimes and the protection of the victims thereof.

Communication: Towards a
general policy on the fight
against cybercrime (2007).

Soft law

The Communication sets out certain objectives
such as improving and facilitating coordination
and cooperation between cybercrime units,
other authorities and experts in the EU, devel-
oping an EU Policy Framework on the fight
against cybercrime with Member States and rel-
evant stakeholders, strengthening operational
law enforcement cooperation and EU-level
training, and harmonisation of national legisla-
tion.

Draft Council conclusions on
setting up national alert plat-
forms and a European alert
platform for reporting of-
fences noted on the Internet
(2008).

Soft law

The Draft Council conclusions invite Member
States to set up a national alert platform for the
purpose of centralising alerts on offences notes
on the internet and invites Europol to establish a
European platform which should function as a
point of convergence of national platforms.

EU Cyber Defence Policy
Framework (2014).

Soft law

The Cyber Defence Policy Framework supports
the development of cyber defence capabilities of
EU Member States. Priorities are: Supporting
the development of Member States cyber de-
fence capabilities related to CSDP by the help
of the Capability Development Plan, enhancing
the protection of CSDP communication net-
works used by EU entities and the promotion of
civil-military cooperation and synergies with
wider EU cyber policies.
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Joint Communication: EU
Policy on Cyber Defence
(2022).

Soft law

The communication proposes a new strategy
containing: Strengthening common situational
awareness and coordination within defence
community, enhancing coordination with civil-
ian communities, enhancing the cyber resilience
of the defence ecosystem, ensuring EU cyber
defence interoperability and coherence of stand-
ards, develop cyber defence capabilities, en-
hancing research efforts in key technologies for
cyber defence, increasing the number of EU
cyber defence workforce, and strengthening
EU-NATO cooperation and cyber-dialogues.

Council Conclusions on
Cyberdiplomacy (2015).

Soft law

The Council Conclusions on Cyberdiplomacy
stress the importance to promote and protect hu-
man rights and fundamental freedoms in cyber-
space.

Draft Council Conclusions
on a Framework for a Joint
EU Diplomatic Response to
Malicious Cyber Activities
(2017).

Soft law

The “Cyberdiplomacy Toolbox” contains re-
strictive measures for a joint EU diplomatic re-
sponse to malicious cyber activities.

Council Decision (CFSP)
2019/797 of 17 May 2019
concerning restrictive
measures against cyber-at-
tacks threatening the Union
or its Member States.

Hard law

The Council Decision includes economic sanc-
tions as a response to cyber-attacks with a sig-
nificant effect which constitutes an external
threat to the Union or its Member States.

Council Conclusions on the
EU Policy on Cyber Defence
(2023).

Soft law

The Council Conclusions stresses the role of the
EU in cyber defence and sets out different ob-
jectives regarding securing the EU defence eco-
system, investing in cyber defence capabilities
and cooperation with international partners.

Table 1. Summary of selected EU regulatory instruments.
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Integration instrument:
Capacity-building

Type

Aim/target

ENISA
-The European Union
Agency for Cybersecurity

New agency

The agency primarily supports the built-up of
national capacities in cybersecurity. But also
engages in direct capacity-building through
training, exercises and awareness-raising.

Computer-Emergency-Re-
sponse Team (CERT-EU)

Direct
capacity-
building

An inter-institutional provider that contributes
to the security of the ICT infrastructure of EU
institutions, bodies and agencies. The team
helps to prevent, detect, mitigate and respond
to cyberattacks, and by acting as the cyberse-
curity information exchange and incident re-
sponse coordination hub.

CSIRT-network

Network
(operational
cooperation
between
member
states)

The network is composed of national CSIRTs
and CERT-EU. It should contribute the ex-
change of information, to implement a coordi-
nated response to an incident and to help the
coordinated disclosure of vulnerabilities.

National Liaison Officers
Network (ENISA)

Network

The National Liaison Offices Network facili-
tates the exchange of information between
ENISA and the Member States and supports
ENISA in disseminating its activities.

NIS-Cooperation group

Network
(for member
state coordi-
nation)

The group was established for the NIS imple-
mentation. It should contribute to achieve a
high common level of security for network and
information systems in the EU. It facilitates the
cooperation and exchange of information
among EU Member States.

European Cybersecurity
Certification Framework
(see Cybersecurity Act)

Indirect
capacity-
building

A European Cybersecurity Certification
Framework aims at harmonizing the digital
single market for ICT products, services and
processes. ENISA is involved in developing
cybersecurity certification schemes.

European Cybersecurity
Competence Centre
(ECCC)

Agency

The agency makes strategic investment deci-
sions and pools resources from the EU and its
Member States, and indirectly the industry to
improve and strengthen technology and indus-
trial cybersecurity capacities. The agency co-
ordinates funding.
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National Coordination Network The National Coordination Centres function as
Centres related to ECCC (coordination | points of contact at national level to support the
with national | Competence Centre in fulfilling its mission
centres) and objectives.
European Cyber Crises Li- | Network A cooperation network for Member States na-
aison Organization Net- (cooperation | tional authorities that is in charge of cyber cri-
work with member | sis management. ENISA supports the network
(EU-CyCLONe) states’ au- operationally. It was established under the
thorities) NIS-Directive.
European Cybercrime Cen- | Agency -task | Europol’s tasks were extended by establish-
tre (EC3/Europol) expansion ment of the European Cybercrime Centre. EC3
provides operational, strategic, analytical and
forensic support to Member States’ investiga-
tions.
Cybercrime Action Task- | Network The taskforce is a permanent operational team
force (J-CAT) organization | (located at Europol/EC3) that works on high-
profile cases for cybercrime investigations.
European Judicial Cyber- | Network The network facilitates and enhances coopera-
crime Network (Eurojust) | (cooperation | tion between competent judicial authorities.
between ju-
dicial author-
ities)
Cybercrime Academy Direct EU CEPOL hosts a specialized training center for
(CEPOL) capacity- law enforcement officials.
building
European Defence Agency | Agency -task | The EDA supports the EU member states in
expansion improving their defence capabilities and facil-
itates collaboration for Ministries of Defence.
Military CERT-Network Network The network was established to enhance the
level of cooperation in the cyber domain at EU
level. The military CERTs also participate in
Cyber Defence exercises with the EDA.
PESCO projects related to | Direct EU Several member states participate in different
cyberdefence capacity- PESCO projects that are related to cyberde-
building fence.
European Defence Fund Indirect The EDF incentives and supports defence re-
capacity- search projects and development such as in
building cyberdefence (see for example the ‘EUCINF’

project).

Table 2. Summary of selected EU capacity-building instruments.
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4. Variation in the EU’s approach to Cybersecurity

By mapping the EU cybersecurity landscape, variation in the approach to cybersecurity across
the different sub-areas that encompass network and information security, cybercrime, cyberde-
fence and cyberdiplomacy can be observed. Generally, the EU approaches cybersecurity by
regulation and capacity-building. However, on closer inspection variation inside these instru-
ments can be observed as well (see figure 1). Regulation can take form of binding and non-
binding rules (hard vs. soft law). Capacity-building may be direct (on EU-level) or indirect (on
national level). Further, capacity-building may take form of new actors i.e. through the creation
of agencies or networks. Regarding agencies we find further variation: Either new agencies are

established, or the tasks of pre-existing agencies are expanded.

Hard law
Regulation <
Soft law
Dependent
variable:
EU’s approach New
to Cybersecurity Agencies
Capacity-building Task expansion
Networks
Direct
Indirect

Figure 1. Variation of the dependent variable.

How can we account for this cross-sectoral variation in the EU’s approach to cybersecurity?
The core state power integration literature (Genschel & Jachtenfuchs 2014) provides a theoret-
ical framework that helps to explain different patterns of integration in policy areas that relate
to core state functions. EU Cybersecurity can be described as a case of core state power inte-
gration. Usually, core state power integration is described to proceed by regulation and capac-
ity-building (Genschel & Jachtenfuchs 2014). Less attention has so far been directed to the
variation within both approaches. Why is the EU’s approach to cybersecurity composed of var-
ious instruments? The following section elaborates on the theoretical framework. The core state
power integration framework should serve as a starting point. But as will be shown, the master
thesis seeks to extent the theoretical framework in order to account for variation within each

approach to cybersecurity.
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5. Theoretical framework: Integration of core state powers by regulation and capacity-
building

The EU has expanded the scope of its regulatory activities to new policy areas previously as-
sumed to reside only in the realm of the sovereign Member States (Genschel & Jachtenfuchs
2014; 2016). By moving beyond market integration, the EU proceeded to the integration of core
state powers (Genschel & Jachtenfuchs 2014). Genschel & Jachtenfuchs (2014) indicate that
“EU institutions are more deeply involved in regulating and exercising core state powers.” (8).
By core state powers, the authors refer to constitutive features of the state such as coercive
force, public finance and public administration (Genschel & Jachtenfuchs 2014). Further key
functions of the sovereign state include “money, and fiscal affairs, defence and foreign policy,
migration, citizenship and internal security.” (Genschel & Jachtenfuchs 2016, 43).

The EU’s activity in the area of cybersecurity can be regarded as an instance of integra-
tion of core state powers. Though the state has different roles in cybersecurity e.g. as a security
guarantor and legislator (Dunn Cavelty & Egloff 2019), security governance is increasingly
dispersed between governments and international organizations (Krahmann 2003). The frag-
mentation of political power can occur in the form of delegating authority upwards to the su-
pranational level (Dunn Cavelty & Egloff 2019, 42; see also Krahmann 2003). Cybersecurity
represents no exception here as the EU became active in this specific security policy field that
is conventionally thought of to reside in the realm of the nation state (Dunn Cavelty & Egloff
2019; Dunn Cavelty & Smeets 2023; Kruck & Weiss 2023).

According to Genschel & Jachtenfuchs (2014) the integration of core state powers pro-
ceeds by regulation and capacity building. EU institutions “gradually enlarge their scope of
regulatory activities in order to include new, initially exempt policy areas” (Genschel &
Jachtenfuchs 2014, 5) and create “resources for exercising core state powers” (Genschel &
Jachtenfuchs 2014, 6). Therefore, the authors differentiate between regulation (of national core
state powers) and capacity-building (for European core state powers) as instruments of integra-
tion.

Integration by regulation implies the creation of “common rules, hard or soft, for the
exercise of national core state powers” (Genschel & Jachtenfuchs 2014, 11). Here the EU “con-
strains the use national actors [...] make of national core state powers” (Genschel & Jachten-
fuchs 2014, 11). Integration by capacity-building implies the creation of EU resources or com-
mon capabilities for the supranational exercise of core state powers (Genschel & Jachtenfuchs

2014). In the case of capacity-building, the EU “creates new European actors and assigns new
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powers to them, which are exercised in parallel to, in competition to, or even instead of corre-
sponding national powers.” (Genschel & Jachtenfuchs 2014, 11). Though, not being mutually
exclusive, both instruments of integration have different implications. By regulation, the EU
“gains regulatory control over their [the Member State’s] core powers” (Genschel & Jachten-
fuchs 2014, 11), whereas capacity-building “pushes the EU on a path towards state building”
(Genschel & Jachtenfuchs 2014, 11; see also Kelemen & McNamara 2022; Kruck & Weiss
2023).

The authors identify two demand conditions that determine the instrument of integra-
tion: Policy externalities and economies of scale (Genschel & Jachtenfuchs 2014). Policy ex-
ternalities create the demand for integration by regulation. “Policy externalities arise when the
domestic exercise of core state powers negatively or positively affects actors in other member
states.” (Genschel & Jachtenfuchs 2014, 12). “External effects create incentives for interna-
tional coordination, which, in turn, induce actors to call for common European regulatory
frameworks facilitating such coordination.” (Genschel & Jachtenfuchs 2014, 13).

Economies of scale create the demand for integration by capacity-building. “Economies
of scale exist when it is cheaper in terms of economic, administrative or political unit costs to
consolidate core state powers at the European level rather than exercise them disjointedly at the
national level.” (Genschel & Jachtenfuchs 2014, 12f.). Instead of building separate national
capacities, joint gains from European capacity-building can be derived (Genschel & Jachten-
fuchs 2014). In this regard the authors mention the consolidation of defence capabilities at EU
level, fiscal risk pooling or the centralization of information exchange as examples of European
capacity-building (Genschel & Jachtenfuchs, 13).

Beside these demand conditions, supply conditions govern the mode of integration
(Genschel & Jachtenfuchs 2014). Supply conditions depend on the “actors able and willing to
bring it about, i.e. actors who control decisions concerning EU regulation and capacity building
and have an interest in using this control for extending EU regulation and capacity.” (Genschel
& Jachtenfuchs 2014, 14). The authors differentiate between modes of stealth or publicity. Non-
majoritarian actors such as the Commission or the ECJ pursue integration by stealth because
“more integration tends to increase their authority, resources and prestige, and thus serves their
institutional self-interest” (Genschel & Jachtenfuchs 2014, 14). In contrast, majoritarian actors
such as the EP and the Council pursue integration by publicity as they have the power to supply
EU regulation and capacity building (Genschel & Jachtenfuchs 2014). The integration of core

state powers requires both demand and supply: There needs to be a demand for collective
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problem solving and the supply of actors to bring about the necessary institutional changes

(Genschel & Jachtenfuchs 2014, 16).

6. Accounting for variation in the EU’s approach to core state power integration

The theoretical framework by Genschel & Jachtenfuchs (2014) helps to understand through
which instruments core state power integration can proceed. But how can we explain variation
within both types of core state power integration instruments and across cybersecurity sub-
sectors? Building on the core state power integration framework and with reference to supra-
nationalism and liberal intergovernmentalism but also by elucidating further conditions that can
account for variation in the EU’s approach to cybersecurity integration, the master thesis seeks
to expand the theoretical framework of core state power integration. The following sections
focus on the different instruments of core state power integration and possible explanations for

the identified variation within each instrument.

6.1. Variation in the EU’s regulatory approach: Hard law and soft law

6.1.1. Demand for regulation in cybersecurity

Externalities create demand for regulation. “Policy externalities arise when the domestic exer-
cise of core state powers negatively or positively affects actors in other member states.”
(Genschel & Jachtenfuchs 2014, 12). External effects can be either negative or positive. In the
case of cybersecurity negative externalities mostly emanate from inadequate security standards,
incoherent national legal frameworks and a lack of coordination e.g. in reaction to cyber-at-
tacks. The interconnectedness of cyberspace may reinforce negative externalities (Bauer & van
Eeten 2009).

In order to reduce negative externalities, the creation of a common European regulatory
framework that facilitates such coordination is necessary (Genschel & Jachtenfuchs 2014). Due
to the cross-border nature of cybersecurity, the EU is well positioned to assume the role of a
policy coordinator. By realizing that certain common interests cannot be attained on a national
level, the transfer of policy competences to supranational institutions and the creation of supra-
national rules becomes viable (Haas 1961; Sweet & Sandholtz 1997).

The demand for regulation can also arise as a reaction to external shocks or events
Schimmelfennig 2018) as certain security issues become salient. In the case of cybersecurity

mainly changes in technology, the increase of cyber-attack and geopolitical tensions can create
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demand for cooperation. External shocks or events may lay open vulnerabilities and dependen-
cies on part of the EU. A response to new exogenous interdependencies (Schimmelfennig et al.
2015) may reflect the EU’s digital independence and sovereignty discourse (Carrapico & Far-
rand 2020; 2024; Farrand & Carrapico 2022). Cybersecurity integration is assumed to be in-
creasingly underpinned by a security logic (Farrand & Carrapico 2022; Sivan-Sevilla 2021).

The demand for regulation can also arise due to endogenous interdependence as the
integration within one policy area may lead to the integration of functionally related policy
areas following neo-functionalist theory (Niemann et al. 2019; Sandholtz & Sweet 2012). This
process of functional ‘spill-over’ (Haas 1961) is achieved when it “becomes evident that initial
policy objectives cannot be adequately attained without such an extension.” (Sweet & Sand-
holtz 1997, 301). The effect of spill-over into functionally related policy domains can be ex-
pected in the case of cybersecurity as this policy area encompasses different dimensions that
overlap. To effectively address certain cyber issues, expanding the regulatory approach from
one policy field to another related policy field is likely to be observed for example in network
and information system security and cybercrime. Both areas are functionally related as network
and information systems are often targets of cybercriminal activities and tools through which
cyber criminals operate. Functional spill-over into related policy fields can lead to certain path-
dependencies (Hooghe & Marks 2019; Sivan-Sevilla 2021) that narrow down the option of how
(cyber) policy issues are approached by regulation i.e. either by soft or hard law.

It can be acknowledged that different demand conditions exist in the area of cybersecu-
rity. The EU can reduce externalities, react to external shocks/events by facilitating coordina-
tion and creating common regulatory frameworks or by linking functionally related policy do-
mains. The instrument of regulation can assume two forms. Scholarly literature differentiates
between hard and soft law (Cappellina et al. 2022; Saurugger & Terpan 2020; Terpan 2015).
Hard law encompasses legally binding acts such as regulations or directives and soft law en-
compasses non-binding acts like communications, recommendations, guidelines, and strategies
(Saurugger & Terpan 2020). Accordingly, the main distinguishing feature is the legal binding
force. In practice, hard and soft law can coexist in a policy field (Trubek & Trubek 2007). What
can account for the choice between hard and soft law? The question directs attention to the
supply conditions of EU core state power integration as “(d)emand for integration does not

automatically generate its own supply.” (Genschel & Jachtenfuchs 2014, 14).
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6.1.2. The supply conditions for the choice between hard and soft law in cybersecurity

The supply conditions for regulation depend on the “actors willing and able to bring it about”
(Genschel & Jachtenfuchs 2014, 14). Here in particular actors are meant that “control decisions
concerning EU regulation [...] and have an interest in using this control for extending EU reg-
ulation.” (Genschel & Jachtenfuchs 2014, 14). EU actors as ‘suppliers of integration’ have dif-
ferent preferences when it comes to the choice between hard and soft law. Consider suprana-
tional actors such as the Commission, the ECJ? and the EP first. Generally, these EU actors
favor more integration as it “tends to increase their authority, resources and prestige, and thus
serves their institutional self-interest.” (Genschel & Jachtenfuchs 2014, 14; see also Kelemen
& Tarrant 2011). The Commission has the right of initiative to propose legislation, the ECJ
enforces EU law, and the EP has a co-legislation role. Consequently, these actors always prefer
hard law acts over soft law acts as a way to extend EU integration.

Underlying these assumptions is supranationalism as theory of EU integration. Supra-
nationalism regards the Commission and the ECJ “at the heart of the expansive dynamism of
European integration.” (Sandholtz & Sweet 2012, 23). Due to its supranational agency, the
Commission can act as legislative agenda-setter and as a political entrepreneur (Kaunert et al.
2013; Sandholtz & Sweet 2012). The Commission can support and mobilize certain policy ob-
jectives or link new issues (such as cybersecurity) to existing EU competences (Sivan-Sevilla
2021).

Consider EU Member States next. In contrast to supranational actors, “the willingness
of national governments [to supply integration] is more contingent and cannot be taken for
granted.” (Genschel & Jachtenfuchs 2014, 15). The agreement to binding legal obligations on
the supranational level has to be viewed more differentiated from the perspective of EU Mem-
ber States. The adoption of hard law acts can reduce transaction costs and strengthen the cred-
ibility of commitments (Abbott & Snidal 2000). Therefore, hard law acts can facilitate the op-
eration within a legal framework (Abbott & Snidal 2000). Legally binding acts further contrib-
ute to assuring compliance with rules among actors (Borzel 2021). However, adopting hard law
entails costs for Member States. Hard law restrict actors’ behavior and their sovereignty (Abbott
& Snidal 2000). A violation of EU law incurs further costs for Member States as hard law acts
are subject to enforcement by the ECJ (Abbott & Snidal 2000).

2 Due to the novelty of cybersecurity as an EU policy field, Bendiek & Maat (2019) note that there are no spe-
cific ECJ rulings on cybersecurity yet. The role and influence of the ECJ on cybersecurity polices can therefore
not be assessed in this master thesis. The focus primarily lays on the Commission as a supranational and non-
majoritarian actor.
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Sovereignty concerns can play a crucial role here as Member States may be reluctant to delegate
authority to the supranational level and give up sovereignty. Concerns for national security can
“act as brake on European integration.” (Kaunert et al. 2013, 277). Therefore, Member States
may not commit to hard legal acts and limit their autonomy due to sovereignty reasons. Sover-
eignty costs “are especially high in areas to national security” (Abbott & Snidal 2000, 440) but
should be less pertinent in case that legal acts have to be transposed into national law (Abbott
& Snidal 2000). Other forms of costs regard those that arise in cases of non-compliance (Bdrzel
2021). If actors expect the legal costs in case of non-compliance too high, the adoption of hard
law acts is unlikely.

Considering the costs that can arise from hard law acts for Member States, the adoption
of soft law instruments may serve as an alternative. Softer legislation is often easier to achieve
“especially [...] when actors are states that are jealous of their autonomy and when the issues
at hand challenge state sovereignty.” (Abbott & Snidal 2000, 423). The adoption of soft law
instruments can thus limit sovereignty costs. Soft law further allows Member States to deal with
uncertainties in complex issue areas and to facilitate compromise and cooperation. Asymme-
tries of interdependence that give rise to divergent preferences of EU Member States towards
integration (Moravcsik & Schimmelfennig 2019) can hinder finding ways to agree on legally
binding acts. As an alternative, soft law instruments can help Member States to “adapt their
commitments to their particular situations rather than trying to accommodate divergent national
circumstances” (Abbott & Snidal 2000, 445). Soft law can also be considered a “stepping-stone
towards hard law” (Abbott & Snidal 2000, 456). Learning processes of the consequences of an
agreement based on soft instruments may lower the “perceived costs of subsequent moves to
harder legalization.” (Abbott & Snidal 2000, 435). Therefore, initial soft law approaches in
policy areas may pave the way for legally binding acts.

Underlying the assumptions for the legal choices of EU Member States is the EU inte-
gration theory of liberal intergovernmentalism. Liberal intergovernmentalism regards states as
the critical actors in EU integration that “seek to achieve goals primarily through intergovern-
mental negotiation and bargaining” (Moravcsik & Schimmelfennig 2019, 65) and less through
the delegation to the supranational level due to sovereignty concerns.

The variation in the EU’s regulatory approach to cybersecurity can on the one hand be
explained by demand conditions (externalities and exogenous/endogenous interdependence)
and on the other hand by supply conditions (supranational actors vs. Member States) on the
other hand. The demand side indicates several reasons for cooperation through legal frame-

works in cybersecurity on EU level. However, the supply side mainly drives the choice of legal
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instruments. Supranational actors prefer hard law acts while Member States through the Council

rather resort to soft law acts.

6.1.3. Areas of EU competence as scope conditions for the EU’s regulatory approach

The choice of EU actors to propose hard law or soft law acts is assumed to be shaped by the
specific area of EU competence. As the EU treaties “do not provide the EU with an explicit
cybersecurity competence” (Delinavelli 2023) cybersecurity sub-issues are linked to existing
EU competences (see also Bendiek & Maat 2019). The area of EU competence is considered
to influence the extent to which actors can control decisions concerning EU regulation and use
this control for extending EU regulation. It is therefore necessary to differentiate between the
different types and areas of EU competences as laid down in the treaties while also considering
the respective decision-making rules.

The Treaty on the Functioning of the European Union (TFEU) differentiates between
three types of competences: Exclusive competences, shared competences and supporting com-
petences (Article 2 TFEU). The EU has for example exclusive competences in specific aspects
of the internal market and in monetary policies (Article 3 TFEU). The EU and its Member
States can adopt legally binding acts in areas of shared competences such as the internal market,
energy, freedom, security and justice and research, technological development and space (Ar-
ticle 4 TFEU). The EU has only supporting competences (Article 6 TFEU) for example in the
area of industry. Most decisions in the EU’s areas of competences fall under the ordinary leg-
islative procedure and legal acts are adopted under qualified majority voting (Article 294
TFEU).

The EU’s common foreign and security policy (CFSP) is “defined and implemented by
the European Council and by the Council of the European Union” (European Union 2022). The
CFSP represents an intergovernmental policy area. The Commission and the EP have only lim-
ited participation in the decision-making procedure and are excluded from any legislation ac-
tivity (European Union 2022). Most decisions in the area of CFSP are taken by unanimity.
Decision in the area of the EU’s Common Foreign and Defence Policy (CSDP) are taken by the
Council also by unanimity (Articles 42-46 TEU)?.

Considering the different areas of EU competence, it can be expected that the Commis-

sion proposes hard law acts in the area of the single market where the EU has advanced the

3 See also: https://eur-lex.curopa.eu/EN/legal-content/glossary/common-security-and-defence-policy-csdp.html,
accessed 28.11.2024.
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most. Therefore, the Commission primarily seeks cybersecurity integration by linking cyber-
issues to the area of the single market (Bendiek & Maat 2019; Farrand & Carrapico 2022, Sivan-
Sevilla 2021). In areas of shared and supporting competences both hard and soft law can be-
come viable options depending on the Member States’ assessment of the costs of hard law and
consideration of soft law as an alternative. Cybersecurity issues can be linked to areas of shared
competences such as freedom, security and justice, research or technological development or
as well to areas of supporting competences such as industry. Due to functional demand condi-
tions EU Member States can be willing to agree to hard law acts in these policy areas. In areas
of shared competences, the Council and the EP can control decisions concerning the extension
of EU regulation through the ordinary legislative procedure. However, even in certain areas of
shared competence (e.g. JHA) intergovernmental cooperation still persists (Lavenex & Wal-
lace; Lavenex 2020; Maricut 2017; Roos 2017) and soft law acts are preferred over hard legal
acts.

In intergovernmental policy areas such as the CFSP and CSDP, the adoption of soft law
acts is expected due to the Member State’s role in these domains and the predominance of
sovereignty concerns. In these areas EU Member States are assumed to influence policies and
to retain control on intergovernmental level (Sivan-Sevilla 2021). Here Member States through
the Council retain control over decisions concerning the extension of regulation. In the area of
CFSP and CSDP, Member States are assumed to use their control by limiting cooperation to
the intergovernmental level and by only adopting non-legally binding decisions.

In general, supranational actors and Member States have different preferences what re-
gards the choice between soft or hard law. Whereas supranational actors prefer hard law acts,
the preference of Member States is more contingent. Member States are assumed -depending
primarily on the area of EU competence- to either opt for hard or soft law. In the case of cyber-
security, the extent to which cyber-issues can be linked to shared competences can determine
the legal choice. In these areas hard law can become a viable option as sovereignty costs are
less pertinent and EU actors control decisions for extending EU regulation. In intergovernmen-
tal areas where sovereignty costs are high, the adoption of soft law is expected.

Though EU cybersecurity is generally representing a case of core state power integra-
tion, sovereignty costs vary across cybersecurity dimensions. The dimensions of cybersecurity
comprise network and information security, critical infrastructure protection, cybercrime,
cyberdefence and cyberdiplomacy. Member States should be less willing to give up sovereignty
in areas of cyberdefence as this area immediately affects the core state powers of national Mem-

ber States. The functional demand for cooperation in cyberdefence might however induce
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Member States to adopt soft law acts such as frameworks or strategies. Member States should
be less concerned with integrating network and information security or critical infrastructure
protection as the functional demand conditions (for example when considering the cross-border
nature of cybersecurity) should outweigh sovereignty costs. An agreement to hard law acts can
be expected here. Having shed light on the demand conditions and supply options for hard and
soft law, the next section elaborates on the various forms of capacity-building. As identified
through the mapping of the cybersecurity landscape, capacity-building can result in the creation

of agencies or networks, and it can be direct or indirect.

6.2. Variation in the EU’s capacity-building approach

6.2.1. Demand for capacity-building in cybersecurity

Economies of scale create demand for capacity-building. “Economies of scale exist when it is
cheaper in terms of economic, administrative or political unit costs to consolidate core state
powers at the European level rather than exercise them disjointedly at the national level.”
(Genschel & Jachtenfuchs 2014, 12f.). Creating capacities on EU level instead of on the na-
tional level can create joint gains in terms of better coordination and efficiency (Genschel &
Jachtenfuchs 2014). With regard to cybersecurity, building capacities on EU level is reasonable
when considering its cross-border nature. The consolidation of European capacities to
strengthen cyber resilience to react to cyber threats in a coordinative way can be more efficient.

Exogenous shocks/events such as cyber-attacks or shifts in geopolitics can also create
the demand for capacity-building when vulnerabilities and dependencies of the EU become
salient. As already mentioned, a response to exogenous interdependencies may reflect the EU’s
digital independence and sovereignty discourse. Developing capacities on EU-level represents
an integral step in the EU efforts to regain (digital) autonomy. Demand for capacity-building
can also arise due to endogenous interdependencies. The creation of capacities in one policy
area may give rise to create further capacities in functionally related policy areas. Due to the
interconnectedness of cyberspace, the building of capacities in functionally related domains is
necessary to assure a comprehensive approach to cybersecurity.

Generally, the demand for capacity-building may also depend on pre-existing capacities
on member state level. It is less efficient to duplicate already existing national capacities on EU
level. It may be easier to build on already existing capacities than to build new ones. Therefore,
past decisions to create capacities on the national level can condition capacity-building on EU

level (see for example Thatcher 2011). Though there exist functional demands for capacity-
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building in cybersecurity on EU level, the extent and form of capacity-building is determined

through different supply conditions.

6.2.2. Supply conditions for capacity-building (agencies and networks) in cybersecurity

In order to account for variation in capacity-building, attention is again directed to the supply
side of core state power integration. Thereby the focus lays on the actors that are willing and
able to proceed in core state power integration. More precisely those actors “who control deci-
sions concerning [...] capacity building and have an interest in using this control for extending
[...] capacity” (Genschel & Jachtenfuchs 2014, 14) are meant here. Capacity-building relates
to the creation of EU resources for exercising core state powers. Such resources “are found
primarily in [...] EU agencies.” (Trondal 2014, 167). EU agencies represent an example of new
European actors (Bickerton et al., 2015; Genschel & Jachtenfuchs 2016). Agencies are “EU
level public authorities with a legal personality and a certain degree of organizational and fi-
nancial autonomy that are created by acts of secondary legislation in order to perform clearly
specified tasks” (Kelemen 2005, 175). EU agencies help to deal with complex policy domains
by providing expertise (Majone 1997).

Non-majoritarian institutions such as EU agencies “supply the Commission with rele-
vant organizational capacities, particularly at the implementation stage of the decision-making
cycle.” (Trondal 2014, 167). EU agencies are considered as a valuable source for the Commis-
sion in preparing its decisions (Ruffing 2022). Institutionally, agencies are assumed to be
closely related to the EU administrative apparatus and contribute to the centralization of regu-
latory functions on EU level (Egeberg et al. 2015; Egeberg & Trondal 2017). Therefore, agen-
cies can help the Commission to expand its role and organizational resources in policy fields
(Egeberg & Trondal 2011; Kelemen 2012 & Majone 2012; Thatcher 2011).

For supranational actors, namely the Commission and the EP, “the idea of establishing
autonomous European agencies was an attractive second-best means through which to expand
the EU’s regulatory capacity” (Kelemen & Majone 2012, 226) especially under consideration
that Member State governments are reluctant to expand the competences of the Commission.
The delegation of authority to autonomous bodies outside the structure of the Commission (Kel-
emen & Majone 2012) allows Member States to pursue integration without further supranation-
alism i.e. the further transfer of decision-making power to the EU (Bickerton et al. 2015; Puetter
2012). Though Member State governments are generally assumed to be more hesitant to dele-

gate certain tasks to the supranational level as delegation constrains their sovereignty (Abbott
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& Snidal 2000; Moravcsik 1998, 67), the delegation to agencies can be seen as way of EU
Member States to resist “any significant expansion” (Kelemen & Tarrant 2011, 929) of the
Commission’s power.

From an intergovernmentalism point of view, agencies “are set up to implement or mon-
itor the implementation of policies agreed upon by national governments.” (Egeberg & Trondal
2017, 676). Agencies can be seen as an attempt of Member States to credibly commit to long-
term policy objectives (Christensen & Nielsen 2010; Kelemen & Majone 2012; Majone 1997;
Wonka & Rittberger 2010) and to deal with uncertainties (Abbott & Snidal 2000). The delega-
tion of certain tasks to agencies remains a decision of national governments and head of states.
Therefore, the role and tasks of agencies are considered to be more limited. Especially in areas
related to national security where sovereignty costs are high, delegation is more moderate (Ab-
bott & Snidal 2000). In areas where sovereignty costs are low e.g. areas that necessitate tech-
nical coordination (Abbott & Snidal 2000), delegation from the national level to agencies is
more likely.

Member States are expected to only delegate authority to administrative bodies that are
subject to direct and indirect control (Abbott & Snidal 2000). Therefore, governments “insist
on keeping EU agencies under their control” (Egeberg & Trondal 2017, 676; see also Bickerton
et al. 2015) and limit their autonomy with regard to important issues (Abbott & Snidal 2000).
In contrast, the delegation to agencies on the national level allows states to retain control and it
incurs lower sovereignty costs (Abbott & Snidal 2000).

It can be summarized that supranational actors can expand their capacities by creating
agencies while for Member States the creation of agencies can be seen as a way to avoid further
supernationalism. However, Member States demand “considerable intergovernmental over-
sight of the agencies” (Kelemen & Majone 2012, 227). While functional demands (e.g. dealing
with complex policy issues) drive the establishment of agencies in the first place, the actual
design of such bodies is determined by considerations of the different actors on EU-level.

The delegation to agencies can be viewed from a principal-agent and competence-con-
trol theoretical viewpoint (Abbott et al. 2020; Biermann & Rittberger 2020; Rittberger et al.
2024; Ruffing et al. 2023). Inherent to the decision to create capacities in form of agencies is
the granting of authority to the supranational level by indirect governance and delegation. Prin-
cipals (European Commission, Council and EP) grant authority to an agent (EU agencies) to
fulfill certain tasks. While there are functional motivations to grant certain competences and

independence to agencies (Kelemen 2005; Kelemen & Majone 2012), principals -though
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having different preferences and interests- limit the independence of the agent by installing
control mechanisms (Vos 2014; 2018).

The Commission and the EP* favor more independent agencies while Member States
through the Council want to keep agencies under (intergovernmental) control (Kelemen & Ma-
jone 2012; Rittberger et al. 2024). Member States assure oversight of agencies “through the
creation of management boards that were to be dominated by appointees of member state gov-
ernments.” (Kelemen & Majone 2012, 227). Based on this theoretical conception, capacity-
building in form of agencies depends on the actor’s willingness to grant competences and inde-
pendence to them. Therefore, EU actors have to balance competence and control. The actual
design of agencies is thus politically motivated and “the result of political compromise involv-
ing EU law-makers in the Council of Ministers, the European Parliament, and the European
Commission.” (Kelemen & Majone 2012, 226). EU actors can further either decide to create
new agencies or to expand the tasks of (already existing) agencies.

The task expansion of agencies is also described by the process of ‘layering’ (Dunn-
Cavelty & Smeets 2023; Kruck & Weiss 2023; Mahoney & Streeck 2010; Streeck & Thelen
2005). Layering implies gradual institutional change through “amendments, additions, or revi-
sions to an existing set of institutions.” (Streeck & Thelen 2005, 24). EU actors can decide
whether to work within existing institutions and to gradually change these or to create new ones
(Mahoney & Streeck 2010).

The focus now has been on the creation of agencies for building capacities. What we
can also observe is the creation of networks (alongside agencies). Networks can be defined “as
semi-stable informal clusters of interdependent actors, who have or take a specific interest or
stake in solving a certain policy problem and who dispose of resources required for shaping and
implementing the policy, and who are willing to mobilize and pool these resources.” (Justaert
& Keukeleire 2012, 437). Networks “are characterised by their feasibility, speed and expertise
with regard to improving the capacity to resolve problems or tackle threats.” (Christou 2018,
358). In contrast to agencies, networks are a form of informal governance. Networks can act
“autonomously through spontaneous coordination of relevant actors* (Christiansen et al. 2003,
6) and work “through informal relations which take place outside both the official structures

and the semi-official arenas [...].* (ibid).

4 The European Parliament conducts parliamentary oversight (legislative supervision and monitoring of the deci-
sions and actions of agencies) for stronger accountability of agencies (Font & Pérez Duran 2016; see also Kele-
men & Majone 2012).

38



Whilst representing an instance of indirect and informal governance (Biermann & Rittberger
2020; Christiansen et al. 2003; Justaert & Keukelerei 2012), networks function as an interme-
diary between domestic agencies, national actors, EU agencies and the EU-level (Biermann &
Rittberger 2020; Abbott et al. 2020). Networks are a form of orchestration that allow governors
to either (re)establish control or to enhance competence (Biermann & Rittberger 2020; Blau-
berger & Rittberger 2015). The relationship between agencies and networks can be either com-
petitive or co-operative (Levi-Faur 2011). However, there are indications of a co-existence of
agencies and networks which point towards the combination of delegation and orchestration
(Biermann & Rittberger 2020).

Networks are useful in policy domains where the EU lacks operational capacities
(Thatcher 2011; Blauberger & Rittberger 2015). As operational capacities here are understood
for example the deployment of experts and equipment for “preventing, discouraging, deterring
and responding to malicious cyber activities” (Backman 2023, 94; see also Commission 2021a).
In the context of the EU, networks thereby can enhance operational coordination between the
EU and Member State level (Backman 2023). Networks are also assumed to contribute to en-
hancing implementing capacities on the national level in order to assure the application of EU
regulation (Blauberger & Rittberger 2015). By adding a network to an existing agency, net-
works are primarily expected to enhance competence. The establishment of networks can also
be considered as an effort to harmonize the fragmented institutional landscape through agencies
(Thatcher 2011). Furthermore, networks can represent an alternative choice to the delegation to
agencies when political commitment is weak, and resources are limited (Levi-Faur 2011). Con-
trol can be enhanced by adding an agency to an established network (Biermann & Rittberger

2020). This combination allows to formalize the governance structures.

6.2.3. Areas of EU competence as scope conditions for the EU’s capacity-building

Depending under which area of EU competence certain cybersecurity issues fall, different ex-
pectations regarding the choice between agencies and networks as forms of capacity-building
can be derived. By referring back to the different areas of EU competence it can be expected
that new agencies are created in areas where the Commission enjoys considerable competences
such as related to the single market. Hereby the Commission will link cyber-issues to the single
market. In this area, Member States through the Council can agree to establish an agency but
they make sure to keep control over such bodies through e.g. member state representation in

the agencies’ board. It must be noted that in certain areas of shared competence, despite the
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communitarization of certain policy areas (such as JHA), intergovernmental decision-making
arrangements and cooperation still persist (Lavenex & Wallace; Lavenex 2020; Maricut 2017;
Roos 2017).

In intergovernmental areas that directly affect core state powers and incur sovereignty
costs, it can be expected that Member States rather agree on expanding the tasks to deal with
certain cyber-issues given functional demands for capacity-building. In cybersecurity sover-
eignty costs should be highest when issues relate to defence or external dimensions such as
diplomacy. As Member States retain control over capacity-building decisions in these policy
domains, extensive delegation to agencies is unlikely as Member States are reluctant to give up
sovereignty.

Networks as a more informal mode of governance, can help to enhance operational and
implementation capacities and coherence between policy fields. EU actors or agencies can be
seen as a potential orchestrator of a network. In areas where cyber-issues are linked to shared
competences networks can be expected to be added along existing agencies to enhance opera-
tional and implementation capacities. For Member States looser network structures can function
as an alternative to (further) delegation in intergovernmental policy areas to facilitate opera-
tional cooperation in cyber specific domains.

In general, functional demands for European capacity-building exist but Member State’s
preferences for control and the different EU areas of competence influence the choice and ex-
tent to which capacities can be built on EU level. Agencies contribute to more centralization
whereas networks represent a more flexible and informal way to enhance capacities. More gen-
erally, capacity-building can assume direct or indirect forms. In the following both types of

capacity-building are explored and contextualized against the theoretical background.

6.3. Variation in capacity-building: Direct and indirect forms of capacity-building

EU capacity-building can be either direct or indirect. It can occur at EU-level directly when the
building of capacities empowers the EU to either directly respond to cyber-issues or by creating
resources on EU-level in the long-term. For example, direct capacity-building approaches can
contribute to improving operational activities to prevent or deter cyberattacks, by providing
training and skills to EU officials in cyber-related fields or by funding EU-level projects on
cybersecurity.

Indirect capacity-building relates to supporting the built-up of national capacities (see

for example Genschel & Jachtenfuchs 2023). When differentiating between the instruments of
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integration regulation and capacity-building, it must be noted that regulation often functions “to
stimulate, steer and shape the creation and exercise of national capacities.” (Genschel &
Jachtenfuchs 2023, 1456). Regulation and capacity-building “are often complementary rather
than mutually exclusive instruments of rule.” (Genschel & Jachtenfuchs 2023, 1449; see also
Genschel & Jachtenfuchs 2014). Regulation thus often aims at building capacities on national
level that indirectly contribute to the overall capacities of the EU. For example, rules that aim
at harmonizing security standards of digital products contribute to the overall level of cyberse-
curity in the EU. Other indirect capacity-building approaches (through regulation) can include
the setting-up of information points and liaison offices on national-level or incentives for in-
vestment in cyber technologies.

Based on the theoretical considerations outlined before, it can be assumed that suprana-
tional actors prefer direct capacity-building over indirect capacity-building as it extends EU-
level resources. Direct capacity-building approaches on EU level are rather limited due to the
Member States predominance in security related matters. The Commission will resort to indi-
rect capacity-building proposals by incentivizing the built-up of capacities for “the exercise of
national core state powers” (Genschel & Jachtenfuchs 2014, 11) when tapping into intergov-
ernmental areas of competence as in the case of (cyber)defence. In this case, Member States are
expected to be more willing to support initiatives aiming at enhancing national capacities, rather
than pooling resources on EU-level. Indirect capacity-building approaches are also expected in
cases where cyber issues are linked to shared competences as the EU has to rely on the capaci-
ties of Member States in security matters (Genschel & Jachtenfuchs 2023).

The extended analytical framework aims to shed light on how to account for variation
in the EU’s regulatory and capacity-building approach in cybersecurity. Table 3 summarizes
the theoretical framework. It acknowledges the core state power instruments but further elabo-
rates on the specific form each instrument can take by considering the role of EU actors in

decisions concerning regulation and capacity-building.
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Core state Regulation Capacity-building
power e Soft law e Agency (new or task expansion)
instruments e Hard law e Networks
e Direct/indirect capacity-building
Demand for e Externalities e Economies of scale
core state e Exogenous interdependence e Exogenous interdependence (exogenous
power (exogenous shocks/events). shocks/events).
integration e Endogenous interdependence | ¢ Endogenous interdependence (functional
(functional spill-over). spill-over and presence of prior capacities).
Supply for Actors controlling decisions con- | Actors controlling decisions concerning EU
core state cerning EU regulation: capacity-building:
power
integration e Supranational actors (Euro- e Supranational actors opt for creating new
pean Commission, European agencies.
Parliament, ECJ) prefer hard | ¢ Member States (through the Council)
law acts. agree to establishing agencies while retain-
ing control over them or by deciding to ex-
e Member States through the pand tasks of existing agencies.
Council (mostly) prefer soft e Member States (through the Council) es-
law acts over hard law acts. tablish networks alongside agencies to en-
hance competence and as an alternative to
delegation.
e Supranational actors propose measures for
both direct and indirect capacity-building.
Scope Areas of EU competence
o0 (shared or intergovernmental).
condition

Table 3. Summary of theoretical framework.

Underlying to the theoretical considerations outlined under the supply and demand conditions
for the instruments of core state power integration are different EU integration theories namely
neo-functionalism/supranationalism and liberal intergovernmentalism. Whereas the demand
side for core state power integration is primarily driven by neo-functionalism/supranationalism,
the supply side is characterized by both supranationalism and liberal intergovernmentalism.
The demand side indicates several reasons for (expanding) cybersecurity integration and
cooperation on EU-level. However, the demand for (cyber)security does not automatically gen-
erate its own supply. The supply side in particular stresses the importance of EU actors and
their ability and willingness to control decisions concerning the extension of EU regulation and
capacity-building. The general claim here is that supranational actors push towards core state
power (i.e. cybersecurity) integration while Member States are assumed to be more hesitant to
pursue such integration steps and rather prefer intergovernmental cooperation. The actual

choice of integration instruments is further shaped by the EU areas of competence. Based on
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the extended theoretical framework and considering the areas of EU competence, certain theo-
retical expectations were derived.

Regarding variation in regulation (soft vs. hard law) it is expected that supranational
actors (Commission and EP) will propose and support hard law acts on cybersecurity issues in
areas of shared competence. Member States (through the European Council and Council) are
expected to support hard law acts in areas of shared competences. However, Member States are
expected to prefer and to adopt soft law acts in intergovernmental policy areas such as the CFSP
and CSDP when linked to cyber-issues.

Capacity-building approaches are reflected in the creation of agencies or networks and
may take form or direct or indirect initiatives. Supranational actors are expected to propose and
support the creation of agencies in areas of shared competence that are linked to cyber-issues.
Member States are expected to support the creation of agencies in areas of shared competence
whilst demanding considerable control over them. However, in intergovernmental policy areas,
Member States are expected to only agree to expand the tasks of pre-existing agencies that can
be related to cyber-issues. Supranational actors or Member States are expected to establish net-
works to enhance competence while for Member States networks can also serve as an alterna-
tive to (further) delegation in intergovernmental policy areas that can be related to cyber-issues.
Supranational actors are expected to enhance direct capacity-building on EU-level while incen-
tivizing the build-up of national cyber-related capacities by indirect (regulatory) approaches.
But in how far can these different theoretical considerations and expectation explain the varia-
tion in the EU’s approach to cybersecurity. The following section will present the empirical

strategy to assess how the theoretical expectations correspond to empirical observations.

7. Research Design and methodology

In order to assess the relevance and relative strength of the theoretical framework that seeks to
explain variation in the EU’s approach to cybersecurity, congruence analysis is employed (Blat-
ter & Blume 2008; Blatter & Haverland 2012; Blatter et al. 2018). Congruence analysis “fo-
cuses on drawing inferences from the (non-)congruence of concrete observations with specified
[expectations] from abstract theories to the relevance or relative strength of these theories for
explaining/understanding the case(s) under study.” (Blatter & Blume 2008, 325). The case
study approach allows to gain a more comprehensive understanding of the EU’s approach to

cybersecurity.
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While congruence analysis mainly builds on the rivalry between theories, it is also open to the
question whether theories can be seen as complementary or interrelated (Blatter et al. 2018).
Underlying to the theoretical framework presented here are different EU integration theories.
While acknowledging a certain rivalry between the theoretical expectations stemming from su-
pranationalism (emphasis on supranational actors) on the one hand and liberal intergovernmen-
talism (emphasis on EU Member States) on the other hand, a combination of both theories to
explain variation in the EU’s approach to cybersecurity is explored as well. Considering this,
employing congruence analysis should further help me to assess explanations for the extent of
core state power integration in the case of EU cybersecurity while also pointing to the limits of
(cyber)security integration by evaluating and comparing the strength of the theories.

The research design is Y-orientated and focuses on explaining a specific outcome (Blat-
ter et al. 2018; Ganghof 2019). The specific outcome of interest is the variation in the EU’s
regulatory and capacity-building approach to cybersecurity (Y). For each outlined explanatory
approach, the independent variable (X) was identified, and theoretical expectations were for-
mulated accordingly. It is argued that the role of EU actors in decision-making regarding core
state power integration is crucial for explaining variance in the regulatory and capacity-building
approach to cybersecurity. Supranational actors are generally assumed to drive core state power
integration while non-majoritarian actors such as the Council opt for intergovernmental coop-
eration rather than for further integration in core state power policy areas. The outlined theoret-
ical expectations are assumed to apply under consideration of the different areas of EU compe-
tence.

Congruence analysis attempts to draw inferences from the concrete to the abstract:
“’Concrete’ is defined as the (non-)congruence between predications deduced from theories
and empirical observations within one or few cases, whereas ‘abstract’ refers to the concepts
which are the elements of a theory [...].” (Blatter & Blume 2008, 341). Theories “provide co-
herent interpretative frameworks for the understanding and explanation of events and outcomes
within a (scientific) discourse.” (ibid.). Generalization in the context of congruence analysis is
described as “drawing conclusions from these empirical findings for the relative strength or
relevance of a theory within a broader set of theories [...].” (Blatter & Blume 2008, 342).

Congruence analysis employs interpretative techniques to draw conclusions about the
capability of an abstract concept to explain a specific case (Blatter & Blume 2008). The con-
cepts are given their meaning through embedding them into the wider theoretical framework.
Interpretation techniques then allow to link and contrast empirical observations with abstract

concepts. For the analysis, an expanded theoretical framework (see appendix) was used which
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encompasses the definition of the relevant concepts, the theoretical backgrounds and expecta-
tions under consideration of the demand and supply side as well as the various instruments of

core state power integration.

7.1. Case selection

The universe of cases encompasses all core state power integration instruments. In the EU cy-
bersecurity is approached by regulation and capacity-building. Each core state power instru-
ment assumes different forms. As the research interest lays in explaining variation in each of
the core state power instruments, a small-n comparative case study between the different forms
of regulation (hard/soft law) and capacity-building (agencies/networks and direct/indirect) is
conducted. The selection of cases follows the most similar case study design (Seawright &
Gerring 2008). Here the cases are selected according to differences only in the outcome (Y) and
the independent variable(s) of interest (X). The chosen pair of cases should only differ in this
regard but should otherwise be comparable across background conditions (Leuffen 2007; Sea-
wright & Gerring 2008). Underlying to the most similar case design is the logic that the pres-
ence or absence of X is what causes variation on Y (Seawright & Gerring 2008).

Based on the theoretical framework, variation of the EU’s approach to cybersecurity is
assumed to be influenced by the extent to which supranational actors or actors on intergovern-
mental level control decisions concerning regulation and capacity-building and the willingness
to use this control for extending and limiting core state power i.e. cybersecurity integration.
Every case within each pair of case comparisons is based on one instrument (regulation or ca-
pacity-building). Each case is selected out of a possible number of cases per instrument.

The case pairs for comparison differ with regard to the dependent variable (regulation:
hard/soft law, capacity building: agency/network; direct/indirect) and the independent variables
(supranational actors vs. EU actors on intergovernmental level). Apart from these central dif-
ferences, the case pairs for comparison should be as similar as possible. Even though cyberse-
curity sub-areas are “distinct in their focus, these areas all work together towards the protection
of the EU’s digital infrastructure and residents.“ (Carrapico & Farrand 2024). As argued before
there are several functional demand conditions for cybersecurity integration. The following ta-

ble summarizes the selection of cases for comparison.
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Regulation Hard law: Soft law:

Cyber Resilience Act Council Conclusions on the EU
Policy on Cyber Defence
Capacity-building | Agency Network:
e New: ENISA European Judicial Cybercrime

e Task expansion: Europol/EC3 | Network (Eurojust)

Capacity-building | Direct: Indirect:
CERT-EU European Defence Fund

Table 4. Case selection.

The first pair of comparison regards the EU’s regulatory approach that can either take the form
of hard law (regulation or directive) or soft law. The Cyber-Resilience Act (European Parlia-
ment & the Council 2024) was selected as a case of hard law (here regulation) and the Council
Conclusions on the EU Policy on Cyber Defence (Council of the European Union 2023a) as a
case of soft law. The Cyber-Resilience Act sets a minimal level of cyber security for digital
products and enhances cybersecurity standards and the Council Conclusions on the EU Policy
on Cyber Defence calls for initiatives to secure the EU defence ecosystem. Though addressing
different dimensions of cybersecurity, the general emphasis on both regulatory approaches lays
on securing technologies and communication systems. Beside the difference in outcome (hard
and soft law), both regulatory approaches vary to which extent supranational actors or Member
States through the Council can control regulatory decisions. Whereas the Cyber-Resilience Act
was subject to the ordinary legislative procedure, the EU Policy on Cyber Defence was decided
on intergovernmental level.

The second pair of comparison regards the EU’s capacity-building approach which com-
prises the creation of agencies (or its task expansion) and networks. The European Union
Agency for Cybersecurity (known as ENISA) was selected as an agency and Europol with its
European Cybercrime Centre (EC3) was selected for a case of agency task expansion. As a
network the EJCN which is located at Eurojust was selected. These three capacity-building
approaches were selected based on differences in the outcome of interest (agency, agency task
expansion or network) and the extent to which supranational actors or Member States can as-
sume a role in these new institutional structures. Whereas the selected agencies (ENISA, Euro-
pol/EC3 and Eurojust) now all fall under areas of shared competences, there are indications that
in the area of Justice and Home Affairs (JHA) where Europol and Eurojust are located in, both

supranational and intergovernmental decision-making modes exist, and the European Council

46



retains a central position in this policy area (Lavenex & Wallace 2005; Maricut 2016; Roos
2017). This leads to the assumption that primarily intergovernmental operational cooperation
is preferred in cyber-issues related to JHA (see also Lavenex 2020). More generally the selected
agencies and the network are considered comparable as the dimensions of cybersecurity (net-
work and information security and cybercrime) are functionally related. For a direct capacity-
building initiative CERT-EU and as an indirect capacity-building initiative the European De-
fence Fund (EDF)® was selected. Both approaches contribute to enhancing EU capacities with
regard to dimensions of cybersecurity. However, both approaches differ with regard to the ex-
tent to which supranational actors and Member States can partake in capacity-building deci-
sions. Whereas CERT-EU is based on an interinstitutional arrangement for direct EU capacity-
building, the EDF (regulation) indirectly supports the creation of cyber capacities.

In the following, the cases are compared and assessed with regard to the congruence of
the theories in explaining variation in the EU’s approach to cybersecurity. Thereby, both the
demand and supply side of the regulatory and capacity-building approaches are explored. I rely
on primary sources such as legal texts, press releases from the EU, and secondary literature on

the different core state power integration instruments and on the specific cases.

8. Analysis

8.1. Variation in regulation: Approaching cybersecurity by hard law and soft law

8.1.1. Enhancing cybersecurity standards for digital products: The Cyber Resilience Act

“The lack of appropriate cybersecurity in products with digital elements in the Union is due to
regulatory and market failures” (Chiara 2022, 256). Market failures “in providing optimal cy-
bersecurity standards” (ibid.) arise due to information asymmetries and negative externalities.
On the one hand consumers cannot sufficiently assess the level of cybersecurity of digital prod-
ucts, and on the other hand the cybersecurity market generally is characterized by sup-optimal
investment levels and under consumption (Bauer & van Eeten 2009; Chiara 2022; Jardine et al.
2022). Negative externalities arise as “a significant portion of the cost of a cyber attack is borne
by others in the network environment.” (Jardine et al. 2022, 1). In the context of the EU, regu-

latory failures emanate from fragmented legal frameworks that only partially address problems

5 The EDF further exemplifies the link between regulation and (indirect) capacity-building as will be demon-
strated.
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of cybersecurity provision (Chiara 2022). The recently adopted Cyber Resilience Act can be
considered a way to correct these market and regulatory failures through the adoption of har-
monised cybersecurity rules (ibid.).

Already in the 2021 State of the European Union Address, president of the European
Commission Ursula von der Leyen called for a Cyber Resilience Act (European Commission
2021b). The Cyber Resilience Act was then proposed by the European Commission in 2022
(European Commission 2022a) and, after approval by the EP and Council (European Commis-
sion 2023c; Council 2024; European Parliament 2024) entered into force on 10 December 2024
and is directly applicable across the EU (European Parliament & Council 2024). Compliance
with the new rules are required from 2027 onwards (BSI 2024; Schmittner et al. 2024).

The regulation considers cyberattacks has having “a critical impact not only on the Un-
ion’s economy, but also on democracy as well as consumer safety and health.” (European Par-
liament & Council 2024, 1). The aim of the regulation “is to ensure that hardware and software
products made available in the EU are rendered cyber-secure, through measures aimed at guar-
anteeing cybersecurity through a products entire life-cycle” (Carrapico & Farrand 2024, 152).
The regulation contains “mandatory requirements for manufactures of products with digital el-
ements” (Chiara 2022, 257). Thereby, software and hardware products will bear the ‘CE mark-
ing’ to indicate compliance with the requirements (Council 2024; European Parliament &
Council 2024, 9; see also Schmittner et al. 2024).

The Cyber Resilience Act is further assumed to overcome the fragmented (between the
national and EU level) and sectoral (across products) legal frameworks “in relation to cyberse-
curity requirements for products with digital elements” (Chiara 2022, 256) by ensuring coher-
ence through the new cybersecurity framework (ibid.). The horizontal scope of the regulation
encompasses ‘“‘comprehensive cybersecurity requirements for all products with digital ele-
ments” (European Parliament 2024, 2). The new act also complements existing legal frame-
works such as the NIS(2)-Directive and the Cybersecurity Act (Chiara 2022).

The Cyber Resilience Act is based on Article 114 TFEU and relates to the functioning
of the internal market (see also Carrapico & Farrand 2024; Chiara 2022). The regulation is
considered to “give the Commission considerable powers, under the headings of market sur-
veillance and enforcement, including deeming products as non-compliant with the Regulation
and as presenting a significant cybersecurity risk based on ENISA assessment.” (Carrapico &
Farrand 2024, 152). Under the Cyber Resilience Act, the Commission can adopt implementing
acts to apply Union-level restrictions (Carrapico & Farrand 2024; Chiara 2022). Under Article
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45 of the Cyber Resilience Act (European Parliament & Council 2024, 55) even the withdrawal
of non-compliant products from the market is possible.

The regulatory approach is reflective of a market logic (Carrapico & Farrand 2020;
Christou 2016; Farrand & Carrapico 2022). Over the years the EU aimed at strengthening cyber
security by protecting the economy and society in the Member States and within the EU as a
whole (Kipker 2023). Thereby the EU moved from a hands-off approach to a more regulatory
hands-on approach (Christou 2016; Porcedda 2023). The EU Commission connects the area of
cybersecurity with the protection of the (digital) single market (Kipker 2023; Branddo &
Camisdo 2022). The ‘market-security nexus’ (Branddo & Camisdo 2022) is evident in several
soft and hard law acts that concern EU cybersecurity including the Cyber Resilience Act.

The Commission can enhance its role in (cyber)security-related matters by strategically
linking the single market with (cyber)security (Branddo & Camisdo 2022). Falling under the
area of shared competences (Article 4 TFEU), the Cyber Resilience Act was subject to the
ordinary legislative procedure. Support for legally binding acts on part of the EU Member States
through the Council cannot be taken for granted. In general, the expectation was that Member
States prefer soft law acts over hard law acts. However, the Cyber Resilience Act found quick
political agreement between the Commission, the European Parliament and the Council (Euro-
pean Commission 2023c¢c; European Parliament 2023). In 2022, the Council even explicitly
called upon the Commission “to propose EU common cybersecurity requirements for connected
devices and associated processes and services through the Cyber Resilience Act” (Council
2022, 6).

By referring back to the demand side for regulation, functional reasons for the adoption
of the Cyber Resilience Act have clearly outweighed possible sovereignty and legal costs that
could be associated with (cyber)security integration. By “establishing uniform cybersecurity
standards across domains and markets” (Schmitter et al. 2024, 396) to safeguard digital assets
against cyber threats, the regulation reduces transaction costs and contributes to a harmonised
market for digital products (see also Sivan-Sevilla 2021). Coherent with the expectation that
the Commission approaches cyber security by a market logic, the Cyber Resilience Act is re-
flective of such approach as it primarily concerns the security of digital products in the single
market. Member States showed no opposition to the regulatory approach and did not, contrary

to the expectation, opt for a softer approach.
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8.1.2. The limits of core state power integration: Council Conclusions on EU Cyber De-
fence

As cyber-attacks against critical infrastructure are also a component of hybrid warfare and occur
in conflicts (Shepherd 2022), the EU started to address cyber defence in its cyber security strat-
egies. Cyber defence is now considered an essential part in the EU’s cyber security strategy and
was integrated into the CSDP (Christou 2016; Ortiz Hernandez 2024). The EU’s activity in
cyber defence is mainly a reaction to external events such as cyber-attacks on EU Member
States (e.g. on Estonia in 2007) and the emergence of hybrid warfare (Carrapico & Farrand
2024; European Commission 2016; 2023; Farrand & Carrapico 2022; Ortiz Hernandez 2024;
Shepherd 2022). But also, the realization that “cyber defence is a critical element in securing
systems and infrastructures against cyber-attacks* (Christou 2016, 119) indicates that a com-
prehensive cybersecurity approach even extends to the CSDP: Cybersecurity integration in one
area spills into functionally related ones. Cybersecurity is not only addressed by a sole market-
centered integration logic but by a “security-market relationship” (Liebetrau 2024, 719) where
emphasis is increasingly put on security politics.

However, “advancing cyberdefence within the EU has not been easy” (Shepherd 2022,
162) due to “member states’ reluctance to provide the EU with a strong role in the areas of
foreign, security, and especially defence policy” (ibid.) and divergent perceptions regarding
certain cyber defence issues (Deschaux-Dutard 2020; Ortiz Hernandez 2024). Cyberdefence is
politically sensitive, concerns core state powers and thus raises sovereignty concerns among
Member States (Deschaux-Dutard 2020; Shepherd 2022).

The development of a cyberdefence policy and capabilities falls under the CSDP where
intergovernmentalism is the “ruling principle” (Deschaux-Dutard 2022, 120) and decisions are
taken by unanimity. Intergovernmental policy areas are reflective of “the unwillingness of
Member States to give to the EU a central role in a core sovereign competence” (Odermatt
2018, 19). Therefore, EU Member States are expected to only agree on adopting soft law acts
in the area of cyber defence. Under Article 24 TEU, the EU can adopt strategies for “a common
European defence also in cyberspace.” (Ortiz Hernandez 2024, 57).

The Council Conclusions on the EU Policy on Cyber Defence (Council 2023a) are il-
lustrative of such soft approach to cyber defence which can be integrated in the EU’s general
strategies towards cyber defence that evolved over time as a reaction to exogenous and endog-
enous interdependencies. Adopted in 2023, the Council conclusions stress that the war in

Ukraine “had provided a new strategic context and confirmed the need for the EU [and] its
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Member States [...]” (Council 2023a, 2) “to further strengthen their resilience to cyber threats
and enhance its common cyber security and cyber defence against malicious behavior and acts
of aggression in cyberspace” (Council 2023c).

The conclusions further “emphasise the importance of investing substantially, both in-
dividually and collaboratively, in enhanced resilience and in the deployment of full-spectrum
defensive cyber defence capabilities” (Council 2023c) by the help of cooperative frameworks
and financial incentives (Council 2024a, 2023c). Other central points of the document include
strengthening cooperation and coordination within the EU and the public-private sector, secur-
ing the EU defence ecosystem by developing own cyber defence capabilities and reducing stra-
tegic dependencies across Member States’ capabilities and supply-chains, investing in interop-
erable cyber defence capabilities and building partnerships on cyber defence policies (Council
2023a; 2023c¢).

However, the Council Conclusions, with regard to Article 4(2) TEU, note that national
security and the cyber domain “remains a sole responsibility of each Member State” (Council
2023a, 3). The Member States decide on their own to “define their goals and actions to imple-
ment the EU’s objectives.” (Ortiz Hernandez 2024, 60). What is more, Member States still own
the assets deployed in CSDP missions and not the EU itself (Deschaux-Dutard 2020; Shepherd
2022). This demonstrates that at the operational and strategic level of cyberdefence primarily
the Member States remain responsible (ibid.). The limits to core state power integration become
visible in the case of cyber defence as the Council Conclusions on the EU Policy on Cyber
Defence encourage Member States to develop their own cyber defence capabilities and “proac-
tive defensive measures to protect, detect, defend and deter against cyberattacks.” (Council
2023a, 10). Further, the Council Conclusions consider the development of “non-legally binding
voluntary recommendations inspired by NIS2 to increase cybersecurity in the defence commu-
nity [...]” (Council 2023a, 10) and to “explore [...] whether specific voluntary standards for
defence systems could be required” (Council 2023a, 11).

Also, with regard to investment in cyber defence capabilities, the Council “encourages
Member States to increase their investments” (Council 2023a, 13) and to develop “voluntary
commitments for the further development of national cyber defence capabilities” (ibid.). In the
final section of the document the Council “invites Member States to voluntarily state their am-
bition and actions with regards to cyber defence [...] and make full use of non-legally binding
voluntary recommendations and commitments to step up their national [...] cyber defence ef-
forts aiming to maximize the impact at the EU level.” (Council 2023a, 18). These are some

examples that demonstrate the intergovernmental and voluntary character of the outlined
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objectives related to the EU Policy on Cyber Defence. Congruent with the expectation that EU
Member States prefer soft law instruments and maintain intergovernmental arrangements in the
area of the CSDP due to sovereignty concerns, cyber defence integration in the EU remains

limited to voluntary commitments.

8.1.3. Comparison of the two regulatory approaches

The variation in the EU’s regulatory approach in the form of hard law acts and soft law acts is
strongly shaped by the supply side which emphasized the role of EU actors in controlling deci-
sions concerning regulation. Whereas supranational actors such as the Commission favor core
state power integration through hard law, EU Member States are assumed to only agree to non-
legally binding acts due to sovereignty concerns. As exemplified by the case studies, the choice
between hard and soft law acts is influenced by the way cyber-issues are connected to EU areas
of competence which in turn determine the extent of decision-making powers of EU actors.

Even though in both cases demand for core state power integration exists, the choice of
the regulatory instrument (hard or soft rules) is shaped by the policy area under which the spe-
cific cyber-sub area falls. Cyber defence “is a critical element in securing systems and infra-
structures against cyber-attacks* (Christou 2016, 119) but both cybersecurity dimensions are
governed by different mandates. Whereas cyber defence falls under an intergovernmental pol-
icy area, network and information security falls under a shared competence area which made,
as in the case of the Cyber Resilience Act, the adoption of a hard legal act possible.

Cyber defence integration remains limited due to the predominance of non-legally bind-
ing recommendations. It therefore becomes crucial to consider to what extent the sub-issue
areas of cybersecurity actually affect the very core state powers of EU Member States: Cyber-
security integration steps that concern the harmonization of the internal market affect Member
State’s core state powers less than those concerning (cyber) defence. The EU started to ap-
proach network and information security by linking measures in this area to the single market
(European Commission 2001b; see also Bendiek & Maat 2019; Farrand & Carrapico 2022).
The sub-area of network and information security is primarily driven by an economic logic
(Christou 2016; Porcedda 2023; Sivan-Sevilla 2021). Over time the EU moved from a hands-
off approach to a more regulatory hands-on approach by creating a common legal framework
(Christou 2016; see also Fahey 2014). Soft law has increasingly been replaced by hard law acts

in the area of network and information security (Odermatt 2018).
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Over time a certain path decency towards the adoption of hard law acts in the area of network
and information security and the digital single market developed. Sub-issue areas of cyberse-
curity that are connected to the single market are more integrated than the cyber defence area
which is based on intergovernmental and voluntary cooperation despite a heightened security
awareness due to external cyber threats. In general, the variation within the EU’s regulatory
approach to cybersecurity can mainly be attributed to the different mandates under which cyber
sub-areas fall and the extent to which core state powers are affected by the EU’s steps towards
cybersecurity integration.

By referring back to the theoretical framework it can be concluded that both theories
namely supranationalism and liberal intergovernmentalism are relevant in explaining variation
within the EU’s regulatory approach to cybersecurity. However, as the cybersecurity dimen-
sions fall under different areas of competence, the strength of each theory differs. Whereas
supranationalism helps to explain cybersecurity integration by hard law in the area of the single
market, intergovernmentalism can provide explanations for the adoption of soft law acts in the
area of cyber defence. The Commission has been active in pushing forward cybersecurity inte-
gration by a market logic whereas the Member States keep intergovernmental cooperation in
the area of cyber defence through the Council. The following section moves on to the EU’s

different capacity building approaches.

8.2. Variation in capacity-building: New agencies, task expansions and networks

8.2.1. New resources for core state power integration: The European Union Agency for
Cybersecurity

Agencies provide the EU resources for exercising core state powers. The European Union
Agency for Cybersecurity (ENISA) was established based on the idea to create a point of ref-
erence for advice and expertise on cybersecurity on EU level (European Parliament & Council
2004; 2019). ENISA is tasked to reduce fragmentation of the internal market, to contribute to
Member State law approximation and to help Member States with the implementation of Union
policies related to cybersecurity (European Parliament & Council 2019). From the demand side
perspective, the creation of ENISA helped to consolidate security of information and commu-
nication technology at EU level. Due to the cross-border nature of cybersecurity and the inter-
connectedness of societies through network and communication technologies, the creation of
European point of reference allows for better coordination and efficiency to respond to cyber

threats.
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The agency was established by a secondary law act of the European Parliament and the Council
(European Parliament & Council 2004; 2013b; 2019). The regulation of ENISA is based on
Art. 114 TFEU (with reference to Art. 26 TFEU) which concerns the proper functioning of the
single market (European Parliament & Council 2019; Kipker 2023). The regulation of ENISA
explicitly states that network and information systems and electronic communication networks
are an essential part of the EU’s economic growth and “the cornerstone for achieving the digital
single market.” (European Parliament & Council 2019, 1). Cybersecurity is again approached
by a market logic.

The regulation further provides an overview of the agency’s structure and organization
(see also ENISA 2024a). The agency consists of a management board (ensures that the agency
carries out its tasks as laid out by the regulation), an executive board (prepares decisions), an
executive director (responsible for managing the agency), a national liaison officers network
(facilitates exchange of information between the agency and EU Member States) and an advi-
sory group (draws up work programs, helps to achieve strategic objectives and communicates
with stakeholders).

How can the role of ENISA be contextualized against the background of the Commis-
sion and the Member States? ENISA should function as the “centre of expertise on cybersecu-
rity” (European Parliament & Council 2019, 34). The agency is tasked to enhance cybersecurity
expertise which “is based on a technical risk management perspective in cybersecurity” (Dunn
Cavelty & Smeets 2023, 1344). As cybersecurity, a digital security domain, represents a policy
field characterized by technological change (Kruck & Weiss 2023), the need for expertise is
demanded. The European Commission “as a comparatively small public administration”
(Christiansen et al. 2003, 2) requires technical expertise which it cannot find “in-house and
[does] not want to rely on from national governments. (Christiansen et al. 2003, 2).

In particular, ENISA provides the Commission with relevant resources by offering pol-
icy suggestions. The Regulation explicitly mentions that “ENISA should assist the Commission
by means of advice, opinions and analyses regarding all Union matters related to policy and
law development, updates and reviews in the field of cybersecurity and sector-specific aspects
thereof in order to enhance the relevance of Union policies and laws with a cybersecurity di-
mension and to enable consistency in the implementation of those policies and laws at national
level.” (European Parliament & Council 2019, 18). Therefore, the Commission can expand its
role in a digital security policy domain by relying on ENISA’s expertise for the formulation of

policies.
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For Member States the creation of ENISA can on the one hand be seen as a way to resist any
further expansion of the Commission’s power and on the other hand as a way to credibly com-
mit to policies and long-term objectives with regard to cybersecurity. ENISA is assigned the
mandate to achieve a high common level of cybersecurity on EU level by actively supporting
the Member States (Article 3 of Regulation 2019/881). The objectives are confined to assist the
Member States in developing and implementing Union policies related to cybersecurity (Article
4 of Regulation 2019/881). ENISA can therefore be characterized as a policy implementation
agency (Rittberger et al. 2023). The agency is further tasked to support capacity-building and
preparedness of the Member States as well as to promote cooperation and coordination among
Member States (Article 4 of Regulation 2019/881). Considering this, ENISA is primarily man-
dated to regulate, coordinate, and certify the built-up of national capabilities for network and
information security (Genschel & Jachtenfuchs 2023). ENISA “does not provide insights into
political or strategic questions and stays far away from national security questions. (Dunn
Cavelty & Smeets 2023, 1344).

The actual design of agencies can be seen as a compromise between the European Com-
mission, the European Parliament and the Council. Under consideration of the theoretical
framework, it was argued that EU actors grant a certain degree of independence and compe-
tences to agencies whilst establishing mechanisms to keep agencies under control. In order to
carry out their tasks effectively without political interference, agencies need a certain degree of
independence (Ruffing et al. 2023; see also Vos 2014).

The founding regulation of an agency provides independence over decision-making pro-
cesses (e.g. over policy or managerial decisions) and to decision-makers (e.g. independence of
agency head and management board) (Ruffing et al. 2023). In this context, the scholarly litera-
ture speaks of formal independence® as the point of reference for assessing the level of inde-
pendence is the legal basis of the agency (Rittberger et al. 2024; Ruffing et al. 2023). As a
relational concept (Vos 2014), independence must be clarified with regard to the question: From
whom should agencies be independent? As the legal basis of the agency is decided by its prin-
cipals, the independence from the agencies’ EU principals, namely the Commission, the EP and
the Commission, is primarily meant here. For exploring the agencies’ independence, two stud-
ies that measure different levels of agency independence over time are considered (Ruffing et

al. 2023, Rittberger et al. 2024; see also appendix).

® Assessing the de facto independence of the agency is beyond the scope of this master thesis and therefore not
further explored.
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In comparison to other EU agencies, ENISA has a relatively low general level of independence
(Ruffing et al. 2023; see also appendix). Even though, the agency evolved over time with a
“gradual expansion of its mandate, budget, and operational capacity under subsequent revisions
to legislation [...]* (Farrand & Carrapico 2021, 30; see also Dunn-Cavelty & Smeets 2023;
Ruffing et al. 2023), the general independence level of ENISA remained rather stable. An “in-
cremental process of competence accretion” (Ruffing et al. 2023, 4) does not automatically
result in more agency independence in the case of ENISA.

To what extent can ENISA influence decisions? The general level of independence re-
garding decision-making is rather low for ENISA. Since 2004 when ENISA was founded, the
level remained stable until 2019. The general decision-making level of independence increased
with the adoption of the Cybersecurity Act in 2019 which enhanced ENISA’s role. However,
what regards the independence over making policy decisions, ENISA has a very low score that
remained unchanged. This corresponds to the outlined mandate of ENISA which is confined to
providing expertise and helping with policy implementation. The agency is not mandated to
independently decide over policy decisions. Therefore, principals opt for higher controls of the
decision-making capacities (Rittberger et al. 2024). In contrast, the level of managerial deci-
sion-making independence which concerns the agency’s internal organization, recruitment of
staff and resources is relatively high. However, the independence level decreased a bit after the
adoption of the Cybersecurity Act in 2019. ENISA can act relatively independently from other
EU actors when it comes to the general management of the agency.

Moving from independence over decision-making processes to independence of the de-
cision-makers, a relatively high level of independence can be observed. Considering ENISA’s
role as an implementation agency, principals grant the agency a relatively high level of deci-
sion-maker independence that allows the agency to “detect potential implementation problems”
(Rittberger et al. 2024, 13). When further differentiating between the agency head and the man-
agement board, one can overserve a general decrease in the agency head’s independence and
an increase in the management board’s independence over time due to revisions of the agency’s
regulation. Despite a still relatively high level of independence, the agency head of ENISA is
less independent than the management board. It can be concluded that the agency head can act
less independently and is subject to more requirements and obligations while the management
board now exhibits a relatively high level of independence.

The design of agencies reflects the balance between independence and control. Princi-
pals design “mechanisms that encourage and respect agencies’ autonomy but at the same time

allow for keeping them under control and holding them accountable for what they do” (Vos
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2014, 33). The scholarly literature differentiates between ex ante control mechanisms that are
determined by the legal boundaries set in the founding regulations of agencies, ongoing (direct)
control mechanisms that allow principals to steer and influence the actions of the agencies and
ex post mechanisms (e.g. the retrospective evaluation of agencies’ actions) that aim at ensuring
accountability (Vos 2014).

As legislators the European Parliament and the Council are involved in establishing ex
ante control mechanisms. Such mechanisms find for instance expression in the scope of the
agency’s’ actions and powers and finances (Vos 2014). By referring back to ENISA’s regula-
tion, it can be summarized that its mandate mainly evolves around providing expertise and
helping Member States with the implementation of policies related to cybersecurity and capac-
ity-building. While acknowledging that cybersecurity as a case of core state power integration
significantly proceeded in the EU, ENISA’s scope of actions and powers do not interfere with
political, strategic or national security issues (Dunn Cavelty & Smeets 2023). By limiting
ENISA’s scope of actions and powers, principals can ex ante ensure control.

More generally, the allocation and approval of the budget for EU agencies can also be
considered a form of ex ante control (Vos 2014). Principals, namely the Commission who is
responsible for the allocation of the EU budget and the European Parliament together with the
Council who adopt the budget, are involved in limiting or expanding the financial resources for
agencies. Even though ENISA’s budget is rather low when compared to other EU agencies, its
budget increased over the years (Migliorati 2020) and now amounts to 25 million euro (ENISA
2024c). However, for 2025 the EU did not propose a higher budget for ENISA (Tagesspiegel
2024).

Direct control mechanisms contribute to reducing the agency’s autonomy and makes it
more dependent of the controlling principals (Vos 2014). Such direct form of control is primar-
ily exerted through the principals’ involvement in the organizational structure of an agency.
The organizational structure reflects the hybrid character of agencies: Representatives from the
Commission and from all Member States sit in the agency management boards (Vos 2014).
This direct form of control allows principals to steer and influence the actions of the agencies
(ibid.). In the case of ENISA, the management board “should establish the general direction of
ENISA’s operations and ensure that it carries out its tasks in accordance with [the] Regulation.”
(European Parliament & Council 2019, 23). Further tasks of the management board are the
adoption of the work program and the establishment of the budget.

The presence of Member State representatives in the agencies’ management board is

assumed to reflect “the Member States’ concern that the integrity of their own powers be
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maintained [...]” (Vos 2014, 20), particular in security domains. More generally, the hybrid
organizational structure demonstrates “that without Member States acceptance, it is impossible
for the EU to develop or carry out regulatory policies.” (Vos 2014, 29). This is however not to
neglect the role of the Commission. The presence of representatives from the Commission in
the management boards enables the Commission to “make its voice heard at board meetings.”
(Egeberg & Trondal 2011, 876).

ENISA’s regulation contains no specific direct control mechanisms on part of the EP.
However, the current regulation of 2019 (European Parliament & Council 2019) mentions that
ENISA should regularly inform the EP about its activities and that the agency has to submit an
annual report and a budget report to the EP. Furthermore, the EP can invite the Executive Di-
rector on request to report on his or her duties (Regulation 2019/881 Article 36). Prior to his or
her appointment, the selected candidate for executive director should be invited to make a state-
ment before the relevant committee of the EP and answer questions. In this context, it should
however be mentioned that it is the Commission who proposes a list of candidates for the posi-
tion of the executive director. The selected candidate is then appointed by the management
board (Regulation 2019/881 Article 36). Therefore, the EP is not directly involved in the ap-
pointment of the agency head. Instead of possessing direct control mechanisms the role of the
EP is to ensure accountability of the agency. Apart from these mechanisms that are based on
ENISA’s regulation, the EP possesses general accountability mechanisms such as legislative
oversight of agencies through written questions (Font & Pérez Duran 2016).

Considering the evolution, structure and mandate of ENISA, it can be summarized that
the delegation to ENISA for the exercise of core state powers, is a compromise between the EU
principals over granting independence, installing control mechanisms and limiting the scope of
agency tasks. Congruent with the expectation that the Commission has further resources at hand
for core state power integration and that Member States opt for control mechanisms in the
agency’s design, it has to be mentioned that ENISA remains an implementation agency which
“mainly regulates, coordinates, and certifies the build-up of national network and information
security capabilities by the member states” (Genschel & Jachtenfuchs 2023, 1449). This indi-
cates that the EU still depends on Member State’s capabilities in (cyber) security matters. The
next section proceeds to shed light on how and to what extent the EU can build capacities in

the area of cybercrime.
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8.2.2. Expanding Europol’s tasks: The European Cyber Crime Centre (EC3)

Cybercrime represents one of the most important threats to EU security and stability (Farrand
& Carrapico 2021). It has a damaging impact on citizens, governments, businesses in Europe
and consequently on economic growth (Christou 2016). The impact of cybercrime can have
repercussions on all sectors of societal activity (ibid.). An increase of cybercrime activities is
assumed to be the result of new “risks associated with proliferation of new technologies [...]
the increased technological dependency of Europe [...], and the facilitation access to cyber-
crime products and services as part of a thriving illegal economy” (Carrapico & Farrand 2021,
25). These external events lay open and create new vulnerabilities and opportunities for crimi-
nal activity (ibid.). More generally, demands for cybercrime integration also arise endogenously
when considering that cybercrime is part of the wider cybersecurity framework and often over-
laps with other dimensions of cybersecurity such as network and information security.

For the EU, reducing and countering cybercrime remains a top political priority (Chris-
tou 2016). Considering its global and cross-border nature of cybercrime threats and embed-
dedness in the wider cybersecurity framework, cooperation between EU Member States and on
EU-level is necessary (European Commission 2013a). In order to improve law enforcement and
judicial cooperation in cybercrime (Christou 2016) capacity-building efforts are pursued on
EU-level. The creation of a central node can help to combat cybercrime, enables the “centrali-
zation of information exchanges” (Genschel & Jachtenfuchs 2014, 13) as in the case of Europol
and facilitates pooling expertise for cybercrime on EU-level. The EU’s capacity-building ap-
proach to cybercrime resulted in a task expansion of Europol with the establishment of EC3.
This particular institutional choice was shaped by the supply side of core state power integration
by capacity-building.

The mandate of Europol is based on Article 88 TFEU and falls under JHA. With the
adoption of the Lisbon Treaty, the EU gained specific competence in criminal law which made
it possible to advance in cybercrime (Porcedda 2023). The area is now subject the ordinary
legislative procedure (see Arts. 82-83 TFEU). Legal instruments in the area of cybercrime are
based on Articles 82 and 83 of the TFEU (Carrapico & Barrinha 2017; Carrapico & Farrand
2024; Farrand & Carrapico 2021; 2022).

The policy area of JHA which touches upon core state powers and national sovereignty
“could only become communitarized by assuring a central role for the European Council and
the Council.” (Maricut 2016, 552; see also Busuioc & Groenleer 2013; Roos 2017). Though the

Lisbon Treaty introduced supranational elements of the community method such as qualified
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majority voting and an enhanced role of the EP (also vis-a-vis agencies) some intergovernmen-
tal features such as the European Council’s presence in agenda-setting, the centrality of the
Council in decision-making and the requirement for consensus in the Council on crucial deci-
sions persist in JHA (Lavenex 2020; Maricut 2016). Therefore, JHA is described as a “hybrid
policy area” (ibid.) where both supranational and intergovernmental decision-making coexist.
This hybridity is reflected in Europol’s design.

Europol has become more autonomous from the Member States in terms of funding and
staffing which at the same time reduced its autonomy from the Commission and the EP
(Busuioc & Groenleer 2013). Though Europol is built on secondary law, the agency has inter-
governmental elements in its governance structure and Member States through the Council re-
tain control mechanisms (Busuioc & Groenleer 2013; Lavenex & Wallace 2005; Roos 2017).
The agency evolved through a gradual power expansion with regard to different areas of crime
(Busuioc & Groenleer 2013; Lavenex & Wallace 2005). Regarding the level of independence,
it can be observed that moving JHA to supranational decision-making did not increase Euro-
pol’s overall independence, it even decreased after the Lisbon Treaty (Ruffing et al. 2023; see
also appendix).

Considering the hybridity of the JHA policy area, the expectation was that Member
States prefer intergovernmental coordination rather than pursuing further (core state power)
integration to tackle cyber issues (see also Lavenex 2020). However, in order to respond to
functional demands to address cybercrime, a task expansion of an existing agency (namely Eu-
ropol) represented a viable option to enhance capacities while maintaining some level of inter-
governmental control. The result was the creation of the EC3.

By building on institutional structures, namely Europol, an expansion of actions in cy-
bercrime was achieved by adding the EC3 as a sub-unit. EC3 became permanently embedded
in the formal EU agency environment (Christou 2018). With regard to EC3, Europol’s regula-
tion mentions that Europol should develop expertise in cybercrime by the help of EC3 (Euro-
pean Parliament & Council 2016b). EC3 falls within the scope of Europol’s competence to
prevent and combat cybercrime (ibid.). Proposed by the Commission (European Commission
2012) EC3 was set up by Europol.

Established in 2013 (European Commission 2013a), EC3 “is seen as a central node in
fighting cybercrime through pooling expertise and information, supporting criminal investiga-
tions, promoting EU-wide solutions, and raising awareness of cybercrime issues across the Un-
ion.*“ (Christou 2016, 88; see also European Commission 2012). EC3 facilitates coordination

within and between member states on cybercrime cases and provides support in operational
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tasks by facilitating cybercrime cooperation “from investigation to prosecution.” (Christou
2016, 116). In particular EC3 helps to coordinate Member State investigations in cybercrime
“in the areas of child sexual abuse, payment fraud, botnets and intrusion.” (Christou 2016, 111).
It thereby contributes to “more effective operational coherence” (Christou 2016, 106). To fulfil
its tasks EC3 coordinates and collaborates with other relevant EU agencies in the field such as
Eurojust. Further tasks are providing training, outreach, strategic analysis as well as technical
and digital forensic support (Christou 2016, 112; Europol 2024a.).

“In terms of organizational structure EC3 is [...] fully embedded within Europol.” (Eu-
ropol 2013, 24). On the operational level, EC3 works in three teams: An expertise and stake-
holder management team, a document and digital forensic team and an operational team that
supports investigations (Europol 2024a). Over the years EC3 was able to support several nota-
ble operations in the field of cybercrime (see for example Europol 2023). Furthermore, a pro-
gram board was established which, among EC3 personnel, includes e.g. representatives from
the Commission, the Council, ENISA, CERT-EU, CEPOL, Eurojust and Interpol (Europol
2013). Programme Board meetings allow to bring together relevant actors in cybercrime and
cybersecurity for coordination (ibid.). EC3 is financed through Europol’s budget (Europol
2013). The budget of Europol increased drastically over the years and Europol ranks among the
agencies with highest budget (Migliorati 2020). For 2023, the budget for Europol was around
200 million Euro (Europol 2023).

By connecting cybercrime with the area of JHA (instead of approaching cybercrime by
a sole market logic as in the case of network and information security) the view is reflected that
technology abuse can have impacts on different areas of society (Farrand & Carrapico 2021).
The link between cybercrime and JHA also allowed the Commission to “reinforce its compe-
tence in internal security” (Farrand & Carrapico 2021, 28) by stressing the EU’s role as being
“best positioned to support Member States’ coordination in Justice and Home Affairs.” (ibid.).

The establishment of EC3 allows Member States through the Council to maintain their
control mechanisms as the sub-unit is embedded within Europol. Especially under considera-
tion that cybercrime falls into a policy area which is still characterized by intergovernmental
structures and in comparison, to network and information security more affects core state power
integration and sovereignty concerns of Member States, a task expansion by building a dedi-
cated cybercrime unit seemed the best option. This however did not let Member State’s sover-
eignty concerns unaffected as Carrapico and Farrand (2018) note: “Whereas the Commission

and the Parliament supported a mandatory exchange of information between national competent
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authorities and EC3, the Council voted to make that exchange voluntary, or alternatively in the
form of a summary, as a way to protect member state sovereignty.” (152).

In order to respond to functional demands in cybercrime, a task expansion of Europol
by embedding EC3 in its general structure allowed the EU to expand its role in JHA and cyber-
crime as well as Member States to retain control in a policy area that is characterized by strong
intergovernmental features which is coherent with the theoretical expectations. However, it also
has to be acknowledged that the EC3 supports operational coordination in cybercrime upon
request by member states rather than performing operational tasks itself (see Backman 2023).
Though the EC3 provides the EU with general capacities, its role remains primarily coordina-

tive with regard to operational tasks.

8.2.3. Improving judicial cooperation in cybercrime: The Judicial Cybercrime Network

The need to complement police cooperation at the EU level through Europol with the coordi-
nation of legal proceedings among national authorities led to the creation of Eurojust, the Eu-
ropean Union Agency for Criminal Justice Cooperation (Busuioc & Groenleer 2013). Support-
ing cybercrime investigations by the help of Europol and EC3 in particular also necessitates
legal assistance for EU-wide judicial cooperation in cybercrime cases. Endogenous interde-
pendencies developed within the area of cybercrime which in turn created demand for building
capacities to enable legal assistance in cybercrime cases. Falling within the scope of Eurojust,
cybercrime investigations started to be supported by a network. In 2016, the Council created
ECJN (Council 2016b), “which gathers judicial prosecutors and practitioners at European level
thereby helping cross-national investigations.” (Porcedda 2023, 59). The decision to establish
a network for assisting cybercrime investigations was shaped by the supply side of capacity-
building.

The network is located within Eurojust. The agency’s mandate is based on Article 85
TFEU and also falls under JHA. Just like Europol, Eurojust started as an intergovernmental
arrangement (Busuioc & Groenleer 2013). With the adoption of the Lisbon Treaty “the Com-
munity method has been made the central legislative mode for developing and reinforcing the
mandate of Eurojust [...]” (Oberg 2021, 4). The delegation of powers to the supranational level
from the Member States are “significant as they determine the mode, operation, design, budget
and structure of those agencies.” (ibid.).

Being part of the EU’s integration efforts in JHA, Eurojust fulfils tasks that closely relate

to core state powers and national sovereignty. Its role is confined to assist national judges and
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prosecutors in cross-border cases thereby providing mutual legal assistance and helping to “im-
prove the coordination of cross-border investigations and prosecutions among the competent
authorities of the members and to support them in their cooperation (Busuioc & Groenleer
2013). The overall independence level of Eurojust remained relatively stable over the years and
increased with its new regulation in 2018 (Ruffing et al. 2023). Among the other here examined
agencies, Eurojust has the highest overall level of independence which corresponds to its oper-
ational and coordinative role. Its budget increased over years (Migliorati 2022) and now
amounts to around 60 million Euro (Eurojust 2023).

However, as already indicated in the case of Europol/EC3, intergovernmental features
also persist in the design of Eurojust (Busuioc & Groenleer 2013; Oberg 2021). This becomes
further obvious when considering that the establishment of the ECJN was a Member State ini-
tiative (Council 2016b). Establishing a network beside the official agency structure allows
Member States to balance functional demands for judicial cross-border cooperation in cyber-
crime with intergovernmental control. The network provides the necessary tools and resources
to improve the capacities with regard to judicial cooperation in cybercrime cases. Furthermore,
network structures can be activated more quickly.

When directing attention to the concrete tasks and structure of ECJN it becomes obvious
that it primarily represents a Member State’s initiative while being embedded within the wider
agency framework. ECJN fosters “contacts between practitioners specialised in countering the
challenges posed by cybercrime, cyber-enabled crime and investigations in cyberspace, and to
increase the efficiency of investigations and prosecutions.” (ECJN 2024). The network further
“facilitates and enhances cooperation between competent judicial authorities by enabling the
exchange of expertise, best practice and other relevant knowledge regarding the investigation
and prosecution of cybercrime.” (ECJN 2024). In this context the creation of a network along-
side an existing agency namely Eurojust helps to enhance its competence with regard to cyber-
crime. Thereby ECJN also contributes to harmonizing the fragmented institutional landscape
by complementing Europol’s and EC3’s work. The network contributes to enable a more com-
prehensive approach to tackle cybercrime across the EU.

The ECJN is composed of national representatives of the judicial authorities (Council
2016a). Eurojust supports the work of ECJN by hosting “regular meetings of the network, and
supports the exchange of information between the EJCN’s members and other stakeholders
[...].” (ECJN 2024). In addition to that, Eurojust participates in the ECIN Board (Eurojust 2024;
see also Council 2016b). Therefore, the ECIN is embedded within the wider framework of

Eurojust but functions as an intermediary between the Member State level including national
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authorities and the EU level to enhance judicial cooperation in cybercrime. Accordingly, the
European Commission has no direct control over the network as the ECIN remains a Member
State initiative. It can only be argued that the Commission at least has some indirect control
over the network due to its embeddedness in Eurojust. This becomes obvious when consulting
the reports of the network meetings (see for example Eurojust/ECJN 2023, 2024). The docu-
ments indicate that representatives from the Council and the European Commission attend the
network meetings. Also, representatives from other agencies namely Europol and EC3 (and as
already mentioned Eurojust) attend. However, there is no participation of Members from rele-
vant European Parliament committees.

By referring back to the theoretical framework, the establishment of a network alongside
an existing agency can be seen as an instance of informal governance. Though, ECJN is located
at Eurojust, the network structure allows to act more autonomously for spontaneous coordina-
tion in cybercrime cases. This ‘in-betweenness’ of networks in official agency structures and
semi-official arenas allows Member States to preserve their sovereignty while maintaining con-
trol in a policy area that concerns core state powers.

It further must be noted that it remains the decision of Member States to cooperate and
coordinate at the EU level in cybercrime cases (see Busuioc & Groenleer 2013). Acknowledg-
ing that Member States primarily first investigate cybercrime cases on the national level, refer-
ring cases to Eurojust and cooperating through the ECJN may become an option when problems
arise in solving the case or when multiple countries are involved in cybercrime cases (ibid.).
Initiated by the EU Member States the ECIN helps to enhance the competence of Eurojust with
regard to judicial cooperation in cybercrime on a more informal level. Coherent with the theo-
retical expectation that Member States avoid further delegation to the EU level in core state
power policy areas, a network allows Member States to decide whether or not to cooperate in

judicial matters on EU level.

8.2.4. Comparison of the capacity-building approaches

The creation of EU agencies is indicative of capacity-building. Agencies provide the necessary
resources for core state power integration in the case of cybersecurity. As demonstrated there
exists variation in which form demands for cybersecurity integration by capacity-building are
addressed. The specific form of capacity-building approaches is influenced by the role EU ac-
tors assume in the cybersecurity dimensions. It is important to consider that the integration of

cybersecurity is approached in a sectoral way. Sub-issue areas of cybersecurity such as network
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and information security and cybercrime fall under different EU mandates. Network and infor-
mation security is approached by a market logic. The result was the creation of ENISA. How-
ever, the sub-area of cybercrime falls under JHA where Member States still play an important
role. Here the EU addressed cybercrime by a task expansion of Europol and the creation of the
ECJN at Eurojust. The variation within the EU’s capacity-building efforts in cybersecurity can
thus mainly be explained by the policy area cybersecurity issues are linked to and the extent to
which different EU actors can play a role therein.

When comparing ENISA, Europol/EC3 and the ECJIN it becomes clear that ENISA
stems from a highly integrated policy area (single market) whereas Europol and Eurojust were
initially founded on an intergovernmental basis. Though, cybersecurity generally concerns core
state powers, sovereignty concerns can be assumed to be higher in cybercrime which falls under
JHA than in the area of network and information security which is linked to the single market.
ENISA as an implementation agency provides the Commission with relevant resources such as
expertise for policy formulation but it “mainly regulates, coordinates, and certifies the build-up
of national network and information security capabilities by the member states” (Genschel &
Jachtenfuchs 2023). ENISA’s mandate also demonstrates the prevalence of the ‘regulatory
state’ (Kruck & Weiss 2023) and “the build-up and strengthening of national capacities”
(Genschel & Jachtenfuchs 2023, 1455).

Both cases, the EC3 and the ECJN, illustrate the intergovernmental and voluntary nature
of cooperation in cybercrime. Rather than performing operational tasks, EC3 supports the op-
erational coordination in cybercrime between the Member States. Though, Eurojust as an
agency can extend its reach with regard to judicial cooperation in cybercrime via a network, the
network remains an intergovernmental and voluntary coordination platform. Even though the
predominance of the intergovernmental cooperation level and the associated sovereignty costs
in the area of cybercrime and JHA respectively drive the choice of more informal governance
forms, the creation of a common point of reference in the case of the EC3 and a network along-
side Eurojust do justice to the very nature cybercrime: Tackling cross-border cybercrime re-
quires flexibility, speed and expertise. In addition to that, these rather informal modes reflect
the bottom-approach to cybercrime: Member States primarily start operations and investiga-
tions on the national level before referring cases to the EU level.

When comparing the capacity-building approaches on a more general level, it can be
observed that, irrespective of the actual form these approaches take, certain control mechanisms
are established by EU actors in each case. The delegation of powers is therefore always accom-

panied by a re-balancing of EU principals’ existing powers in form of control (Vos 2014) when
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grating independence to an agent. As illustrated most control mechanisms comprise the repre-
sentation of (all) EU actors in the organizational structure of agencies or networks. The organ-
izational structure very well reflects the connection between the EU level (i.e. European Com-
mission and European Parliament representation) and the national level (i.e. Council represen-
tation).

By referring back to the theoretical framework, both supranationalism and intergovern-
mentalism are relevant in explaining the variation within the EU’s capacity-building ap-
proaches. In the case of ENISA, EU actors have decided to delegate some tasks (mainly in the
area of policy implementation) to a new agency whose mandate refers to the functioning of the
single market, a policy area to which the Commission has been actively linking cyber-issues.
In contrast, the cases of EC3 and ECJN illustrate that despite the supranationalization of JHA,
intergovernmental arrangements between EU Member States are preferred with regard to cy-
bercrime. Beside these new institutional structures in areas of cybersecurity, further capacity-
building approaches are pursued. In the following, direct EU-level capacity-building ap-

proaches and indirect forms are explored.

8.3. Variation within the level of capacity-building approaches to cybersecurity

8.3.1. Securing ICT-infrastructure: Direct capacity-building by the creation of CERT-EU

Technological change and the interconnectedness of digital systems also bear cybersecurity
risks for European Union institutions (European Parliament & Council 2023). Acknowledging
that “the increased use of cloud services, the ubiquitous use of information and communication
technology (ICT), the high level of digitalisation, remote work and evolving technology and
connectivity are core features of all activities of Union entities” (European Parliament & Coun-
cil 2023, 1) improving the cyber resilience of the EU institution’s information and communi-
cation technologies is important. Especially under consideration that EU institutions, bodies
and agencies increasingly become targets of cyber-attacks (CERT-EU 2023; ECA 2022; Oder-
matt 2018), building direct capacities should empower the EU to respond to cyber incidents on
its own.

When further acknowledging that the cyber resilience of Union entities varies signifi-
cantly (European Parliament & Council 2023), the creation of one provider for assistance in
cases of cyber incidents for all Union entities can in addition to the implementation of cyberse-

curity measures contribute to attaining a high common level of cybersecurity. A combination
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of both external events such as the changing cyber threat landscape and endogenous interde-
pendencies that arise due to the technological interconnectedness of Union entities as well as
the need to install one cybersecurity provider for all Union entities made it possible to create
EU-level capacities. CERT-EU provides the Union entities assistance to respond to cyber
threats and can be regarded as an EU-level resource to contribute to a high common level of
cybersecurity. The creation of CERT-EU was shaped by the supply side.

CERT-EU’s legal basis is the regulation on measures for a high common level of cy-
bersecurity at the institutions, bodies, offices and agencies of the Union (European Parliament
& Council 2023) and its mandate is based upon Article 298 TFEU which concerns the support
for the European Administration. CERT-EU is an inter-institutional provider for protecting the
information and communication technology infrastructure of all EU institutions and bodies
(CERT-EU 2024). It supports the EU to prevent, detect, mitigate and respond to cyberattacks
and thereby contributes to Europe-wide incidence response coordination (ibid.). CERT-EU
works in various teams which are dedicated to cyber threat intelligence, forensics and opera-
tional response, offensive security, cooperation, security development and operation, and secu-
rity consultation (ibid.).

The initiative for CERT-EU goes back to the European Commission and its Secretariat
General (see European Parliament & Council 2023, 4). It is administratively hosted by the Di-
rectorate-General for Digital Services of the European Commission and governed by the Inter-
institutional Board that is chaired by the European Parliament (CERT-EU 2024). The Interin-
stitutional Board supervises the objectives by CERT-EU and provides strategic direction to
CERT-EU as well as monitors and supports the implementation of the regulation (European
Parliament & Council 2023). It is composed of representatives from all EU institutions includ-
ing the EP, the Council, the Commission and cybersecurity-related agencies such as ENISA
and the ECCC (ibid.). CERT-EU cooperates closely with national CSIRTs and is supported by
ENISA (Kianpour & Frantz 2024).

Congruent with the expectation that the Commission supported the creation of direct
capacities with its CERT-EU initiative, there is however no indication that Member States were
not supportive of the initiative and resisted building EU-level capacities. This seems reasonable
as the protection of EU entities from cyber incidents does not affect Member State’s sovereignty
and core state powers. Setting up CERT-EU reflects the general need to secure the EU admin-
istration from cyber-attacks. Direct capacity-building approaches as far as they concern the EU-

level has overall support from all EU actors as in the case of CERT-EU since they can directly
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benefit from cybersecurity assistance. Still, CERT-EU is subject to oversight by all relevant EU

actors such as the Commission, the Council and the EP through the Interinstitutional Board.

8.3.2. Financing EU cyber defence projects: Indirect capacity-building through the EDF

As already indicated with regard to the regulatory approach, cyber defence became integrated
into the CSDP (Christou 2016; Ortiz Hernandez 2024) as a reaction to external events such as
the increase of cyber-attacks on military and civilian critical infrastructure, the emergence of
hybrid warfare and Russia’s war against Ukraine. These events have contributed to a heightened
security awareness. As “cyber defence is a critical element in securing systems and infrastruc-
tures against cyber-attacks* (Christou 2016, 119) a comprehensive EU approach to cybersecu-
rity also requires integration steps in cyber defence.

As Genschel and Jachtenfuchs (2014) argue the need to meet common defence chal-
lenges, also in cyberspace, creates demand for the consolidation of defense capacities at the EU
level. The pooling of defence resources can lead to lower costs, better coordination and higher
effectiveness (Genschel & Jachtenfuchs 2014). Even though there are indications that the EU
moved towards defence integration in some respects (see Weiss 2014 for defence procurement
and Mérand & Angers 2014 for military integration) and functional demands for capacity-build-
ing exist, directing attention to the supply side again may indicate why capacity-building in the
(cyber) defence area is more limited and occurs in an indirect way.

Cyber defence falls under the CSDP and remains first and foremost a responsibility of
the EU Member States (Shepherd 2022). Members States “can define the European level of
governance” (Deschaux-Dutard 2020, 127). Decisions regarding a response to a cyberattack
with serious consequences would be decided by the “intergovernmental principle of unanimity
in the Council” (ibid., 122). The intergovernmental policy area is reflective of the Member
State’s reluctance to transfer much control to the EU in the defence sector due to sovereignty
concerns and the political sensitivity of the policy area (Deschaux-Dutard 2020; Menon 2014;
Odermatt 2018).

As already mentioned, divergent perceptions of the Member States regarding certain
cyber defence issues due to the predominance of national strategic cultures regarding cyber
defence (Deschaux-Dutard 2020; Ortiz Hernandez 2024) also contribute to limiting defence
integration. As a consequence, the “EU’s cyberdefence capabilities remain rather limited, frag-
mented, and under-resourced.” (Shepherd 2022, 167). In addition to the specific characteristics
of the cyber defence policy area, it further must be noted that the EU has little capacity on its
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own in relation to defence because “it draws on national rather genuinely European power re-
sources.” (Menon 2014, 73; see also Genschel & Jachtenfuchs 2014; 2023). The assets deployed
in CSDP missions for example are Member State and not EU owned (Shepherd 2022). There-
fore, “EU cyber defence is embedded in a global environment, which encompasses the member
states cyber defence architectures [...].” (Deschaux-Dutard 2020, 123).

Even though, cyber defence remains a sovereign competence of the Member States, the
EU can act as a facilitator (Deschaux-Dutard 2020, 122) by pursuing indirect forms of capacity-
building. Such form of capacity-building in (cyber) defence can be traced back to initiatives by
the Commission which are based on a market logic. In particular, the Commission stresses the
role of the EDF for investments in technologies for cyberdefence to increase technological sov-
ereignty (European Commission 2022b). The European Defence Fund was established in 2021
by a regulation and relates to the competitiveness of the EU’s industry, technological research
and development (European Parliament & Council 2021b). The proposal of the EDF goes back
to the Juncker-Commission in 2017 (Commission 2017b; see also Hoeffler 2023). Its final
adoption is assumed to reflect a compromise between the Commission and the Council over
efficiency and sovereignty concerns (Hoeffler 2023). This policy instrument allows to finance
projects of military research and development in e.g. cyber defence through the EU budget
(Hoeftler 2023; see also Commission 2022).

A cyberdefence-related project financed by the EDF is the ‘EUCINF project’ that is
developing a cyber and information warfare toolbox (EDF 2022; EUCINF 2024). The project
addresses influence operations and coordinated disinformation campaigns in the realm of Cyber
and Information Warfare (EUCINF 2024). It “will study, design, prototype, test and demon-
strate cutting-edge capabilities in the domain of cyber information warfare” (Ortiz Hernandez
2024, 60). The objective of the project is “to significantly enhance European capabilities in
cognitive warfare [...] through the development of a shared library [...] of innovative configu-
rable software products [...].” (EUCINF 2024). For the project several private entities in the
field of cybersecurity, defence, space, software development, technological research and threat
intelligence were selected from 12 EU countries (EUCINF 2024). Even though the project is in
its initial steps, the project aims to develop a “European coherent library of software configu-
rable components” (Commission 2022¢) which can be integrated in the Cyber and Information
Warfare systems of Member States. Therefore, the project will contribute to improving the
Member State’s capabilities with regard to their Cyber and Information Warfare systems. The

EDF supports the project with a contribution of 33 million Euro (Ortiz Herndndez 2024).
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The EDF represents as case of security integration but also marks “a shift in EU policy instru-
ments from market rules in the armament sector toward financing military capacity-building.*
(Hoeffler 2023, 1282). The EDF is also demonstrative of combining both regulation and capac-
ity-building: “Regulation does not take the form of legal market rules but of tangible EU
money.” (Hoeffler 2023, 1286). In the case of the EDF military-capacity building is limited to
financing defence projects (Hoeffler 2023). The design of the EDF reflects the compromise
between the Commission and Member States over the EU’s financing role and ownership of
military assets (Hoeffler 2023). As a hybrid form of military capacity-building, the EDF “differs
from existing national military capacity-building as the EU has a financing role but does not
amount to supranational capacity-building because ownership is national and the centralisation
of financial resources at EU level is limited.” (Hoeffler 2023, 1300).

The EU can, as exemplified by the EUCINF-project, indirectly contribute to capacity-
building by financing projects in (cyber) defence. Whereas core state power integration does
not take form of pooling national military and defence capabilities, the EU can play a financing
role in cyber defence. Congruent with the expectation that regulation can indirectly contribute
to capacity-building on Member State level, the EDF exemplifies a hybrid instrument for core

state power integration.

8.3.3. Comparison of the direct and indirect capacity-building approaches

The EU uses regulation “to stimulate, steer and shape the creation and exercise of national
capacities” (Genschel & Jachtenfuchs 2023, 1456). Capacity-building efforts on part of the EU
can take indirect forms when the built-up of national capacities is supported by regulation as in
the case of the EDF. Direct capacity-building efforts are confined to the EU-level exclusively
and should empower the EU to react to cyber threats. CERT-EU represented an illustrative case
of direct capacity-building. The difference between both approaches primarily lays in the policy
area the cyber-issues fall under. Whereas CERT-EU directly supports the Union institutions,
bodies, offices and agencies, the financing of cyber defence projects through the EDF indirectly
contributes to enhancing Member States’s cyber and information warfare systems. Direct ca-
pacity-building approaches find support when e.g. the whole EU administration benefits from
cybersecurity protection.

In contrast, in the area of cyber defence where the EU has a limited role, the EDF rep-
resents an option to enhance capacities by financing cyber defence projects. As Hoeffler (2023)

stresses the EDF “does not amount to supranational capacity-building” (1300) but reflects a
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compromise between the Commission and the Member States over efficiency and sovereignty
concerns. The EDF allows to finance research and development projects but excludes military
acquisition (Hoeffler 2023). It can therefore be concluded that direct capacity-building is con-
fined to cybersecurity areas that leaves core state powers and sovereignty concerns unaffected.
This is the case when EU entities and personnel have resources at their disposal to respond to
cyber-incidents. Indirect capacity-building (through regulation) is pursued in policy areas
where the EU has a limited role and draws on national capacities such as in the case of cyber
defence. By referring back to the theoretical framework, building direct capacities on the su-
pranational level is confined to support the EU administration in responding against cyber in-
cidents. Limits to supranationalism become visible in the case of the EDF where the EU fulfils
a financing role but can thereby only indirectly enhance Member State’s (cyber) defence capa-

bilities.

9. Conclusion

9.1. Empirical findings and limits of the analysis

Starting point of the master thesis was the observation that the EU is active in security policy-
making. Conventionally associated with core state powers, the EU even extended its activity in
the digital security realm. Cybersecurity is now a central part of the EU’s integration efforts.
By acknowledging that cybersecurity integration as a case of core state power integration pro-
ceeds by regulation and capacity-building, the master thesis aimed to shed light on the question
how variation within both integration approaches can be explained. Thereby the master thesis
tried to provide a comprehensive account on the different integration instruments. The various
EU cybersecurity landscape encompasses soft law, and hard law acts as well as capacity-build-
ing initiatives that are direct or indirect and take form of new agencies, agency task expansions
or networks.

Building on the core state power literature an expanded theoretical framework was
brought forward that takes into consideration the demand and supply side of core state power
integration. It was argued that even though demand for cybersecurity integration exists, the
actual supply of it depends on the extent to which EU actors control decision-making regarding
the extension of regulation and capacity-building. It was assumed that supranational actors such
as the Commission generally prefer cybersecurity integration by hard law acts and capacity-
building initiatives that take form of new agencies and are built directly on EU-level. In con-

trast, Member States (acting through the Council) were considered to only selectively pursue
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cybersecurity integration depending for example on the sovereignty costs associated with such
integration steps. Generally, EU Member States (acting through the Council) were assumed to
respond to demands for cybersecurity integration by adopting soft law acts and by cooperating
through more informal institutional structures such as networks to retain intergovernmental co-
operation.

It was further argued that the way cyber-issues are linked to existing EU competencies
as laid down by the treaties, determine the choice for core state power integration instruments.
Cybersecurity dimensions such as network and information security and cyber defence are gov-
erned by different mandates and thus subject to different stages of development and dynamics
(Christou 2016). Cyber-issues can be linked to EU areas of shared and intergovernmental com-
petences. This has consequences on how far EU actors can partake in cybersecurity-integration
decision-making. Differentiating between sub-areas of cybersecurity has proven to be crucial
for understanding the variation in the EU’s approach to cybersecurity as this has also conse-
quences on how far sovereignty costs are affected from cybersecurity integration. Linking cy-
bersecurity issues to the single market incurs less sovereignty costs and affects core state pow-
ers of the EU Member States less than cyber defence integration.

To assess the relevance of the different theoretical strands of the theoretical framework,
a comparative case study of different core state power integration instruments was conducted.
Variation within the EU’s regulatory approach is expressed through the adoption of both hard
law and soft law acts in the area of cybersecurity. By comparing the selected cases, variation in
the EU’s regulatory approach to cybersecurity can mainly be explained by the role of EU actors
in decision-making processes and the area of EU competence to which the relevant cybersecu-
rity dimensions are linked. The adoption of hard law acts (e.g. the Cyber Resilience Act) is
made possible in areas of shared competences and in particular when cyber-issues are linked to
the single market. Legal acts that require compliance of digital products with cybersecurity
standards contribute to the harmonization of the single market and reduce transaction costs.

Congruent with supranationalism, the link between cybersecurity and the market allows
the Commission to expand its power and push forward cybersecurity and market integration.
Member States did not opt for a softer approach and supported the regulation as the cybersecu-
rity of digital products placed in the single market does not raise any significant sovereignty
concerns. In contrast, the CSDP under which cyber defence falls, incurs high sovereignty costs
as the core state powers of EU Member States are directly affected. Soft law acts are adopted
to set out common goals in cyber defence for example with regard to making defence systems

more cyber secure. Falling under an intergovernmental area, the Council adopted a soft law act
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which emphasized voluntary and non-legally binding recommendations. Congruent with inter-
governmentalism, cyber defence remains first and foremost a national responsibility.

When cybersecurity falls under the area of shared competence and relate to the func-
tioning of the internal market, the adoption of hard law is likely. For example, the harmoniza-
tion of the internal market in cybersecurity is attained by making cybersecurity standards legally
binding. In contrast, when cybersecurity falls under the intergovernmental area of the CSDP,
the adoption of soft law acts is likely. The Council for example adopts soft law acts in order to
voice common goals and to adopt voluntary and non-legally binding standards and frameworks
in the area of cyber defence. By referring back to the theoretical framework, it becomes clear
that both supernationalism and intergovernmentalism are relevant in explaining variance in core
state power integration. Depending to which EU competence area cybersecurity dimensions are
linked, the role of supranational and intergovernmental actors is more or less prevalent.

Variation within the EU’s capacity-building approach is expressed through the creation
of new agencies, agency task expansions and the creation of networks as well as through direct
and indirect initiatives. By comparing the selected cases, variation in the EU’s capacity-build-
ing approach to cybersecurity can mainly be explained by the role of EU actors in decision-
making processes and the area of EU competence to which the relevant cybersecurity dimen-
sions are linked. The creation of a new agency (ENISA) was made possible by linking the
cybersecurity dimension of network and information security to the functioning of the internal
market. An agency provides the Commission with expertise and relevant resources to pursue
cybersecurity integration. The case of ENISA showed that an implementation agency mainly
regulates, coordinates and certifies the build-up of national network and information security
capacities by Member States. The creation of an EU agency allows Member States to credibly
commit to long-term policy objectives agreed on EU-level such as in the area of network and
information security. The implementation of EU policies on national level is then supported by
an agency. Therefore, integration by regulation is complemented by an agency in the case cy-
bersecurity relates to the functioning of the internal market.

In contrast cyber-issues that are linked to JHA are mainly approached by expanding the
tasks of existing agencies or by the creation of a network. The choice for these capacity-building
approaches is reflective of the intergovernmental arrangements that have existed in JHA. Even
though JHA now falls under shared competences, Member States pursue cybercrime mainly on
intergovernmental level. Expanding the tasks of Europol by creating EC3 made it possible to
pool information and expertise on EU level with regard to cybercrime as well as to enhance

coordination and cooperation in cybercrime cases. The ECJN allows for enhancing judicial
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cooperation in cybercrime with the competent national authorities. Both structures allow to
connect law enforcement with judicial cooperation in cybercrime. One the one hand it was ar-
gued that Member States retain intergovernmental arrangements within the area of cybercrime
as sovereignty costs are higher and core state powers are more affected than in the case of
network and information security. On the other hand, these rather informal arrangements in
JHA reflect the very nature of cybercrime: Even though cybercrime is a cross-border phenom-
enon, most investigations start on the national level before EU Member States decide to coop-
erate on EU-level. Still, even these rather informal structures create basic European resources
and capacities from which cooperation and coordination e.g. in the area of cybercrime can be
enhanced.

More generally, the case studies have shown that irrespective of the specific form ca-
pacity-building approaches take and to which EU competences cyber-areas are linked, granting
a certain degree of independence to these bodies is always accompanied by establishing and
maintaining control mechanisms (e.g. through the representation of EU-actors in the organiza-
tional structure of agencies and bodies or by embedding sub-units or networks in the wider
agency framework). The creation of capacities in these forms can therefore be seen as a com-
promise between supranational actors and EU Member States over responding to demands for
core state power integration.

Capacity-building initiatives can either be direct on EU-level or indirect by supporting
the built of national capacities through regulation for example. The comparative case study of
direct and indirect capacity-building have shown that the EU can build direct capacities when
these resources help the EU administration to e.g. react to cyber-incidents. However as far as
the (cyber) defence capabilities are concerned, the EU is limited to indirect capacity-building
approaches that aim at strengthening national (cyber) defence capabilities e.g. by financing re-
search projects in these areas. The more cyber-dimensions affect core state powers and incur
sovereignty costs, the more limited the role of the EU is and the more prevalent is the role of
the Member States. Again, capacity-building approaches are reflective of the compromise be-
tween the EU and its Member States to address demands for (cyber)security integration.

What is more, the general limits of core state power integration as in the case of cyber-
security, become also visible when considering that the EU is mostly seen as a coordinator and
facilitator through its capacity-building initiatives. Considering the cross-border nature of cy-
bersecurity, the EU is well positioned to fulfil this role. The EU further avoids the duplication
of national capacities by creating cooperation and coordination hubs as well as by coordinating

and supporting existing capacities on national level. Whereas most initiatives do not amount to
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supranational capacity-building, especially in the area of (cyber) defence (see Hoeffler 2023),
the EU continues to rely on national capacities for core state power integration.

In general, most cybersecurity dimensions fall within EU areas of competence where
intergovernmentalism predominates. This is particular true for cybercrime and cyberdefence.
Cybersecurity dimensions that are linked to the functioning of the internal market are more
integrated. Whereas integration in cyberdefence is more limited, network and information se-
curity represents a highly integrated sub-area of cybersecurity. Cybercrime falls into the middle
of both dimensions as exemplified by the new institutional structures; cooperation mostly re-
mains intergovernmental with a supporting role of the EU.

EU cybersecurity represents a case of core state power integration. As has been shown
throughout the analysis, cybersecurity encompasses different dimensions that influence the
choice of core state power instruments. Generalizations to other security domains have to be
carefully considered. However, the master thesis was first and foremost interested in exploring
and explaining variation within the EU’s regulatory and capacity-building approaches. Empha-
sis was put on the role of EU actors in decision-making concerning regulation and capacity-
building and the EU’s areas of competence to which cybersecurity-dimensions can be linked.

Alternative explanations that were not considered in the theoretical framework for ex-
ample regard the question how far the demand side can influence the variation in the core state
power instruments. It was basically assumed that there exists a general demand for cybersecu-
rity integration. However, it should also be considered that the demand is not equal across cy-
bersecurity dimensions. EU actors may regard some sub-areas of cybersecurity more important
than others. The theoretical framework also presupposed that the position of the Council is
equal to those of the Member States. Scholars point to certain limits to see both as distinct (see
Roos 2017). It would therefore be interesting for future research to explore how national views
and cybersecurity strategies are represented on EU level and what impact these positions have
on concrete EU initiatives in cybersecurity. This should maybe also shed light on the limitations
to (cyber)security integration when e.g. no common position on different cyber-issues can be
found.

Further discussion is also required with regard to the very notion of cybersecurity. To
draw a more comprehensive picture of the EU’s cybersecurity landscape, cybersecurity is un-
derstood as encompassing different dimensions that even though they overlap are subject to
very different EU competences. Therefore, seeing cybersecurity as a case of core state power
has repercussions on how far one can assess the extent to which the integration of cybersecurity

sub-areas actually affects core state powers. It was for example shown that network and
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information security affects core state powers less than cyber defence. Nevertheless, it remains
important to have a differentiated view on cybersecurity to understand the EU’s activity and
limits in this field. Accounting for the very fact that the EU links cybersecurity sub-areas to
different competences allows to gain a comprehensive understanding of the EU’s cybersecurity

landscape which should be maintained in future research.

9.2. Contribution to the core state power integration and EU cybersecurity literature

Though cybersecurity normally falls within the realm of EU Member States, cybersecurity also
represents a policy field where the EU can fulfil a coordinating role due to the cross-border
nature of cybersecurity. As the master thesis has shown, the EU is active in different cyberse-
curity dimensions to a varying degree and by various instruments. Considering the EU’s activity
as a case of core state power integration has allowed to shed light on the variation within its
regulatory and capacity-building approaches. The master thesis sought to move beyond just
differentiating between regulation and capacity-building. By taking account of the EU’s cyber-
security landscape, it can be differentiated between soft law and hard law acts in the regulatory
approach and between the creation of new agencies, agency task expansions and networks as
well as direct and indirect initiatives in the capacity-building approach to cybersecurity.

The identified variation can mainly be attributed to the extent EU actors can partake in
decision-making concerning cybersecurity integration and the way cybersecurity sub-areas are
linked to areas of EU competence. It is crucial whether supranational actors can push forward
cybersecurity integration by linking cybersecurity dimensions to already highly integrated pol-
icy areas or whether cybersecurity dimensions are addressed on intergovernmental level. There-
fore, the master thesis put special emphasis on the different dimensions on cybersecurity .

The variation within the EU’s regulatory approach points towards integration by hard
law in case cybersecurity dimensions such as the area of network and information security are
linked to the functioning of the internal market. Non-legally binding acts are adopted in cyber-
security sub-areas where decisions are made on intergovernmental level. Representing a less
integrated policy area, the adoption of soft law acts in the area cyber defence allows for example
to set out common EU goals.

The variation within the EU’s capacity-building approach points towards the importance
of new EU bodies such as agencies and networks that increasingly complement the EU’s ad-
ministration (Egeberg & Trondal 2011). The capacity-building approaches can be regarded as

a compromise between relevant EU actors over responding to functional demands whilst
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carefully balancing competence and control. As has been shown agencies provide the Commis-
sion with relevant resources for policy formulation and help Member States with the implemen-
tation of Union policies e.g. in the area of network and information security. More informal
modes of governance such as networks enhance operational cooperation and coordination in
highly specialized cybersecurity areas such as cybercrime. Direct and indirect capacity-building
initiatives have pointed towards the limits of core state power integration and the dependence

of the EU on Member State capacities.

9.3. Implications of the findings and avenues for further research

On a more general level, the master thesis claims to adopt a more differentiated view on EU
cybersecurity. The fact that cybersecurity sub-areas are linked to different EU competences
which in turn influences the choice of core state power instruments, has implications for the
EU’s approach to cybersecurity. Cybersecurity as a multifaceted phenomenon finds expression
in different policy fields as the result of an “increased spillover of EU cybersecurity policy from
the Common Market and the Area of Freedom, Security and Justice [...] to the Common For-
eign and Security Policy [...]” (Carrapico & Farrand 2024, 7). Despite falling under different
EU policy areas, the dimensions of cybersecurity do converge and overlap (Porcedda 2023;
Shepherd 2022). At the same time the variation within EU’s capacity-building approaches in-
dicates a certain institutional fragmentation and overlap with regard to the tasks of the agencies,
sub-units and networks (Kipker 2023; Shepherd 2022).

This had led scholars to argue that the EU is not a coherent cybersecurity actor (Barrinha
& Carrapico 2017). Some identified short-comings in the regulatory approaches and the lack of
cooperation and harmonization (Bendiek et al. 2017) have been addressed in recent years e.g.
by increased cooperation between relevant agencies and the adoption of laws. The institutional
fragmentation and the overlap between task areas seems to be an unavoidable consequence
when approaching cybersecurity through different policy areas. Evaluating the effectiveness
and coherence of the sectoral approach to cybersecurity in the EU is beyond the scope of this
master thesis but opens ways for future research.

Another point concerns the limits of the market-security nexus (Branddo & Camisao
2022; Liebetrau 2024) and the reliance on regulation (Kruck & Weiss 2023) instead of supra-
national capacity-building (Hoeffler 2023). The EU has pursued cybersecurity integration pre-
dominately by linking cyber-issues to the single market and relies mostly on regulation to e.g.

incentivize or enhance the built up of national cyber defence capacities. Some cybersecurity
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dimensions are more integrated than other sub-areas of cybersecurity. The extent of cybersecu-
rity integration and the differences in the EU’s regulatory and capacity-building approaches
point towards the question what role the EU should have in cybersecurity. Is more core state
power integration by building supranational capacities demanded or feasible in the long-term
or does the EU retain its well-suited coordinative role in cybersecurity?

It is therefore also of relevance to ask whether the EU’s (mainly) soft approach to
cyberdefence is sufficient considering the increasing geopolitical relevance of cyberspace. For
future research it may be also fruitful to consider the impact of securitization (Backman 2022)
on shifts in the EU’s regulatory and capacity-building approaches in less integrated in cyberse-
curity sub-areas. Adopting a differentiated view on cybersecurity as illustrated in this master
thesis is indispensable for understanding the EU’s role in cybersecurity. Insights from the dif-
ferent dimensions of cybersecurity help to identify the potentials and limits of a European cy-

bersecurity approach.
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Appendix

Expanded summary of the EU’s regulatory approach to cybersecurity

of 8 December 2008 on the iden-
tification and designation of Eu-
ropean critical infrastructures
and the assessment of the need
to improve their protection.

Integration instrument: Hard/soft | Content summary
Regulation law?
Communication from the Com- | Soft law Policy initiatives in the context of the
mission: Creating a Safer Infor- broader Information Society and Free-
mation Society by Improving the dom, Security and Justice objectives: NetH
Security of Information Infra- work and information security and cyber-
structures and Combating Com- crime.
puter-related Crime (2001a). - Legislative proposals for criminal
law harmonization.
- Indirect capacity-building proposals
such as setting-up specialised units
at national level, training and coop-
eration.
Communication from the Com- | Soft law Proposal of a European policy approach
mission: Network and Infor- on Member State and EU level:
mation Security -Proposal for A - Awareness raising
European Policy Approach - European warning and information
(2001Db). system
- Technology support
- Support for market orientated stand-
ardization and certification
- Legal framework
- International co-operation.
Council Framework Decision Hard law Member States shall take the necessary
2005/222/JHA of 24 February measures to secure network and infor-
2005 on attacks against infor- mation security. Illegal access to infor-
mation systems. mation systems shall be punishable un-
der criminal law. Member States shall
establish a point of contact for the ex-
change of information on offences re-
lated to attacks against information sys-
tems.
Communication from the Com- | Soft law The communication lays out a plan to
mission on a Programme for identify and reduce vulnerabilities of
Critical Infrastructure Protection Member States’ critical infrastructure.
(2006).
Council Directive 2008/114/EC | Hard law The directive establishes a procedure for

the identification and designation of Eu-
ropean critical infrastructures and a com-
mon approach to the assessment of the
need to improve the protection of such
infrastructures. Member States shall take
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the necessary measures to comply with
the directive.

Communication from the Com-
mission: Critical Information In-
frastructure Protection. Protect-
ing Europe from Large Scale
Cyber-Attacks and Disruptions-
Enhancing Preparedness, Secu-
rity and Resilience (2009).

Soft law

The communication calls for better co-
operation and coordination across Eu-
rope and sets out an action plan on how
to tackle challenges posed by large scale
cyber-attacks (including preparedness,
prevention, detection, response, mitiga-
tion, recovery, international cooperation
and implementing criteria for the ICT
sector).

Directive 2009/140/EC of the
European Parliament and of the
Council of 25 November 2009.

Hard law

The directive made it mandatory for tel-
ecommunications operators to report
cyber-incidents to the national regula-
tory authority.

Joint Communication from the
Commission -Cybersecurity
Strategy of the European Union:
An Open, Safe and Secure Cy-
berspace (2013).

Soft law

Network and information Security:

- Achieving cyber resilience by iden-
tification of NIS vulnerabilities

- Raising awareness on EU and
Member State level

Cybercrime:

- Reducing cybercrime

- Commission helps to enhance oper-
ational capability to combat cyber-
crime through funding programs

- EU helps Member States to coordi-
nate and collaborate in cybercrime
and law enforcement by the help of
agencies such as Europol/EC3,
CEPOL and Eurojust

Cyber defence:

- Develop cyber defence capabilities
under CSDP

Single Market:

- The strategy sets out different ob-
jectives on how to develop indus-
trial and technological resources for
cybersecurity and on how to foster
research and development invest-
ments and innovation

External relations:

- The strategy sets out different ob-
jectives to “mainstream cyberspace
issues into EU external relations
and the Common Foreign and Secu-
rity Policy”
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Coordination between national and EU
level:

Strategy calls for optimizing coordi-
nation between the national and EU
level across the different sub-areas
of cybersecurity and the related
agencies (on national and EU level).

Case of major cyber incident or attack:

EU provides support mechanisms to
Member States in case of a major

cyber incident or attack “depending
on the nature, magnitude and cross-
border implications of the incident.”

Directive (EU) 2016/1148 of
concerning measures for a high
common level of security of net-
work and information systems
across the Union (NIS Di-
rective).

Hard law

The Directive lays down measures to
achieve a high common level of security
of network and information systems
within to Union to improve the function-
ing of the internal market.

Obligation for Member States to
adopt a national strategy on NIS.
Creation of a computer security re-
sponse teams’ network (CSIRTs
network), see capacity-building.
Establishment of a security and no-
tification requirements for operators
of essential services and for digital
service providers.

Obligation for Member States to
designate national competent au-
thorities, single point of contacts
and CSIRTs with tasks reacted to
NIS.

Member States are obliged to iden-
tify operators of essential services.
Member States shall adopt a na-
tional strategy on the security of
network and information systems
defining the strategic objectives and
policy and regulatory measures to
achieve and maintain a high level of
NIS.

Member States shall designate a
component national authority that
shall monitor the application of the
Directive.

Member States shall establish a sin-
gle point of contact with a liaison
function for cross-border coopera-
tion and the CSIRT-network.
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- Member States shall designate one
or more CSIRTs.

- Establishment of a Cooperation
Groups (Member State representa-
tives, Commission and ENISA) and
the CSIRTs-network.

- Member States shall ensure that op-
erators of essential services and dig-
ital service providers notify cyber-
incidents to the component authori-
ties.

- Standardization and voluntary noti-
fication are encouraged.

- Member States shall lay down rules
on penalties applicable to infringe-
ments of national provisions based
on the Directive.

Joint Communication from the
Commission-Resilience, Deter-
rence and Defence: Building
strong cybersecurity for the EU
(2017).

Soft law

Strengthening cyber resilience:

- Strengthening ENISA.

- Proposal of an EU cybersecurity
certification framework.

- Implementation of the NIS-Di-
rective (2016).

- Increase rapid emergency response.

- Proposal of a cybersecurity compe-
tence network and centre.

- Enhancing cyber skills.

Creating effective EU Cyber Deter-

rence:

- Identify malicious actors.

- Enhance public-private partnerships
against cybercrime.

- Improve Member States cybercrime
investigative capabilities.

- Stepping up political response as
under the EU diplomatic toolbox.

- Building cybersecurity deterrence
through Member States’ defence ca-
pability

Strengthening international cooperation

on Cybersecurity:

- Maintain bilaterial cyber dialogues.

- Cybersecurity capacity building in
third countries.

- Foster EU-NATO cooperation.
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Joint Communication to the Eu-
ropean Parliament and the Coun-
cil -The EU's Cybersecurity
Strategy for the Digital Decade
(2020).

Soft law

The Communication stresses the geopo-
litical dimension of cybersecurity. The
strategy set outs different objectives:

Increase resilient infrastructure and
critical services.

Proposal to build a network of Se-
curity Operations Centres across the
EU.

Explore ways to provide an ultra-
secure communication infrastruc-
ture.

Making full use of the 5G-Toolbox.
Commission will consider new
rules to improve cybersecurity of
products and services in the Internal
Market.

Contribute to secure Internet con-
nectivity.

Enhance cyber skills and training
possibilities.

Proposal of a Joint Cyber Unit.
Tackling cybercrime.

Using the Cyber diplomacy toolbox
and exploring options for further re-
strictive measures (such as sanc-
tions) in cases of cyber-attacks.
Boosting cyber defence capabilities
by increasing EU and Member
States cooperation under the CSDP
and by building on EDA, PESCO
and the EDF.

Promotion of EU values in cyber-
space on UN-level.

External capacity-building and EU-
NATO cooperation.

Proposal for common binding rules
on cybersecurity for all EU institu-
tions, bodies and agencies.

Directive (EU) 2022/2555 on
measures for a high common
level of cybersecurity across the
Union (NIS 2 Directive).

Hard law

The Directive lays down:

obligations that require Member
States to adopt national cybersecu-
rity strategies and to designate or
establish competent authorities,
cyber crisis management authori-
ties, single points of contact on cy-
bersecurity and computer security
incident response teams.
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- Cybersecurity risk-management
measures and reporting obligation
for entities identified as critical.

- Rules and obligations on cybersecu-
rity information sharing.

- Supervisory and enforcement obli-
gations on Member States.

Regulation 2024/2847 of the Eu-
ropean Parliament and of the
Council on Horizontal Cyberse-
curity Requirements for Prod-
ucts with Digital Elements -
Cyber Resilience Act (2024).

Hard law

The Regulation sets out requirements for
products with digital elements with a
view to ensure that products are safe be-
fore placed on the market. The law intro-
duces EU-wide cybersecurity require-
ments for the design, development, pro-
duction and making available on the
market.

Commission communication on
illegal and harmful content on
the internet (1996).

Soft law

The communication presents certain pol-
icy options to reduce illegal and harmful
content on the Internet:

- Cooperation between Member
States.

- Need for a common European
Framework for liability of access
providers and host service provid-
ers.

- Helping the process of self-regula-
tion.

- Community action to support the
use of filtering systems and rating
systems.

Council of Europe Convention
on Cybercrime -Budapest Con-
vention (2001).

Hard law

The Budapest Convention is the only
binding international agreement on cy-
bercrime. It contains sections on:

- Measures to be taken at the national
level (regarding criminal law, com-
puter and content related offences
and procedural law).

- International cooperation (extradi-
tion, mutual assistance, transborder
access to computer data).

Directive 2011/93/EU of the Eu-
ropean Parliament and of the
Council of 13 December 2011
on combating the sexual abuse
and sexual exploitation of chil-
dren and child pornography.

Hard law

The Directive establishes minimum rules
concerning the definition of criminal of-
fences and sanctions in the area of sexual
abuse and sexual exploitation of chil-
dren, child pornography and solicitation
of children for sexual purposes. Further,
it introduces provisions to strengthen the
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provision of those crimes and the protec-
tion of the victims thereof. Member
States shall take the necessary measures
to implement the directive.

Communication from the Com-
mission: Towards a general pol-
icy on the fight against cyber-
crime (2007).

Soft law

The Communication sets out certain ob-

jectives:

- Improve and facilitate coordination
and cooperation between cyber-
crime units, other authorities and
experts in the EU.

- Develop an EU Policy Framework
on the fight against cybercrime with
Member States and relevant stake-
holders.

- Awareness raising.

- Strengthening operational law en-
forcement cooperation and EU-
level training.

- Strengthening dialogue with indus-
try.

- Harmonisation of national legisla-
tion.

Draft Council conclusions on
setting up national alert plat-
forms and a European alert plat-
form for reporting offences
noted on the Internet (2008).

Soft law

The Draft Council conclusions invites
Member States to set up a national alert
platform for the purpose of centralising
alerts on offences notes on the internet
and invites Europol to establish a Euro-
pean platform which should function as
a point of convergence of national plat-
forms.

EU Cyber Defence Policy
Framework (2014/2018).

Soft law

The Cyber Defence Policy Framework

support the development of cyber de-

fence capabilities of EU Member States.

Priorities of the EU Cyber Defence Pol-

icy Framework are:

- Supporting the development of
Member States cyber defence capa-
bilities related to CSDP by the help
of the Capability Development
Plan.

- Enhancing the protection of CSDP
communication networks used by
EU entities.

- Promotion of civil-military cooper-
ation and synergies with wider EU
cyber policies, relevant EU
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institutions and agencies as well as
with the private sector.

- Improve training, education and ex-
ercises opportunities.

Joint Communication to the Eu-
ropean Parliament and the Coun-
cil -EU Policy on Cyber Defence
(2022).

Soft law

Departing point of the Communication is

Russia’s war against Ukraine. It “has

been a wake-up call for all questioning

the EU’s approach to security and de-
fence, [...] including in cyberspace.”

The communication proposes a strategy

containing:

- Strengthening common situational
awareness and coordination within
defence community.

- Enhancing coordination with civil-
ian communities.

- Enhancing the cyber resilience of
the defence ecosystem.

- Ensuring EU cyber defence interop-
erability and coherence of stand-
ards.

- Develop cyber defence capabilities
(EU supporting the further develop-
ment of military capabilities e.g.
through the EDF).

- Enhancing research efforts in key
technologies for cyber defence.

- Increasing the number of EU cyber
defence workforce by the help of
new initiatives such as the proposed
Cyber Skills Academy.

- Strengthening EU-NATO coopera-
tion and cyber-dialogues such as
with Ukraine.

Council Conclusions on Cyber-
diplomacy (2015).

Soft law

The Council Conclusions on Cyber-
diplomacy stress the importance to pro-
mote and protect human rights and fun-
damental freedoms in cyberspace. The
Council Conclusions upholds the posi-
tion that international law is applicable
in cyberspace.

Draft Council Conclusions on a
Framework for a Joint EU Dip-
lomatic Response to Malicious

Cyber Activities (2017).

Soft law

The “Cyberdiplomacy Toolbox” con-
tains restrictive measures for a joint EU
diplomatic response to malicious cyber
activities.
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Council Decision (CFSP) Hard law The Council Decision includes eco-

2019/797 of 17 May 2019 con- nomic sanctions as a response to cyber-
cerning restrictive measures attacks with a significant effect which
against cyber-attacks threatening constitutes an external threat to the Un-
the Union or its Member States. ion or its Member States.

Council Conclusions on the EU | Soft law The Council Conclusions stresses inter
Policy on Cyber Defence (2023). alia the role of the EU in cyber defence

and sets out different objectives regard-
ing securing the EU defence ecosystem,
investing in cyber defence capabilities
and cooperation with international part-
ners.
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Expanded summary of the EU’s capacity-building approach to cybersecurity

Centres related to ECCC

(coordination with
national centers)

Integration instrument: Type of capacity- | Aim/target

Capacity-building building

European Cybersecurity Agency The agency makes strategic investment

Competence Centre decisions and pools resources from the

(ECCO) EU and its Member States, and indi-
rectly the industry to improve and
strengthen technology and industrial
cybersecurity capacities. The agency
coordinates funding.

National Coordination Network The National Coordination Centres

function as points of contact at national
level to support the Competence Centre
in fulfilling its mission and objectives.

Computer-Emergency-Re-
sponse Team
(CERT-EU)

Direct EU
capacity-building

An inter-institutional provider that con-
tributes to the security of the ICT infra-
structure of EU institutions, bodies and
agencies. The team helps to prevent,
detect, mitigate and respond to cyberat-
tacks, and by acting as the cybersecu-
rity information exchange and incident
response coordination hub.

ENISA -The European
Union Agency for Cyber-
security

New agency

The agency primarily supports the
built-up of national capacities in cyber-
security. But also engages in direct ca-
pacity-building through training, exer-
cises and awareness-raising.

National Liaison Officers
Network (ENISA)

Network

The National Liaison Offices Network
facilitates the exchange of information
between ENISA and the Member
States and supports ENISA in dissemi-
nating its activities.

NIS-Cooperation group

Network
(for Member State
coordination)

The group was established for the NIS
implementation. It should contribute to
achieve a high common level of secu-
rity for network and information sys-
tems in the EU. It facilitates the coop-
eration and exchange of information
among EU Member States.

CSIRT-network

Network

The network is composed of national
CSIRTs and CERT-EU. It should con-
tribute the exchange of information, to
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(operational coop-
eration between

implement a coordinated response to an
incident and to provide assistance to the

Member States) coordinated disclosure of vulnerabili-
ties.
European Cybersecurity Indirect EU A European Cybersecurity Certifica-

Certification Framework
(see Cybersecurity Act)

capacity-building

tion Framework aims at harmonizing
the digital single market for ICT prod-
ucts, services and processes. ENISA is
involved in developing cybersecurity
certification schemes.

European Cyber Crises Li-
aison Organization Net-
work (EU-CyCLONe)

Network (coopera-
tion with Member
States national au-

A cooperation network for Member
States national authorities that is in
charge of cyber crisis management.

thorities) ENISA supports the network opera-
tionally. It was established under the
NIS-Directive.
Europol Agency At first the agency was assigned a co-
ordinating role in cybercrime.
European Cybercrime Agency Europol’s tasks in relation to cyber-

Centre at Europol (EC3)

-task expansion

crime were extended by establishment
of the European Cybercrime Centre.
EC3 provides operational, strategic, an-
alytical and forensic support to Mem-
ber States’ investigations. EC3 sup-
ports training and capacity-building for
relevant Member State authorities.

Cybercrime Action Task-
force (J-CAT)

Network
organization

The taskforce is a permanent opera-
tional team (located at Europol/EC3)
that works on high-profile cases for cy-
bercrime investigations.

European Judicial Cyber-
crime Network (Eurojust)

Network (coopera-
tion between judi-
cial authorities)

The network facilitates and enhances
cooperation between competent judi-
cial authorities.

Cybercrime Academy
(CEPOL)

Direct EU
capacity-building

CEPOL hosts a specialized training
center for law enforcement officials.

European Defence Agency

Agency
-task expansion

The EDA supports the EU Member
States in improving their defence capa-
bilities and facilitates collaboration for
Ministries of Defence.

Military CERT-Network

Network

The network was established to en-
hance the level of cooperation in the
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cyber domain at EU level. The military
CERTs also participate in Cyber De-
fence exercises with the EDA.

PESCO projects related to | Direct EU Several Member States participate in
cyberdefence capacity-building different PESCO projects that are re-
lated to cyberdefence.

European Defence Fund Indirect The EDF incentives and supports de-
capacity-building fence research projects and develop-
ment such as in the area of cyberde-
fence (see for example the EUCINF

project’).

7 See for details on the project https://defence-industry-space.ec.europa.eu/document/download/abca2b84-bbba-
409¢-958d-a0767637b76a_en?filename=EUCINF - Factsheet EDF22.pdf, accessed 06.12.2024, and https://eu-
cinf.eu/, accessed 06.12.2024 and for the funding details https://ec.europa.eu/info/funding-tenders/opportuni-
ties/portal/screen/opportunities/topic-details/edf-2022-da-cyber-ciwt, accessed 05.01.2025.
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Summary of the theoretical framework and expectations for the analysis

Variation in the
EU’s regulatory
approach

Hard law & soft law.

Demand for
regulation in cy-
bersecurity

- Negative policy externalities (inadequate security standards, incoherent na-
tional legal frameworks, a lack of coordination interconnectedness of cyber-
space).

- Reduction of negative externalities by creating a common European regula-
tory framework.

- EU as a policy coordinator, transfer of competence to the supranational level.

- Exogenous interdependence: Demand for integration as a reaction to external
shocks/events (changes in technology, the increase of cyber-attack and geo-
political tensions).

- A response to exogenous interdependence could reflect the EU’s digital inde-
pendence and sovereignty discourse.

- Endogenous interdependence: Integration within one policy area may lead to
the integration of functionally related policy areas (functional spill-over and
path dependencies).

Hard law &
soft law

- Hard law = legally binding acts such as regulations or directives.
- Soft law = non-binding acts such as communications, recommendations,
guidelines, and strategies.

The supply con-
ditions for the
choice between
hard and soft
law in cyberse-
curity.

Actors who
“control deci-
sions concern-
ing EU regula-
tion [...] and
have an interest
in using this
control for ex-
tending EU reg-
ulation.”

= Suprana-
tional actors
prefer hard
law acts
while Mem-
ber States
through the
Council ra-
ther resort
to soft law
acts.

Supranational actors [European Commission, the European Court of Jus-

tice (ECJ) and the European Parliament (EP)]:

- Theory: Supranationalism

- These actors favor more integration as it “tends to increase their authority, re-
sources and prestige, and thus serves their institutional self-interest.

- These actors always prefer hard law acts over soft law acts as a way to extend
EU integration (propose legislation, EU law enforcement, co-legislation).

Intergovernmental level / EU Member States (through the Council):

- Theory: Liberal Intergovernmentalism

= States as the critical actors in EU integration that “seek to achieve goals pri-
marily through intergovernmental negotiation and bargaining”.

Adoption of hard law acts can reduce transaction costs and strengthen the
credibility of commitments and facilitate cooperation within a legal frame-
work.

Legally binding acts assure compliance with rules among actors.

However, legally binding acts incur sovereignty (especially high in areas to
national security: Concerns for national security can “act as brake on Euro-
pean integration®) and legal costs.

Adoption of soft law instruments as an alternative.

Avoids sovereignty costs, allows Member States to deal with uncertainties in
complex issue areas, can facilitate compromise and cooperation, focus on a
particular situation instead of accommodating divergent national circum-
stances and preferences (that arise due to asymmetries of interdependence).

Soft law as a steppingstone towards hard law.
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Areas of EU
competence as
scope conditions
for the EU’s
regulatory ap-
proach to cyber-
security

As the EU trea-
ties “do not pro-
vide the EU with
an explicit cy-
bersecurity
competence”
cybersecurity
sub-issues are
linked to exist-
ing EU compe-
tences.

The area of EU competence is considered to influence the extent to which actors
can control decisions concerning EU regulation and use this control for extend-
ing EU regulation:

- The EU has for example exclusive competences in specific aspects of the in-
ternal market and in monetary policies (Article 3 TFEU).

- The EU and its Member States can adopt legally binding acts in areas of
shared competences such as the internal market, energy, freedom, security
and justice and research, technological development and space (Article 4
TFEU).

- The EU has only supporting competences (Article 6 TFEU) for example in
the area of industry.

- Most decisions in the EU’s areas of competences fall under the ordinary leg-
islative procedure and legal acts are adopted under qualified majority voting
(Article 294 TFEU).

- CFSP = intergovernmental policy area (defined and implemented by the Eu-
ropean Council and by the Council of the European Union).
- Most decisions are taken by unanimity (also: CSDP).

Theoretical ex-
pectations:

Hard law
& soft law

= Suprana-
tional actors
prefer hard
law acts

= Member
States either
opt for hard
or soft law

- Commission proposes hard law acts in areas of the Single Market.

= Commission primarily seeks cybersecurity integration by linking cyber-issues
to the area of the Single Market.

In areas of shared and supporting competences both hard and soft law can be-
come viable options depending on the Member States’ assessment of the
costs of hard law and consideration of soft law as an alternative.

- Cybersecurity issues can be linked to areas of shared competences such as
freedom, security and justice, research or technological development or as
well to areas of supporting competences such as industry.

- Due to functional demand conditions EU Member States can be willing to
agree to hard law acts in these policy areas.

- In areas of shared competences, the Member States (through the Council) and
the European Parliament can control decisions concerning the extension of
EU regulation through the ordinary legislative procedure.

- even in certain areas of shared competence (e.g. JHA) intergovernmental co-
operation still persists and soft law acts are preferred over hard legal acts.

- In intergovernmental policy areas such as the CFSP and CSDP, the adoption
of soft law acts is expected due to the Member State’s role in these domains
and the predominance of sovereignty concerns.

- Member States influence and retain control on intergovernmental level.

- Member States retain control over decisions concerning the extension or regu-
lation.

- In the area of CFSP and CSDP, Member States are assumed to use their con-
trol by limiting cooperation to the intergovernmental level and by only
adopting non-legally binding decisions.

- In the case of cybersecurity, the extent to which cyber-issues can be linked to
shared competences can determine the legal choice.

- In these areas hard law can become a viable option as sovereignty costs are
less pertinent and EU actors control decisions for extending EU regulation.

- In intergovernmental areas where sovereignty costs are high, the adoption of
soft law is expected.
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- Sovereignty costs are expected to vary across cybersecurity dimensions:

e Member States should be less willing to give up sovereignty in areas of
cyberdefence as this area immediately affects the core state powers of na-
tional Member States.

e The functional demand for cooperation in cyberdefence might however
induce Member States to adopt soft law acts such as frameworks or strate-
gies.

e Member States should be less concerned with integrating network and in-
formation security or critical infrastructure protection as the functional
demand conditions (for example when considering the cross-border na-
ture of cybersecurity) should outweigh the sovereignty costs.

e An agreement to hard law acts can be expected here.
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Variation in the
EU’s capacity-
building ap-
proach

Agencies & networks.

Demand for ca-
pacity-building
in cybersecurity

Economies of scale (“when it is cheaper in terms of economic, administrative
or political unit costs to consolidate core state powers at the European level
rather than exercise them disjointedly at the national level”).

Allows for better coordination and efficiency.

Capacities on EU-level in the case of cybersecurity is reasonable due to its
cross-border nature: The consolidation of European capacities to strengthen
cyber resilience to react to cyber threats in a coordinative way can be more
efficient.

Exogenous interdependence: Exogenous shocks/events such as cyber-attacks
shifts in geopolitics make salient vulnerabilities and dependencies of the
EU.

A response to such circumstances can be reflective of the EU’s digital inde-
pendence and sovereignty discourse (regain digital autonomy through devel-
oping own capacities).

Endogenous interdependencies: The creation of capacities in one policy area
may give rise to create further capacities in functionally related policy areas
due to interconnectedness of cyberspace.

Demand for capacity-building may also depend on pre-existing capacities on
Member State level (duplication is less efficient).

Past decisions to create capacities on the national level can condition capac-
ity-building on EU level.

Supply condi-
tions for capac-
ity-building in
the form of
agencies and
networks in cy-
bersecurity

Capacity-building relates to the creation of EU resources for exercising core
state powers.
These resources are primarily found in agencies.

For supranational actors, namely the Commission and the EP, “the idea of es-
tablishing autonomous European agencies was an attractive second-best
means through which to expand the EU’s regulatory capacity”.

EU agencies supply the Commission with relevant organizational capacities.

EU agencies contribute to the centralization of regulatory functions on EU
level.

The creation of agencies allows Member States to pursue integration without
further supranationalism and a way for Member States to resist any signifi-
cant expansion of the Commission’s power.

For Member States the creation of agencies can also be seen as an attempt to
credibly commit to long-term policy objectives and to deal with uncertain-
ties.

Creation of agencies remains a decision of national governments and head of
states and therefore the role and tasks of agencies are considered to be more
limited -especially in areas related to security.

Member States are expected to only delegate authority to administrative bod-
ies that are subject to direct and indirect control.

Member States limit agencies’ autonomy.
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Theorizing
agencies and
networks.

Delegation to agencies = principal-agent and competence-control theory.

Granting of authority to the supranational level by indirect governance and
delegation.

Principals (European Commission, Council and European Parliament) grant
authority to an agent (EU agencies) to fulfil certain tasks (functional motiva-
tion).

Principals limit the independence of the agent by installing control mecha-
nisms.

The Commission and the EP favor more independent agencies

Member States want to keep agencies under (intergovernmental) control e.g.
through representation of appointees of Member State governments in agen-
cies’ management boards.

Capacity-building in form of agencies depends on the actor’s willingness to
grant competences and independence to them.

EU actors have to balance competence and control.

The actual design of agencies is politically motivated and “the result of politi-
cal compromise involving EU law-makers in the Council of Ministers, the
European Parliament, and the European Commission.”

Further decision: Create a new agency or expand the tasks of (existing) agen-
cies.

Layering as gradual institutional change through amendments, additions, or
revisions to an existing set of institutions.

EU actors can decide whether to work within existing institutions and to grad-
ually change these or to create new ones.

Creation of networks (alongside agencies) = as a form of informal govern-
ance.

Networks as an intermediary between domestic agencies, national actors, EU
agencies and the EU-level.

Networks as a form of orchestration: (Re)establish control or enhance compe-
tence.

Indication towards the combination of delegation and orchestration.
Networks can enhance operational capacities (experts and equipment for pre-
venting, discouraging, deterring and responding to malicious cyber activi-

ties).
Networks can enhance implementing capacities on the national level in order
to assure the application of EU regulation.

Networks can also be considered an effort to harmonize the fragmented insti-
tutional landscape through agencies.

Networks can also be seen an alternative choice to the delegation to agencies
when political commitment is weak, and resources are limited.

Control can be enhanced by adding an agency to an established network.
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Areas of EU
competence as
scope conditions
for the EU’s ca-
pacity-building
approach to cy-
bersecurity

Theoretical ex-
pectations:
Agencies

& networks

New agencies are created in areas where the Commission enjoys considerable
competences such as related to the Single Market (hereby the Commission
will link cyber-issues to the Single Market).

In this area, Member States through the Council can agree to establish an
agency but they make sure to keep control over such bodies through e.g.
Member State representation in the agencies’ board.

It must be noted that in certain areas of shared competence, despite the com-
munitarization of certain policy areas (such as JHA), intergovernmental de-
cision-making arrangements and cooperation still persist.

In intergovernmental areas that directly affect core state powers and incur
sovereignty costs, it can be expected that Member States rather agree on ex-
panding the tasks of an existing agency to deal with certain cyber-issues
given functional demands for capacity building.

In intergovernmental areas (defence or diplomacy): Here Member States re-
tain control over capacity-building decisions in these policy domains, exten-
sive delegation to agencies is unlikely as Member States are reluctant to
give up sovereignty.

Networks as a more informal mode of governance, can help to enhance opera-
tional and implementation capacities and coherence between policy fields.
In areas where cyber-issues are linked to shared competences networks can be
expected to be added along existing agencies to enhance operational and im-
plementation capacities.

For Member States looser network structures can function as an alternative to
(further) delegation in intergovernmental policy areas to facilitate opera-
tional cooperation in cyber specific domains.
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Variation in
capacity-build-
ing

Direct and indirect forms of capacity-building

Theoretical ex-
pectations:

Direct & indi-
rect forms

of capacity-
building

- Direct capacity-building = at EU-level when the building of capacities em-
powers the EU to either directly respond to cyber-issues or by creating re-
sources on EU-level in the long-term (direct capacity-building approaches
can contribute to improving operational activities to prevent or deter
cyberattacks, by providing training and skills to EU officials in cyber-related
fields or by funding EU-level projects on cybersecurity).

- Indirect capacity-building = supporting the built-up of national capacities.

- Regulation thus often aims at building capacities on national level that indi-
rectly contribute to the overall capacities of the EU.

- Indirect capacity-building approaches (through regulation, i.e. hard or soft
rules) can include the setting-up of information points and liaison offices on
national-level or incentives for investment in cyber technologies.

- Supranational actors: prefer direct capacity-building over indirect capacity-
building as it extends EU-level resources.

- Commission will resort to indirect capacity-building proposals by incentiviz-
ing the built-up of capacities for “the exercise of national core state powers*
(especially in areas of intergovernmental competence).

- Member States are expected to be more willing to support initiatives aiming at
enhancing national capacities —rather than pooling resources on EU-level.

- Indirect capacity-building approaches are also expected in cases where cyber
issues are linked to shared competences as the EU has to rely on the capaci-
ties of Member States in security matters.
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Data on the level of independence of selected of EU agencies

Independence score® of selected EU agencies that deal with (sub-areas of) cybersecurity
over time.

Independence score of ENISA over time
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8 Independence score of the agency (mean of c1-c5). For further information on the different scores please con-
sult Ruffing et al. (2023) and the appendix of the study. The data were provided by Martin Weinrich. Based on
the data, I assembled the different graphs for the selected agencies (ENISA, Europol, and Eurojust). The data of
the study are available from the authors on request (contact: martin.weinrich@uni-osnabrueck.de).
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Independence score of the decision-making® dimension of selected EU agencies that deal

with (sub-areas of) cybersecurity over time.

Independence score of the decision-making dimension of ENISA

over time
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° Independence score of the decision-making dimension (mean of c1, ¢2 and c3).
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Independence score of the decision-maker!® dimension of selected EU agencies that deal
with (sub-areas of) cybersecurity over time.

Independence score of the decision-maker dimension of ENISA

over time
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19 Independence score of the decision-maker dimension (mean of ¢4 and c5).
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Independence score of the general decision-making!! category of selected EU agencies
that deal with (sub-areas of) cybersecurity over time.

Independence score of the general decision-making category of
ENISA over time
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Independence score of the policy decision-making!? category of selected EU agencies
that deal with (sub-areas of) cybersecurity over time.

Independence score of the policy decision-making category of

ENISA over time
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12 Independence score of the policy decision-making category (mean of V5-V7).
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Independence score of the managerial decision-making'? category of selected EU agen-
cies that deal with (sub-areas of) cybersecurity over time.

Independence score of the managerial decision-making category

of ENISA over time
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13 Independence score of the managerial decision-making category (mean of V8-V10).
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Independence score of the agency head'* category of selected EU agencies that deal with
(sub-areas of) cybersecurity over time.

Independence score of the agency head category of ENISA over time
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14 Independence score of the agency head category (mean of V11-V17).
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Independence score of the management board members's category of selected EU agen-
cies that deal with (sub-areas of) cybersecurity over time.
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15 Independence score of the management board members category (mean of V18-V24).
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