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Abstract

The Findable, Accessible, Interoperable, and Reusable guiding principles promote Findability, Accessibility, Interoperability, and Reuse 
of data to enhance data management and stewardship. In biomedicine, particular ethical, legal, and technical barriers complicate research 
data sharing. To help researchers overcome these challenges, we propose a framework of FAIRification from three dimensions — scientific, 
technical, and legal/ethical. We advocate for prospective FAIRification of study data, starting with a strong emphasis on planning for data-

sharing from the beginning. Reflective questions throughout the process guide researchers to reflect on their situation. Researchers should 
assess resources and feasibility, secure technical and legal support, consider stakeholder needs, and devise an appropriate data sharing pro-

cess. Given the sensitivity of biomedical data, confidentiality and security require careful attention. The data sharing strategy should be 
finalized before the study starts and documented in relevant study materials. Technical preparation for data sharing follows planning. Data 
should be well-documented with a data dictionary and metadata to facilitate reuse and provided in an accessible format. The data can be 
hosted on a repository to promote sharing and reuse. While a secure repository provides the technical foundation for data protection, effec-

tive administration is required to enforce data use agreements and licensing. We also discuss the importance of subsequent management 
upon data upload. Continued support for researchers and data maintenance are essential for effective reuse. Examples and resources to 
facilitate FAIRification are included to help researchers navigate challenges and ensure biomedical data are FAIR and reusable. © 
2025 The Author(s). Published by Elsevier Inc. This is an open access article under the CC BY license (http://creativecommons.org/ 
licenses/by/4.0/).
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Data sharing catalyzes clinical research [1] by enabling 
secondary data use, meta-analyses, validation studies, and 
informing study planning. The FAIR guiding 
principles―Findable, Accessible, Interoperable, and 
Reusable―guide data preparation for sharing, with an 
emphasis on machine-actionability [2] to maximize data 
value [3]. FAIRification involves inspecting, describing, 
preparing, and publishing data [4]. Biomedical data require 
additional oversight due to their sensitivity.

Despite increasing attention, data sharing rates remain 
suboptimal [5]. Without clear technical specifications, the 
FAIR principles remain a moving target. Researchers― 
especially those with limited resources―often face ethical, 
legal, and technical barriers to implementation [6]. In this 
article, we propose a step-by-step FAIRification procedure, 
guided by reflective questions and tailored to the challenges 
individual researchers may encounter.

1. FAIRification

Supplementary box 1 defines key terms in the FAIRifica-

tion process. Before outlining the steps toward FAIRness 
(Fig), remember to view FAIR from the perspective of 
the data reuser. Data are only FAIR if it functions at the 
user end―unfriendly formats will not encourage reuse [7]. 

While retrospective FAIRification is possible, we 
strongly encourage prospective planning to avoid unfore-

seen challenges and costly resource requirements [8]. Early 
data-sharing preparation enables efficient, reuse-friendly 
data collection [9]. Embedding FAIR principles and espe-

cially (meta)data interoperability from the outset adds flex-

ibility and helps ensure your study remains adaptable and 
future-proof.

2. Plan

Data sharing is a complex task that requires substan-

tial personnel and technical resources [10]. Involve all 
key stakeholders early and discuss how your data may 
be reused. Funders initiate and finance studies; investiga-

tors are responsible for data collection; and study partic-

ipants voluntarily contribute their data―all parties should 
participate in the decision-making process [11]. If inves-

tigators plan for open sharing but the sponsor expects 
restricted access, this mismatch in expectations can delay 
or even prevent FAIRification. Data use can be formal-

ized using tools like Data Use Ontology [12] or Open 
Digital Rights Language [13], which specify usage 
permissions.

Your available resources may limit your data sharing op-

tions [14]. FAIRification requires professional expertise in 
managing research data [15,16]. You can either appoint a 
data steward [17] or contract support from a repository ser-

vice [18,19]. Consult your institute for IT infrastructure and 
legal support. Assess feasibility by evaluating your current 
situation. For example, Inau et al. demonstrated how a self-

assessment of a dataset’s FAIRness can inform the prepara-

tion and sharing of sensitive data [18]. Ethical and legal 
considerations also determine how and to what extent you 
can share data. Protecting participant confidentiality is 
essential [19]. Repository requirements may restrict your 
choices. Supplementary Table 1 provides an overview of 
some repository features. If you are designing a study, all 
data-sharing decisions should be clearly described in a 
data management and sharing plan (DMSP). Funders (e. 
g., the National Institutes of Health (NIH) [20]), institu-

tions, and research ethics committees often mandate a 
DMSP during grant or protocol submission. The data 
request process should balance feasibility with openness. 
Share data as openly as possible and as restricted as neces-

sary. While ease of access is ideal, a well-functioning pro-

cess must always be provided.

FAIRification is not just a technical checklist―it draws 
on specific researcher skills in data handling, documenta-

Data Sharing Vision

Who is my target audience?

Do I want to share everything down to individual 
participant data or just the protocol and blank forms? 
Do I share in an open way or with restrictions? 
Should the subsequent reuse be independent from my 
team or collaborative?

Is my data prepared mainly for replication check or 
inciting new hypothesis?

What are the potential reuse cases?

Resources, Requirements, and Support

How much time and money can I invest for data 
sharing?

How much control over the data shared should be 
retained?

What is the appropriate level of detail for my dataset? 
What is requested by the ethical board?

Where can I get technical and legal support?
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tion, and legal awareness. As you navigate this process, 
reflect on the competencies you already have and those 
you may need to develop. Resources such as Skills4EOSC 
[21] and FAIRsFAIR [22] projects offer practical guidance 
to help researchers build digital capabilities and qualify for 
FAIR and open science.

You and your team are likely the only ones who fully un-

derstand your study. Providing your dataset as-is is not only 
unfair but also risky―external researchers may misinter-

pret it. It is your responsibility to bring others to your level 
of understanding regarding the study design, procedures, 
and data structure [23]. Review your study as if you were

an outsider, and ask yourself: what would be unclear to 
someone unfamiliar with the project? Document the data’s 
provenance so potential users can assess its relevance.

Figure. Dimensions and key outputs of the FAIRification process (outputs of some steps are highlighted in bold. Further details are provided in main 

text.).

Clarity and Comprehension

What material is missing to help the comprehension 
of my study?

How much explanation is necessary?

Which part of my study or dataset could be easily 
misinterpreted?
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Assess your dataset from a feasibility perspective. These 
insights can guide your choice of a compatible repository 
and inform your data sharing plan. Ideally, these steps 
should be taken in advance. Prospective planning allows 
greater flexibility―if researchers are aware of potential 
reuse scenarios, they can design the study and define vari-

ables in ways that better support future data reuses.

You will need a reliable and widely used data 
repository to host your dataset. The NIH outlines key 
criteria for selecting appropriate data repositories [24]― 
such as long-term sustainability, quality assurance, and 
clear usage guidance―and maintains a searchable list 
of suggestions [25]. Supplementary Table 1 presents plat-

forms suitable for individual nonprofit researchers in 
biomedicine. Stay informed about new repositories rele-

vant to your specialty (eg, omics, imaging, epidemi-

ology). Many repositories serve specific communities 
and topics, which may impose structural or procedural 
constraints. For example, OpenNeuro [26] only accepts 
neuroimaging data organized according to the Brain Im-

aging Data Structure convention but not others, and NIH 
Genomic Data Commons [27] does not accept genomic 
data from participants aged 90 years or older due to pri-

vacy and security concerns.

As importantly, you should assess risks related to confi-

dentiality, integrity, and availability before sharing your 
data. Elements such as Safe Projects, Safe People, and 
Safe Settings from the Five Safes framework [28] often 
depend on repository infrastructure. Once risks are identi-

fied, propose appropriate mitigation strategies. While 
ethics committees should oversee this process, success ul-

timately requires team effort. Always follow applicable 
journal policies, institutional guidelines, and regional and 
international regulations―especially for cross-border data 
sharing [29].

The intent to share data should be transparent from the 
study design phase and clearly reflected in related docu-

ments and forms. Participant consent for data sharing must 
be obtained early during recruitment and data collection, 
with explicit information about what will be shared and 
how [30], and options allowing participants to withdraw their 
consent later. All data-sharing plans should be finalized 
before the first participant is enrolled. FAIRification should 
be integral to the study workflow―not an afterthought.

3. Prepare

Data preparation should start as early as possible. Here 
we follow the ten-step workflow from Sinaci et al.[6] and 
highlight specific considerations. Biomedical research often 
involves sensitive personal data; therefore, deidentification 
must be prioritized to minimize privacy and confidentiality 
risks [31]. Many open tools are available for 
pseudonymization and anonymization [32]. Timestamp var-

iables should be accompanied by, or even replaced with, 
relative duration variables, for example, date of examina-

tion becoming days since patient recruitment. At the study 
design stage, ensure your data collection methods integrate 
FAIR principles. For example, using structured instruments 
and standardized variables such as SNOMED CT (System-

atized Nomenclature of Medicine - Clinical Terms) and 
LOINC (Logical Observation Identifiers Names and Codes) 
code [33] can improve interoperability. Ultimately, reus-

ability depends on the intrinsic quality of data and how 
rigorously it was collected [34]―datasets with inconsistent 
formats, missing key variables, or poorly defined measures 
are unlikely to support meaningful secondary analysis.

Data Format, Structure, and Sensitivity

How big is my dataset and in what data format? 
Which terminology and ontology are used?

Is my dataset nonproprietary and future-proof?

Is my data thoroughly processed and sealed, or up-

dates are expected from time to time?

How confidential and sensitive is my dataset? 
Under what condition have the study participants 
consented their data to be shared?

What type of variables do I have and are they suffi-

ciently standardized and formatted for analysis? 
What analysis tools and dependencies are preferred?

Data Security and Risk

What are the possible scenarios of data misuse? 
How secure is my data in the repository selected and 
in my data sharing process?

Is there a potential harm to participants in any way, 
including reidentification of patients?

Are there scientific harms in terms of poor reuse, data 
misuse due to lack of documentation?

Data Quality and Reusability

Is my data collection process consistent and 
reproducible?

Are my variables standardized and coded using 
recognized vocabularies?

What factors in my dataset could reduce its reus-

ability (eg, missing data, inconsistencies)?
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To determine whether they can work with your dataset, 
other researchers need contextual information about your 
study. Metadata provide this context and explain how the 
data can be used. For meta-analysts, metadata are espe-

cially important to assess study heterogeneity [35]. When 
indexed on repositories, metadata also improve discover-

ability. Follow established schemas such as the CDISC 
Study Data Tabulation Model (SDTM) [36] or the Open-

AIRE Guidelines [37,38]. A data dictionary should accom-

pany all analyzable variables, detailing validation rules, 
sampling methods, format, and limitations. It should enable 
users to clearly distinguish between variables. Precision and 
context are key―measurement units, coded options, and 
the exact timing or conditions of data collection all make 
the dataset more reusable. In prospective FAIRification, 
metadata and data dictionaries can be developed as early 
as the protocol stage.

Your data sharing process should follow well-defined, 
standardized procedures documented in standard operating 
procedures (SOPs). SOPs promote consistency, transpar-

ency, and alignment with best practices, thereby improving 
overall data management quality. They also serve as valu-

able resources for successors, supporting smooth onboard-

ing while ensuring continuity and reliability in data 
sharing practices.

Beyond the workflow, data security must also be 
assured. While you may have limited control over 
repository infrastructure, data security is only as good as 
the platform you choose. Assess the repository’s trustwor-

thiness (e.g., refer to Supplementary Table 1) and sign a 
data distribution agreement reviewed by legal experts and 
data protection officers. Verify participant consent and re-

move records from those who no longer agree to share. Pre-

pare key documents―including the DMSP and Data 
Sharing Statement (DSS). The DMSP should clearly 
describe procedures from collection to sharing. Since 
2017, the International Committee of Medical Journal

Editors-affiliated journals require a DSS as a condition 
for clinical trial publication [39], which indicates the inten-

tion, method, and context of data sharing in the presented 
clinical trial. These documents should be attached to both 
the repository and study registry (e.g., Clinicaltrials.gov).

4. Manage

Voil�a, once your data are ready, it is eventually time to 
upload them to the selected repository. Lock your dataset, 
and if changes are needed, upload them as a new version. 
Thoroughly review the platform’s policy to ensure your 
data sharing aligns with relevant legal, ethical, and institu-

tional guidelines. Test whether your data request process 
functions as intended, and assess data reusability through 
independent use [40]. A digital object identifier will pro-

vide your dataset with a permanent and unique link for 
identification, access, and citation. You can, for example, 
promote reuse by linking the dataset to your Open 
Researcher and Contributor ID profile.

Once your dataset is publicly available, several tasks 
require ongoing attention. These include data maintenance 
during system or content updates, handling data access re-

quests and legal agreements, and responding to researchers’ 
feedback―others may suggest more practical ways to work 
with your data. Document and track data reuse and its 
impact for transparency. You can start by recording the 
number of data access requests received as a basic metric 
of outreach and interest, and build on that with citations, 
acknowledgments, or documented collaborations. A tech-

nical and administrative maintenance plan should be out-

lined in the SOPs to ensure continuity and accountability.

FAIR is a strong foundation for enabling data sharing. It 
is, however, not sufficient for achieving meaningful reuse 
[5,7]. Data quality, resource investment, community

Metadata and Documentation

Is the metadata clear and comprehensive enough to 
explain my study and dataset?

Is the data dictionary understandable and 
unambiguous, so it will not confuse external 
statisticians?

Internal Processes and SOPs

Are the SOPs accessible, understandable, and 
version-controlled?

How well would a new team member understand how 
to share data by reading our documentation?

Have I tested the SOPs in practice?

Data Access and Linking

How does the data access process work exactly for an 
external user?

Is my dataset clear linked to supporting documents 
(protocol, metadata)?

Maintenance and Monitoring

What updates may occur in the future (eg, data 
correction, versioning)?

Who in my team is responsible for postupload 
maintenance?

How will I monitor and respond to data reuse?
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engagement, and social acceptance of reuse are equally 
important. Academic institutions should lead by 
example―mandating data sharing, providing adequate 
infrastructure and resources [10], developing practical 
guidelines, and offering training and audit services. The 
research community must also reshape incentives to reward 
open science [41]. The true value of FAIR data lies in its 
reuse. While you are learning how to FAIRify your data, 
do not forget to capitalize on the invaluable assets available

— by reusing data shared by other researchers to drive 
further discoveries and consolidate existing knowledge!
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Further readings

National Institutes of Health. Data Management and 
Sharing Policy | Data Sharing [Internet]. sharing.nih.gov. 
Available from: https://sharing.nih.gov/data-management-

and-sharing-policy - A comprehensive guideline covering 
responsible data sharing, privacy protection, data manage-

ment, and budgeting.

Pellen C, Anne Le Louarn, Gilliosa Spurrier-Bernard, 
Decullier E, Jean-Marie Chr�etien, Rosenthal E, et al. Ten 
(not so) simple rules for clinical trial data-sharing. PLOS 
Computational Biology. 2023 Mar 9;19(3):e1010879—9.

— 10 considerations facilitating clinical trial data-sharing, 
such as funding and data protection requirement.

Tudur Smith C, Nevitt S, Appelbe D, Appleton R, Dixon 
P, Harrison J, et al. Resource implications of preparing in-

dividual participant data from a clinical trial to share with 
external researchers. Trials. 2017 Jul 17;18(1). — Example 
of retrospective FAIRification of clinical trial data with de-

tails on anonymisation process, data pack preparation, divi-

sion of labor, and resource implication in time and cost.

J. Elis Hoffmann, Hanß S, Kraus M, Schaller J, Sch€afer 
C, Stahl D, et al. The DZHK research platform: maximiza-

tion of scientific value by enabling access to health data and 
biological samples collected in cardiovascular clinical 
studies. Clinical Research in Cardiology. 2023 Mar 8;112 
(7):923—41. — Example of establishment of data sharing 
platform with details on data standardization, storage, 
ethical consideration, and use and access policy.

Robert Andrews, Andrew Mason, Sara Morsy, Philippe 
Rocca-Serra, Xenia Perez Sitja, Branka Franicevic, Katar-

zyna Kamieniecka, Khaled Jum’ah, Krzysztof Poterlowicz, 
FAIRification of an RNAseq dataset (Galaxy Training Ma-

terials). https://training.galaxyproject.org/training-material/ 
topics/fair/tutorials/fair-rna/tutorial.html Online; accessed 
Mon Feb 24 2025 — Example of FAIRification of RNAseq 
dataset with emphasis on the putting each point of the FAIR 
principles into practice.
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