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Abstract

Quantum key distribution (QKD) is a secure key-transmitting method based on
quantum mechanics to deliver private keys for encryption. Satellite QKD is a promis-
ing technique that overcomes the limited transmission distance in optical-fibre-based
systems. To enable polarisation encoded QKD, polarisation reference-frame mis-
matches between the satellite and a receiving optical ground station (OGS) have
to be compensated. We developed and implemented a compensation method for
a BB84 protocol designed QKD receiver by an additional set of three waveplates
(HWP, QWP, QWP). In simulations and laboratory demonstrations, we show the
robustness under conditions that we expect on our future satellite downlink mis-
sion. As a result, we expect good compensation quality for a wide range of signal
to noise ratios and satellite rotation frequencies by requiring only a few signal pho-
tons of 2000 of two non-orthogonal polarisation states, respectively, to measure the
reference-frame mismatch used for one compensation sequence.
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Chapter 1
Introduction

Among all the methods to exchange keys, only Quantum key distribution [1] (QKD)
has been proven to be information-theoretically secure, i.e. secure against an eaves-
dropper who has unbounded abilities. Even the most secure classical symmetrical
encryption protocols [2] require safe key exchange channels, so that a shared secret
key can be used to de- and encrypt a message, while channels with quantum me-
chanical properties using QKD protocols are theoretically protected against attacks.
The classical asymmetrical encryption protocols [3] do not require a safe encryption-
key exchange channel, as long as it can be assumed that the limited computational
power of an attacker can not factorise the large numbers that are used for encryption
whithin a practicable period of time. For decrypting a message which got encrypted
with a publicated key, only the receiver is holder of the correct, not shared private
key. However, the Shor algorithm [4] running on a quantum computer can break
those encryptions. QKD protocols are good candidates to close security gaps, being
safe from such futuristic quantum attacks [5].

Recently, in March 2021, the Munich Quantum Valley (MQV) was founded with high
governmental fundings with the aim of a quantum technology park. Besides other
scientific fields, MQV should be used for quantum communication and quantum
cryptography research, transferring the results to the economy and recruiting the
new generation of quantum scientists.

Quantum communication with tap-proofed QKD and efficient communication de-
vices will be a core component of future secure data networks and platforms against
cyber attacks. In 1984, QKD was first developed by Bennett and Brassard [6] using
BB84 protocol which is based on photon polarisation in two conjugated bases for
encoding the qubits. In the past ten years, many attemps have been made from all
over the world towards a secure, global quantum cryptography network [7] with little
loss over long distances and high key rates, e.g. with the Tokyo QKD network [8] or
the integrated space-to-ground network up to a total distance of 4600 km in China
[9]. However, as the losses in optical fibres increase exponentially with distance,
for global scale networks, satellite-based-free-space links with losses increasing only
quadratically are very promising. A first step in this direction was the realisation of
a downlink from an airplane to a ground station by our group in 2013, where success-
fully a key was exchanged [10]. This was followed by a successful demonstration of
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Figure 1.1: QKD missions, present and future, taken from

an aircraft uplink in 2017 by the Jennewein group . In 2016, a satellite has been
launched by a Chinese research project in order to perform quantum experiments
including QKD [12]. At the end of this year, our group will launch a cubesat in
order to demonstrate a few months later the feasibility of satellite to ground QKD
in components tests by transmitting polarisation states according to the BB84 pto-
tocol. Some other research groups launched satellites for QKD and many more will

follow, as collated in figure

To realise the exchange of polarisation states with a low quantum bit error rate
(QBER), reference-frame mismatches between the receiver and the transmitter have
to be compensated. As a polarisation tracking scheme, we developed and imple-
mented a compensation method for a BB84 protocol designed QKD receiver by an
additional set of three waveplates (HWP, QWP, QWP). This thesis summarises the
compensation procedure in our satellite mission scenario and discusses the robustness
in simulations and laboratory demonstrations.

Chapter 2] provides the mathematical foundations behind polarisation [2.1] the de-
scription of how optical components alter polarisation states and reports the
benefits of BB84 protocol for QKD Chapter [3| details the reference-frame mis-
match of our satellite mission scenario the algorithm used for compensation
and accounts the influence of finite statistics [3.3] and noise in compensation sim-
ulations. Chapter [4] outlines the setups used for testing polarisation compenstion
presents the achieved results compares them to state of the art implementa-
tions and predicts similar good compenstion quality for a wide range of possible
satellite mission conditions 4.4, Chapter [5] summarises the progress made in this
thesis and indicates further research that could be carried out.



Chapter 2

Quantum Key Distribution with
Polarisation Encoding

In the field of quantum information [14], the science of quantum communication [15]
is located, which contains the field of Quantum Key Distribution (QKD). QKD is
characterised by using the properties of quantum mechanics, to provide two parties
a sequence of random numbers. This sequence can then be used as a secret key in
order to transmit messages securely using classical symmetric encryption methods
[16], in contrast to quantum cryptography [17].

The first developed QKD scheme is the BB84 protocol, which will be explained
in section [2.3] One practical implementation consists in the transmission of po-
larisation states, which are introduced in section In order to describe the
polarisation of light and its transformations, the Stokes formalism and the Mueller
calculus, respectively, have turned out to be powerful. They will be presented in
section 2.2

2.1 Quantum Mechanical Foundations

Classical bits are usually represented by the binary digits 0 and 1. For example,
measuring a voltage below a certain threshold corresponds to the value 0, whereas a
higher voltage above a threshold is called 1. The quantum analogue of a classical bit,
i.e., the smallest unit of information in the field of quantum information is the so-
called quantum bit (qubit). Qubits represent 2-level quantum mechanical systems
and unlike classical bits, qubit states |¥) can be in superposition of its two basis
states |Wy) and |W¥q)

U) = «a|¥) +[|Ty), (2.1)

where o and 3 are complex probability amplitudes, which fulfill the normalisation
condition |oz|2 + |6 |2 = 1. Physical manifestations of qubits are, for example, two
energy states of an atom [18], spin-1/2 particles with spin up and spin down [|19] or
the phase |20] or the polarisation |21] of a photon.
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2.1.1 Polarisation of Light

Light consists of electromagnetic waves. According to Maxwell’s laws, the change of
an electric field induces a magnetic field perpendicular to it, which in turn induces
an electric field perpendicular then again and so on. That is how an electromagnetic
wave propagates along its propagation direction k. The direction of polarisation of
an electromagnetic wave is given by convention by the direction of oscillation of its
electric field [22].

One differentiates between linearly and circularly polarised light as special cases of
elliptical polarisation. For linearly polarised light, the plane in which its electric field
oscillates is constant. The direction in relation to a certain plane can be specified
as an angle or as a proportion of the two components parallel (p) and perpendicular
(s) to it. Depending on the angle, we call light horizontally polarised, if all light
is parallelly polarised to a reference frame. Accordingly, light which is polarised
90° to that reference frame is called vertically polarised. Diagonal and antidigonal
polarisation refer to +45° and —45° polarisation direction, which corresponds to the
equal superposition of horizontal and vertical polarisations with the phase 0 and 7,
respectively. Equal superpositions of horizontally and vertically polarised light with
pase 7/2 and —7/2 are called left- and right-handed circular, respectively. In general,
arbitrary superpositions with a phase 0 and 7 are called linear polarisations, whereas
other phases corresponds to elliptical polarisations.

Natural polarisation takes place through oblique reflections at interfaces, e.g. on a
water surface. The reflectance and transmittance depend on the polarisation such
that light polarised in the reflection plane has a larger transmittance than s-polarised
light. Correspondingly, the reflected light will be rotated towards the direction per-
pendicular to the reflection plane. For more quantitive dependence on the angle of
incidence, see Fresnel’s formulas [23].

2.1.2 Measuring Polarisation

For measuring the state |¥) of a qubit, the probably most simple and straightforward
formulation was given by John von Neumann [24], therefore called von Neumann
measurement. It says that for a given physical property, there exists an observable
A, which is described by the Hermitian operator A with the eigenvalues {\,} and the
corresponding eigenstates {|\,)}. As we aim at a measurement process description
for polarisation and A acts on a two-dimensional Hilbert space, we can span it with
the eigenstates of the Pauli operators ox, oy and o, building the three complemen-
tary bases Sy, Sy and Sy [25]. As a two-dimensional Hilbert-space is fully described
by two basis vectors, any vector can be written as a unique linear combination out of
them, shown for the basis vectors in table [2.1] from which superposition arises. In
the von Neumann measurement, the probability of measuring a quantum state |U)
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SZ SX S(Y
|H) |H) 5 (1P +[M)) 5 (1R) + L))
V) V) 7 (P) = [M)) (R —1[L))
1P) | #UH) + V) 1P) s(L+0)[R) + (1 =)|L))
M) | Z5(H) = [V)) | M) s(L=a) |R) + (1 +1)|L))
Ry | UH) = i|V)) | 5((1 =) [P) + (1+14) [M)) |R)
L) | BUH) +iV)) | 5((A+4) |P) + (1) |M)) 12

Table 2.1: Representation of polarisation states |26]: horizontal |H), vertical |V'), +45° diagonal
|P), —45° anti-diagonal |M), right-circular, clockwise in right handed system, |R) and left-circular,
clockwise in left handed system, |L) in Sz, Sx and Sy basis.

in the eigenstates {|A,)} of a detector is the projection of the quantum state onto
the detector eigenstates

P(A) = (WA (2.2)
For example, measuring |H) in the detector frame |P) yields:

2
table ortho- 1

P(|P)) = [(P|H)] (Pl = (IP) + [M)) (2.3)

1
% nornTality 5
The probability of 1/2 means, that basis vectors of complementary bases are totally
indistinguishable in the original basis.

2.2 Mathematical Background for Polarisation
Calculations

In the beginning of this section, the Stokes formalism, for describing polarisation as
well as Mueller calculus for manipulating polarisation states in the Stokes formalism
are explained.

2.2.1 Stokes Formalism for Describing Polarisation

As we need a practical calculus by which we can calculate polarisation states easily
by the detection intensities, we used the Stokes formalism, defined by G. Stokes in
1852 [27]. Therein, any state can be written as a 4-dimensional Stokes vector with
its Stokes parameters:

So 1

= S, B (]H—IV)/I

S = Sy o (Ip—IM)/[ ’ (2'4)
S3 (IR*IL)/[
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Figure 2.1: Geometrical representation of polarisation states on the Poincaré sphere [|28], formed
by the three Stokes parameters (S1, Sz, S3). The equator of the Poincaré sphere represents all linear
polarisation states and the poles the complete circular states. Any other point on the Poincaré
sphere represents an elliptical polarisation state.

with the absolute light intensity in its "zeroth" entry and for each complementary
basis, with entries of the normalised intensity difference from its conjugated basis
pair. To get an overview of polarisation states, the six basis and the perfectly mixed
state of light are shown:

1 1 1 1

= +1 = 0 = 0 = 0

SH/V - 0 ) SP/M - :i:l ) SR/L - O ) SO - 0 (25>
0 0 +1 0

For example, measuring horizontally polarised light, means, observing all photons
in a horizontal aligned detector Iy = 1, none in a vertical [y = 0 and in equivalent
amounts in all complementary aligned detectors I, = 0.5, whereby its Stokes
vector can get reconstructed. All possible states can get represented by the Poincaré
sphere, see figure [2.3] in which the basis states point to, where the surface gets
crossed by the axes, and the unpolarised state sits in the origin. If a state has the

\/ S3+55+532 B

property of having full degree of polarisation (dop), dop = 5 =1, the

vector representing the state points to the surface. Otherwise, if 0 < dop < 1, it
points inside the sphere, with the radius r = dop. Note that two vectors laying
opposite in the sphere are perpendicular to each other, easy to check by calculating
their scalar product.
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Compared to the Jones formalism, light intensity can be described, but only for
incoherent light. Although, the phase information of polarised light is not recorded
in the Stokes parameters, interference can be described in Stokes formalism [23].

2.2.2 Mueller Calculus for Manipulating Stokes Vectors

To ask, how a setup changes polarisation, is the same question as asking how the
Poincaré sphere gets rotated due to the setup. For example, if any state, sent through
the setup, remains the same, the coordinate system of the sphere has not changed.
This is the case, for states just propagating through air, so that a matrix, which would
act on incoming states, to calculate the outgoing states, would be the unit matrix.
The process to measure this matrix, to characterise the effects on polarisation of
optical systems, is called tomography. For describing the effects, the Mueller calculus
is used. Therein, all optical components can mathematically be described by a 4x4
Mueller matrix. In figure [2.2] Mueller matrices of the most important components
are shown. After passing a component, the outgoing polarisation state 571 can get
calculated by multiplying the incoming light vector Sp on the Mueller matrix M of
the component:

S) = MS; (2.6)

Although, we first have our incoming light and then our component, we took them in
reversed order, to get a vector back. This mathematical intuition can get extended to
the rule, that whenever light passes through one additional component, its Mueller
matrix M, , has to get multiplicated from the left, to receive correct polarisation
states or the total Mueller matrix M of the system:

Sy = M,M,M,S,
M = M3M2M1

2.3 Basic Concepts of Quantum Key Distribution

In order to communicate confidential, sensitive or private information secretly, hu-
mankind has developed and used a multitude of cryptography methods for thousands
of years. There are some basic principles underlying any cryptographic system, from
the Caesar Cipher, a bijective letter interchanger, of the ancient romans, via systems
secured by primefactorisation in modern computer science, to a quantum mechanic
based of tomorrow.

For such quantum mechanic based protocols, it is common that a sender, by con-
vention called Alice, encodes the secret message, shares it with an other party, Bob,
who has to decode it with a key. If sender and receiver use the same keys for encod-
ing and decoding the message, like it is the case of the bijective Caesar Cipher, the
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1 =100
Pol 11 -1 1 00 vertical transmitting
4 N 2 0 0 00 polariser (Poly/)
0 0 00
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Figure 2.2: Mueller matrices of optical components. QWPs and HWPs are birefringing optical
components with quarter or half wavelength retardance, respectively. All angles are in laboratory
frame, where the fast axis of a component is tilted, so that Sy remains the same, if the angle is 0.

encryption process is called symmetric. One example for an asymmetric encryption
process is the public-key-encoding process, whereby any party can encode a message
with a mathematical one-way-function-based, public shared key and only the owner
of the private key can decode the encoded ciphertext.

If an eavesdropper, usually called Eve, would spy on the message and key or would
brute-force the decryption, she could become aware of the secret. Therefore, it is
recommended to use qubits for transmitting a key, as measuring polarisation in
non-orthogonal bases adds pure randomness in key preparation. This ensures max-
imum entropy, so that a transmitted bit-string contains no information, as shown
by C. Shannon |29]. There are many reasons to use for polarisation to quantise in-
formation, for example, if the technology starts being used, infrastructure is already
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Encoding bits
in random bases
gives states to transmit.
Measured in random bases,
resolves into transmitted bits.

— = o
— =T o o
o~ <o
oo~ o

oI oo
HOZP—‘)—‘

Table 2.2: Procedure of key distribution ruled by BB84-protocol

there, for transmitting via fibres. As loss grows exponentially with distance in fibre
and just linearly via free space, it is motivated to communicate over long distances
via satellites. To examine how atmospherical turbulences affect polarisation, much
research has been done [30]], with the result that it does not disturb polarisation up
to first order.

2.3.1 QKD over long Distances with BB84-Protocol

Probably the best understood and most used protocol for QKD, due to its structural
simplicity, was presented in 1984 by C. Bennett and G. Brassard [6], hence it is given
the name BB84 protocol. There exist reference-frame-independent QKD protocols
[31] working with circular states. As it is experimentally not guaranteed to produce
and guide photons in perfect circular states, which for security reasons is necessary
in these protocols, we decided to use BB84 protocol for our satellite mission.

Therein described, Alice sends randomly linearly polarised states {H,V, P, M} and
Bob measures randomly in complementary linear bases, whose possible measuring
outcome is shown in figure [2.3] While measuring in the same basis as Alice, Bob
can be quite sure to measure the intended bits of Alice, which is shown in table [2.2]
marked in green. If he doesn’t, his results are marked in red and completely uncor-
related to Alice’s bits. In a next step of the protocol, in the so called key sifting,
Alice and Bob classically compare in which bases they have prepared and measured.
Thereby, they can be certain, which bits got correctly transmitted, to use them as
their key to de- and encrypt a classically transmitted message. In table[2.2] the key
is Bob’s green bit series 0110 — everything still without naming the sent states or
the transmitting bits. The efficiency is estimated to be 50%, due to equally propable
basis decisions, which halves the length of the sifted key compared to the number of
sent bits. The quality of the sifted key is quantified by the quantum bit error rate
(QBER), which is the ratio of false measured to sifted bits. For its determination
some bits are directly compared and for security reasons, therefore discarded:

N,
BER = 2.9
Q Nsifted ( )
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Figure 2.3: Bob’s measuring outcome of Alice’s states after randomly selecting H/V or P/M
basis bound by BB84 protocol. In the cases marked with "?", both results occur with the same
possibility, recalculatable with table see paper .

2.3.2 Security level during an Eavesdropper Attack

Errors in the exchanged bit string can either be caused by imperfections in the prepa-
ration, transmission and detection of the signals or by the presence of an eavesdrop-
per. In the security analysis, all errors are pessimistically attributed to the attacker
Eve and thus, the QBER is a measure for the amount of key information an eaves-
dropper may maximally have. After the key sifting, some security maximising and
transmission loss minimising tools can be used, for example, "privacy amplification"
and "error-correction" [34]. An upper bound for the resulting secure key rate

is given in [35]:
Rsec,maw - Rsift ' ma$[1 - (fEC + 1>H2(E)7 0]7 (21())

with fgc being the efficiency of the error correction algorithm, R the sifted key
rate, e.g the number of sifted bits multilied by the repetition frequency of the source
and divided by the number of sent bits NV, and Hy(F) the binary Shannon entropy of
E = QBER. This gives an estimate on the amount of key information was accessible
to an attacker:

Hy(E) = —Flogy(F) — (1 — E)logy(1 — E) (2.11)
The maximum tolerable QBER can be found by calculating the point, where equation

([2.10) drops to zero, yielding Eq. =~ 11%.

In a possible attack, the intercept-resend attack, Eve could take many copies of the
transmitted photons and measure them in the bases Alice and Bob shared for com-
paring. Luckily for Alice and Bob, cloning is not possible for quantum states, at least

10
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not lossless, due to the uncertainty principle, which enforces quantum measurements
to alter quantum states, proofs in [36] and appendix [B.2]

For the BB84 protocol necessary single photon sources [37] are practicaly realised
with attenuated faint lasers, emitting so called weak coherent pulses (WCP). The
photon number splitting (PNS) attack [|38-H40] exploits the Poissonian distributed
probability being greater than zero, of sending multiple photons in a pulse. Thereby,
Eve can work around the no-cloning theorem [B.2] by determining the number of
photons in each pulse, blocking all one photon pulses and storing a photon of each
multiphoton pulse. One way out is the extended BB84 protocol with decoy states,
proposed by Hwang, Wang, Lo et al. [41-43|. Therein explained, the protocol pre-
scribed sending additional, non-message-contributing Poissonian distributed states
with an even lower expectation value per pulse. As they are indistinguishable from
the key states for Eve, due to the non-orthogonality of coherent states, she would
perform the PNS attack also on them. As a consequence, Bob measures a correlation
between not receiving photons and the probability that Alice would have sent one
per pulse, so that Eve’s PNS attack gets exposed.

Depending on which attack Eve uses, there always exists a minimum disturbance,
due to her activities and the laws of quantum mechanics. One exception are the so
called side channel attacks [44H47], for example, if the degree of freedom, for encod-
ing bits, is correlated to something not quantum-mechanical. To mention just one
example, the circuits of the diodes, producing the polarised photons, could radiate
electromagnetically. Therefore, Eve performs non-demolition measurements [48], so
that no error in Bob’s measurements is introduced. Such loopholes need to be closed
technically.

11
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Chapter 3
Analytical Concepts and Simulations

To the end of 2021, we plan to start a satellite mission for QKD. Its scenario is ex-
plained in section and shown in figure As polarisation states are expected
to be disturbed during the satellite mission, section focusses on the analytical
concepts for their compensation. Simulations have been made, demonstrating which
QBER is to be expected after compensations which got affected by finite statistics
and noise. The methods and results are presented in section and section [3.4]

3.1 Model for Polarisation Compensation

The rotation of the satellite causes a continuous change of the polarisation states,
which can be described by a unitary transformation U, (t). Geometricaly speaking,
the polarisation states get rotated around the S5 axis of the Poincaré sphere. By
rotating a HWP of the receiver with half of the angular speed of the satellite, the
time-dependency of the reference frame mismatch can be suppressed. To consider the
time-independent mismatch, a polarisation tomography of the received states has to
be made. Here, it is sufficient to tomograph one state each out of two complementary
bases. With the data of the state tomography, a valid unitary backtransformation
matrix can be calculated and performed by using a set of three waveplates (HWP,
QWP, QWP).

As shown in figure the cube satellite, in the role of Alice, sends photons to
an optical ground station (OGS) and further to a QKD receiver, here called Bob.
In the satellite, four vertical-cavity surface-emitting lasers (VCSEL) [49] produce
the photons in {H,, V,, P,, M,} polarisation states, according to the BB84-protocol.
The photons are guided through optical components, e.g. waveguides [50] and fibres,
which may change the states constant in time to {H', V', P', M'}. As the satellite
rotates around an axis, which is aligned to the OGS, the reference frame changes
time-dependently with the satellite’s angular velocity and so do the states, resulting

in {H" (t),V"(t),P"(t),M" (t)}.

The OGS focusses and collimates the photons, symbolised by the lense. In order that
the OGS is aligned to the satellite, two rotational degrees of freedom are needed,

13
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Figure 3.1: Optical downlink between a satellite and an optical ground station (OGS). Photons
emitted by VCSELSs (V) in the satellite get collected by the OGS and analysed by the QKD receiver,
containing a compensation (H, Q, Q) and a tomography unit (T). A compensation unit C in the
OGS corrects for rotational transformations due to the moving mirrors.

e.g. manifestated as a orthogonally oriented pair of rotating mirrors, one with a
horizontal (azimuthal) plane of rotation and the other with a vertical (elevation)
plane of rotation (figure 7 of which one reflects the beam downwards and the
other to the QKD receiver. These rotating mirrors also change the polarisation
states depending on the angle of incidence and their orientation in the laboratory
frame. Its polarisation change is corrected by an already built-in compensation
unit in the optical ground station. Therefore, the photons leave the optical ground
station with the same states {H" (t), V" (t), P" (t), M" (t)} as those they entered
{H" (¢), V" (), P (t), M" (t)}.

Arrived in the QKD receiver, the photons pass a compensation unit. To compensate
for the satellite rotation, a HWP in the OGS with a rotation speed of half the
satellite’s rotation speed can be used. In order to not only account for the rotation
along the S5 axis, but to equalise further time-independent polarisation rotations,
additional waveplates such as two QWPs are required, proof in appendix To
figure out which rotation compensates the states {H" (t), V" (t),P" (t),M" (t)}
they have to get tomographied and analysed. Thereafter, Bob’s polarisation states
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3.2 Analytical Solution for Compensation Settings

{Hp, Vi, By, M} match Alice’s {H,,V,, P,, M,}. For our application, the alignment
of the reference frames can be done by preparing two pure states of different bases
of linear polarisation, e.g. by sending H and P polarisation states.

3.2 Analytical Solution for Compensation Settings

The most important advantage of an analytical solution, compared to a numerical
one, is that the solution can be directly calculated instead of relying on a time
consuming numerical method. Therefore, more time remains for the QKD procedure.
Furthermore, we can perform error calculation with an analytic formula, to guarantee
that we find a stable solution, disturbed by potential measuring uncertainties. We
also get the extent how much the uncertainties influence the compensation angles
and the QBER, see sections [3.2.4] and [3.3]

In this section, the essential steps for calculating the backtransformation matrix and
the compensation angles will be discussed in detail. In subsection the cal-
culation of the Mueller matrix and its inverse are explained. How to obtain the
compensation angles for a given backtransformation matrix is the topic of subsec-

tion [3.2.3]

3.2.1 Assumptions

To find a mathematical model, for calculating the compensation angles, which is best
adapted to real conditions and does not idealise reality, we have to make practical
assumptions. As the retardance plates only perform unitary rotations, polarisation
can only get compensated unitarily, even if depolarising effects took place in Alice’s or
Bob’s setup or over the transmission. Also, as long as we do not redefine the prepared
polarisation states, e.g. from H to V', no anti-unitary transformation will happen.
Therefore, only the unitary transformations during the communication process are
relevant, by which we assume unitarity and neglecting non unitary transformations.

As we send states which represent vectors with 90° between them on the Poincaré-
sphere with unit length, we want to normalise and orthogonalise our measured vec-
tors as well. First we check potential harm if states are artificially normalised. There-
fore, we ask if vectors with different lengths should get compensated with different
priorities to Alice’s states. As the atmosphere does not affect the polarisation of light
up to first order [30], the polarisation states do not depolarise. So, if polarisation
states with seemingly smaller degree of polarisation got measured, it is because of
additional background noise and dark counts, which should be unpolarised in av-
erage, and superpose the polarisation states intended for transmission. The noise
affects polarised components more than already depolarised ones, so that it also
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Chapter 3 Analytical Concepts and Simulations

changes the direction of states. To get rid of noise, the states can be normalised and
orthogonalised.

Considering orthogonality, we ask whether we should compensate for some vector
components with higher priorities in the case of birefringence effects on Alice’s or
Bob’s side. So, if both vectors got measured not perfectly orthogonal, it is not due to
atmospheric turbulences, as they do not affect polarisation up to first order [30]. So,
in this case, a birefringing component affects some polarisation more than others. If
we knew the effect at Alice’s or Bob’s side, we could recalculate how our data would
look like without the effect. If we do not know, we want to achieve an QBER which
is equally distributed over all polarisation components. With orthogonalisation, all
measured vectors will be compensated with the same priority into Alice’s coordinate
system, so that they receive the same distances after compensation to Alice’s original
polarisation states. Orthonormalisation also distributes statistical defects over all
Stokes components and thereby smoothes some out.

It is unique in this chapter that we assume the measured degree of polarisation to
be 1, due to few and low expected depolarising effects in the satellite mission and
after subtracting background light and dark counts of the detectors. As the intensity
component is not anymore a degree of freedom of a Stokes vector, we reduced them
from four dimensions to three to gain more practicable three dimensional Stokes-like
vectors with more useful properties. Note that this changes the term of orthogonality,
calculated by scalar multiplication of vectors.

To gain vectors with orthonormal properties, we use the algebraic equation of a
straight line, going through the normalised measured vectors H' and P'. The equa-
tion, representing all points on the line, has the form ¥ = H’ + )x(f” — ]—7’), with
A € R. We are looking for a specific A, called n, for which H and P enclose an angle
of 90°.

Ty
s
B,
el
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3.2 Analytical Solution for Compensation Settings

Calling the small angle bisecting vector of H' and P, pointing on the straight line,
C' = H'+ 0.5(P" — H'), we receive an isosceles rectangular triangle with two legs of
equal length %|P' — H'| = |C| = |H' + 0.5(P' — H')|.

2H'+P'—H'|  |P'+H'|

=—— — S=——' Thus, H and P are as follows:
|P'—H'| |P'—H'|

This resolves to n =

. L o1—-n - S
A = B+—"p - (3.1)
— —)1 - =

P o= H4 g (3.2)

2

After normalisation, H and P have the desired properties, in accordance with the
assumptions. Check for orthogonality with respect to three-dimensional Stokes-like
vectors:

hyd = inomia = 1-— 2 = = = = 2
AP ey SR (P - R (P - )

formulas

I 1l= ~2
_ H' - P _P/_H/Q__’P/ H'
inserting n + 4( ) 4 +
binomial - 77, 5y _ lp’/.ﬁ/_,_lp’/Q_,_lﬁ/Q — lﬁ/.ﬁ/_ 1]5’/2 _ lﬁ/Q
formulas 2 4 4 2 4 4
= 0
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3.2.2 Backtransformation Matrix

S1 131
Our measured and reshaped Hy=| s | and B, = | ¢, , together with their
S3 ls
(1 Sots — S3lo
cross product ﬁl = ﬁb X ﬁb =1 wu = | s3ty — s1t3 |, form an orthonormalised
(0 S1la — Satq

basis. This basis can be easily mapped to an originally sent set of basis vectors (pro-

) Y

0 0 1
where the polarisation vectors got relabeled by their indices from b to a, depending

on if they belong to Alice’s or Bob’s basis, respectively. We are interested in how H,
and Pb transform back to H and P We define the backtransformation matrix:

1 0 0
vided that R, would have been sent): {f[a, ﬁa, éa} = { 0 1 0 },

S1 S92 S3
U= [t t t (3.3)

Uy U2 U3

Check for intended transformation:

S1 S92 S3 S1 1
7 normalisation =
U-H, = tv to t3 |- | s2 = 0 |= H,
orthogonality
UL Uy U3 S3 0
S1 S2  S3 tl 0
= normalisation =
U-pB = 1 ta t3 |- | t2 o L 1= F
orthogonality
Uy Uz Ug t3 0
Check for unitarity:
. S1 S2  S3 S1 tl (751 lisati 1 00
rea normalisation
Q . QT = tl tg t3 . S9 tQ U9 b = . 010
entries orthogonality
Uy U Us S3 t3 Us 0 01
= U =U

1R, is already normalised, because crossproducts of two orthonormal vectors give a third orthonor-
mal vector. The absolute value of a crossproduct gives the area spanned by the two vectors,
i ‘131, - 1

which are orthonormal here, so that ’ﬁb’ =A =
normality

orthogonality
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3.2 Analytical Solution for Compensation Settings

3.2.3 Compensation Angles

By the combination of three waveplates (2x QWPs and 1 xHWP), any rotation with
U can be done, proof in appendix , where {a, 8, ~} are our compensation angles:

S1 S92 S3
U(@B7) = QWP()-QWP(9)-HWP(a) = | & & fa | (3.4)
Uy U U3

As the written out term of the Mueller matrices multiplied together is too unpractica-
ble, to show it here, it is shown in appendix [A.2] By considering it, we recognise,
that three entries of U look like a vector in spherical coordinates, but some with
additional negative signs:

S3 —cos(27) sin(26 — 27)
ts = —sin(208 — 2v) sin(27) (3.5)
us cos(26 — 27)
We substitute § = 23 — 2y and ¢ = 2v in equation (3.5) and obtain:
—S3 sin(6) cos(¢)
—t3 = sin(0) sin(¢) (3.6)
U3 cos(6)

Due to the fact that the vector in equation (3.6|) still is normalised, it resolves to:

0 = arccos(ug)

¢ = arctan(—ss, —t3)

Therewith, 5 and v resolve, by rearranging the substitution and plugging them in

and :

0 tan(—ss, —t
5 = + ¢ _ arccos(usz) + arctan(—ssz, —t3) (3.9)
2 2
o) arctan(—ss, —t3)
= L = 3.10
T =g 5 (3.10)
The same argumentation holds for:
Uy cos(4da — 23) sin(23 — 27) sin(6y) cos(¢p2)
Uz = sin(4a — 20) sin(25 — 27) = sin(f9) sin(¢p2) |, (3.11)
U3 cos(28 — 2v) cos(fs)
so that 4a — 23 = ¢9 = arctan(uq, us) resolves with (3.9)) to:
" - arctan(uy, ug) + arccosiug) + arctan(—sg, —t3) (3.12)
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Chapter 3 Analytical Concepts and Simulations

| N | 200 | 300 | 400 | 500 600 | 700 |

Ac [rad/i00] | 3.84+2.5 | 3.1+2.0 | 2.7+23 | 23+1.5|214+1.5|20+1.4
Ap [rad/100] | 6.5+5.4 | 50+2.2 | 46+3.2 | 39+1.8|3.7+£22|33+£1.6
Ay [rad/i00] | 4.944.6 | 3.842.1 | 3.5+2.9 | 3.0+1.8|28+22|25+14

Table 3.1: Means of angle uncertainties over 1000 equal distributed random sets of Stokes vectors
with standard deviations depending on the statistics N

Resubstituting {u, ug, us}, the basis transformation angles of (3.12)), (3.9) and (3.10)

become:

arctan(saots—sste,s3t; —s1ts)+arccos(sita—soty)+arctan(—ss,—ts3)

4
B arccos(si1ta—saty)+arctan(—ss,—t3) (3.13)

2
arctan(—ssz,—t3)

Y= 2

3.2.4 Stability Analysis of Compensation Angles

An analytical solution is theoretically best suited to a known problem, but when we
measure polarisation vectors with uncertainties, it is no longer precisely defined and
the solution could drift. We want to know if our solution drifts away slightly, due to
an uncertainty, or more rapidly. This task is called stability analysis and is usually
done by calculating Gaussian error propagation.

1_ 42
As; = 2 (3.14)
n
1—t2
Aty = i (3.15)
n
3
Odangle Odangle
Aangle = As;)? At;)? 1
angle Z {( D, si)? 4 ( o, t;) (3.16)

i=1

As; and At; are the uncertainties of the Stokes components of H, and P, in Bob’s
basis and n the number of photons measured for its Stokes component. For getting
reliable values of angle uncertainties, the results in table are simulated over
1000 random sets of Stokes vectors. So, for 400 photons, in 1000 cases, the mean un-
certainty of the calculated angle « is 0.027 radiance, due to statistical measurement
uncertainties, with a standard deviation of 0.023 radiance. It is seen that the values
decrease proportional to /v~ which is the expected phenomenon in error propaga-
tion of statistical errors. Also the standard deviations remain in the same order of
magnitudes to the uncertainties, as it is expected for Poissonian distributions. Next
is seen, that angle uncertainties of several hundreths of radiant are small compared
to value ranges of a € [0,7/2] and 3,7 € [0,7]. So the solutions do not seem to be
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3.2 Analytical Solution for Compensation Settings

unstable on average. Because of the different value ranges and extra terms in 3 the
uncertainties are a bit higher in absolute values for the QWPs, for # than 7’s. Also,
the standard deviations are small, so they do not seem to vary much around being
stable solutions.

In one particular case, it looks like the uncertainties diverge, if s3 and 3 decrease.
This is the case when we measure H, and P, nearly linear in the equatorial plane
of the Poincaré sphere, where R;, becomes more polar, of which we calculated its
spherical angle ¢5. Also ¢ relates to a polar vector. So the more equatorial H,
and P, become, the more uncertain ¢ and ¢, gets, also, at the same time, the
relevance of knowing ¢s and ¢ precisely, shrinks. This is shown by the fact that the
compensated polarisation vectors are just as accurate as due to any other uncertainty
afflicted compensation. However, if the closeness to the equator is not a measurement
uncertainty, the polarisation vectors get compensated up to machine accuracy. This
is useful because arctan(0, 0) is undefined if H, and P, approach perfectly the equator.
So, with respect to the handedness of Alice’s states compared to Bob’s, we can
redefine our compensation angles depending on if we have to turn the Poincaré
sphere upside down or not:

a = jarctan(y/T—to, /T +10) +EF %
5 - ks (317
v = 0

3.2.5 Compensation Angles in circular Basis

As we will use a measurement setup that can just measure linear polarisation, it is
necessary to transform the circular component into linear polarisaton. For the full
tomography, we would measure each state twice. First, for the linear components and
second, with compensation angles transforming to the circular component. For the
basis transformation, we need the old angles of the compensation plates {¢/, 5,7}, to
know how they already have been transformed. As we already have a mathematical
tool, to rotate any arbitrary vector to H, and ﬁa, we should transcribe our new
problem into the already solved one. The new angles {a, 3,7} have to fulfill the
condition of rotating S r to Sp. As the old problem needs a second condition, we
have a free degree of freedom to choose, for example Sy remains the same with the
new angles. Thereby, we have all the information we need to figure out what Sy and
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S R look hke before they have passed the old compensation settings, to put them as
S g and S r in the already solved problem, which rotates them to SH and S p:

S1

U, B,)- Sy = Sy = S9 (3.18)
83
— — tl

U_l (O/v 5,7 'Y/) ' SR = S/R = t2 (319)
i3

The resulting compensation angles are shown in appendix [A.1] due to the large
size of the formula.

3.2.6 Compensation Angles for imperfect Bob

Supposing that there are polarisation-rotating components behind the compensation
unit, measuring the Stokes components would be imperfect, despite good compen-
sation. Measuring the rotation matrix of Bob after the compensation unit U, by
repeating the compensation with full tomographic measurements, it iterates to com-
pensate U,, so that the compensation unit acts as its inverse le. From now on,
we can perform the inverse transformation to Bob’s misalignment on every previ-
ously calculated compensation angles {a/, #’,7'}. To achieve compensation angles
{a, 8,7}, which do both transformations at once, we can transcribe the resulting
transformation matrix into an already solved problem, which gives us compensation
angles for any arbitrary rotation matrix.

S1 S22  S3
ub_l .Q(O/’ﬁl,"yl) = tl tQ t3 = E(Oz,ﬁ,’}/) (320>
Uy Uz U3

3.3 Influence of finite Statistics to QBER

In the end, we want to know which QBER of H and P is expected due to a statistics
of n photons per Stokes component. Due to a descrete number of detected photons,
Gaussian error propagation is not adequate. Assuming that the probability that
photons hit the detectors V' or M, respectively, with an expected probability of p, is
binomial distributed, we can calculate how many photons & hit which detector with
the probability f (k,n,p).

Flenn) = (F)ita-pr 321
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Figure 3.2: Simulated QBER distribution (a) and cumulative (b) of 0.05 mean QBER and 100
photons expected to measure per Stokes component and resolutions of 0.01, 0.001 and 0.0001 QBER
bar width from the top to the bottom.

23



Chapter 3 Analytical Concepts and Simulations

As we expect, measuring a certain number of photons N by a measuring time mul-
tiplied by a bandwith of photons per second, the probability f(n, N) of measuring
n photons is Poisson distributed:

Nnre=N

f(n,N) = . (3.22)

Thus, we can calculate the probability distribution of QBER = #/n, for example,
with a mean of p = 0.05 QBER and N = 100 photons expected to measure per
Stokes component:

P(QBER) = P(%) = > > fknp)-f(n,N)  (3.23)

n=1 k=n-QBER

The results in figure [3.2] show the distribution and its cumulative in different reso-
lutions. A substructure is clearly recognisable, so that indeed, Gaussian error prop-
agation could not be used.

To get the QBER, that occured due to finite statistics in our experiments, a simula-
tion was made. In the simulation, two random Stokes vectors got orthonormalised
ﬁb and ]31,, according to the assumptions that the atmosphere does not depolarise
and does not change the polarisation up to first order. Then, their entries got dis-
cretised, due to a measurement with n photons per Stokes component, which is
Poissonian distributed to NV and yields the repetition of a Bernoulli experiment with
the expectation value of each entry, to receive the discretised ones. Out of them, the
compensation angles can be calculated, to compensate the non-discretised, originally
polarised states ﬁb and 131,, to receive F[a and ]3(1. To measure them and to calculate
their QBER, they again got discretised with the distributions. The mean QBER over
an expected number of photons, is plotted in figure (a) and their distribution
through percentiles in figure (b), to make it comparable to measurement results.

It is seen that the QBER decreases by 1/vN, as expected. Thus, the means are in a
range of some promille QBER in more than 70% of all measurements, it is probable
to measure no QBER up to more than 1% in one percent of the cases.

3.4 Influence of Background Radiation and Dark
Counts to QBER

Apart from measuring the transmitted photons, background radiation hits the de-
tectors as well. In addition, mostly from thermal origin, the detectors register counts
without any incident light, the so-called dark counts [51]. For these effects, a new
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Figure 3.3: Simulated mean QBER (a) and distribution (b) of the compensation angles due to
finite statistics with 10,000 samples (plotted data tabulated in appendix |C.1)).
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simulation has been conducted. It is similar to the first one of section [3.3] but
with additional Poisson distributed photon numbers in each detector with an ex-
pected noise of half the signal times a noise to signal ratio. The results are shown
in figure (3.4al

As expected, the QBER rises dominantly, if noise increases, due to minimal levels of
photons in the detectors. As we want to know how the compensation was affected by
the noise and not directly the QBER caused by the noise, the degree of polarisation
of the states were normalised to 1, before they were evaluated in the simulation. The
results in figure show a strong relation between low QBER and a high number
of photons.

To figure out if the compensation will work better if the expected noise will be sub-
tracted from each detector, a simulation shows in figure that the QBER would
be more than quartered. There is still QBER left from the noise because not the
noise was subtracted, but the expected noise, whereby the dependency on the statis-
tics becomes more recognisable. The compensation does not improve qualitatively
due to noise substraction, which is shown in figure [3.4d]
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Figure 3.4: Simulated dependency of mean QBER to noise and number of photons per Stokes
component (a). The states have been normalised to degree of polarisation = 1 in (c¢) and (d)
and the mean noise was subtracted in (b) and (d) (plotted data tabulated in appendix C.5).

27



28



Chapter 4

Experimental Methods and Measurement
Results

The previously explained compensation method is being tested experimentally for
their quality and range of application in this chapter. Here, an experiment was
created, which is explained in section [4.1] The experimental results are shown and
analysed in section [4.2] Furthermore, achievements are compared to techniques
and results of state of the art groups in section [4.3] Therewith, a prediction of the
compensation under conditions similar those expected in the satellite mission are
made section 4.4\

4.1 Experimental Implementation

To test the compensation method, a setup was used, as shown in figure [4.1] which
can preparate, compensate and tomograph polarisation states. In the preparation

-
Py PD T
ﬁ (PCB)
L b P QMHH H~ QM Q Q[+ P [APD
(PCB)
Preparation Compensation Intensity-Bob

Figure 4.1: Main setup containing a laser diode (L), producing nearly vertically polarised light
of 850nm, a vertical polariser (Pv), two 850nm single mode fibres (yellow), two mirrors, of which
the last one is addable to redirect the laser light to photon-counting-Bob (PCB), a 70/30% beam
splitter (BS), two photodiodes (PD), two variable polarisers (P), four variable quarter wave plates
(Q) and two variable half wave plates (H).
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unit, a polariser and a QWP prepare states which are unitarily rotated. An ad-
ditional HWP simulates polarisation change due to a satellite rotation. The com-
pensation unit performs the backtransformation of the unitary distortion and the
polarisation change caused by the simulated satellite rotation. We used two different
tomography units, called intensity-Bob, shown in figure and photon-counting-
Bob, shown in figure [4.2] With intensity-Bob, consisting of a QWP, a polariser and
one photo diode, state tomography can be performed with low intrinsic QBER and
high photon numbers. For the satellite mission, a setup, like photon-counting-Bob,
will be used. Photon-counting-Bob performs a fast partial tomography even with
low photon numbers by which extinction can be detected better.

In this paragraph, both setups are explained in a more detailed way: Monochromatic
light with 850nm wavelength has been produced with a laser diode. A vertical po-
lariser filters polarisation states of photons to be in the vertical state. For correcting
laser intensity fluctuations, the intensity of 30% of the photons are measured with a
photo diode and used as a reference. As the variable polariser in the preparation unit
can be rotated, the first birefringing fibre has been adjusted such that light leaves the
fibre circularly polarised, so that the light can never be extinguished by the polariser.
With the variable polariser and the variable QWP, light can be prepared in states Al-
ice would send after a unitary rotation. The HWP simulates the polarisation change
of Alice’s satellite rotation. The compensation unit consists of an HWP and two
QWPs performing the in section described compensation. To direct the light
to the different tomogration units, a mirror is addable. Intensity-Bob tomographes
with a QWP a polariser and a photo diode. The diode measures the light intensity
of the state, which the QWP and the polariser do not filter out. Since intensity-Bob
projects a state on only one basis, it is unsuitable for QKD. Photon-counting-Bob
measures in {H,V, P, M} projections simultaneously. For measuring the photons
in two linear complementary bases, the beam had been split by a BS and a HWP
performs a basis transformation to the second complementary basis. PBs separate
the photons in a complementary basis by horizontally and vertically polarised pho-
tons, to receive conjugated states. According to the four linear basis states, the
resulting four beams were coupled in four multi mode fibres, guided to four APDs,
which count the photons in each beam. In order to tomograph in circular basis with
photon-counting-Bob, a basis transformation had been performed with the compen-
sation plates, described in subsection [3.2.5] As the birefringing single mode fibre
behind the compensation unit which guides the photons to photon-counting-Bob ro-
tates the polarisation states, their backtransformation must additionaly be perfomed
by the compensation plates, as described in subsection [3.2.6]

To achieve that optical components, e.g. the HWP in the compensation, can rotate
to a position, while performing a continuously rotation, a feedback loop was needed.
The feedback loop processes the actual position of a motor and its desired velocity
as an input. Thereby it adapts the number of steps, which a motor rotates in a loop,
to match the position it would have had with the desired velocity over time. If the
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Figure 4.2: Set up of photon-counting-Bob containing one 850nm single mode fibre (yellow) in
the upper left out of where the redirected laser light shines in and four multi mode fibres (orange)
going out to four Avalanche photo diodes (APDs) [52]. Also installed is a mirror, a 60/40% beam
splitter (BS), two polarising beam splitters (PB) and a fixed half wave plate (H) at 22.5°.

continuously rotating HWP of the compensation unit has to be moved by an extra
amount of steps, e.g. according to a basis transformation or after a compensation,
the desired position can simply be shifted by the amount of steps. In order to avoid
accumulating step errors, it is necessary to maintain the underlaying rotation in the
initial feedback loop. Furthermore, to achieve fast adaption without oversteering, the
feedback loop stops the rotating motor and actively rotates it to the desired position
once, after which its rotation continues. Thereby, the velocity can also be adapted
and the position readjusted, e.g. if the angular velocity of the satellite changes over
time.

4.2 Full Compensation Sequence Test Results

With intensity-Bob, we figured out the quality of the compensation under ideal
conditions, shown in figure 4.3] With photon-counting-Bob, we investigated the
range of application of the compensation on a simulated satellite rotation, shown in
figures [4.444.6] Here, the QBER of the compensated states was used as a measure
of quality, because it is a limiting factor for performing QKD.

For testing the quality of compensation with intensity-Bob, two random states, which
enclose an angle of 90° on the Poincaré sphere, were prepared, measured and descre-
tised according to the procedure of section [3.3] The measured data was used to
compensate both of the states to H and P, which finally got measured, descretised
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Figure 4.3: QBER measured with intensity-Bob include 20 samples in each data point. The
distribution dependent on the photon number is shown in (a) and the dependency of mean QBER
on noise and photon numbers in (b) (plotted data tabulated in appendix .
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and their QBER calculated. In a further step, background noise was artifically added
to the measured data according to the procedure of section [3.4l For each noise and
photon number grid node, the procedure was repeated 20 times, so that one data
point consists of 40 QBER values, 20 of H and 20 of P polarisation states.

The QBER distribution over the photon numbers in figure is in the same range
and similar to the simulated distribution predicted in figure [3.3] The measurement
results seem to be somewhat lower than the simulated ones, which is probably caused
by the assumed distributions in section As the measured mean is higher than
the median, most measurements are lower than its mean, but the ones higher are
more spread out. The measured graph of figure is also somewhat lower with
similar dependencies of QBER to noise and number of photons, compared with the
simulated predictions in figure [3.4al Therefore, it is likely that the QBER part,
which was caused by misaligned compensation and not noise, is also in the same
scale as predicted in figure [3.4c] which is weakly dependent on noise.

With the compensation unit in its initial position, the setup with intensity-Bob
rotates polarisation with the following Mueller matrix MM, describing a unitary
process, (measured states in table[C.8)), which is negligible. Also the measured
states show that the intrinsic QBER from intensity-Bob is lower than a promille for
linear states, which is negligible for the measurement evaluations.

1.0 0.0 0.0 0.0
M - 0.0  0.9999257  0.0121741 —0.0006600 (4.1)
- 0.0 —0.0121603  0.9997658  0.0178987 '

0.0  0.0008777 —0.0178893  0.9998396

To test the compensation on a simulated satellite rotation, photon-counting-Bob
was used, because it is a similar tomography unit to that which will be used in
the satellite mission. Moreover, the reference diode for correcting laser intensity
fluctuations will not be used. To show the compensation of the simulated satellite
rotation, the compensating HWP rotation does not start immediately. Figure [4.4
shows for different rotation frequencies the QBER of the H states, measured with the
H and V detectors. It is recognisable that the oscillation is in a smaller range than 0
to 1 QBER, which is because the initial polarisation states are not necessarily totally
linearly polarised. A fit to the oscillation, caused by the simulated satellite rotation,
shows how accurate a frequency determination could be by tracking the change of
polarisation. The fitted periodicities reveal that the slower the rotation speed is, the
longer the measurement must take, which could already be too long during a satellite
overflight. Furthermore, strong intensity fluctuations could be challenging with low
photon numbers per time, so that an investigation of a high accurate frequency fit
under those conditions will not be pursued.

With the start of the compensation process, the graphs show gaps in the QBER
recordings. As soon as the compensation process is over, the QBER will be recorded
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Figure 4.4: Test results with photon-counting-Bob showing QBER over time for measuring the
QBER of H states for different HWP rotation velocities. A sine curve was fitted by least square
method to the oscillating QBER of H states according to the simulated satellite rotation. With half
of the satellites angular velocity, the HWP of the compensation starts to rotate, which compensates

the oscillation (first plateau). Compensation takes place during the gaps. The lowest plateaus are
of intrinsic QBER.
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’ prepared states \ H \ V \ P \ M \ R \ L ‘
intensity 1 1 1 1 1 1
H/V basis 0.9602 | -0.9658 | -0.0505 | 0.0407 | 0.2206 | -0.2353
P/M Dbasis 0.0748 | -0.0810 | 0.9832 | -0.9825 | -0.1764 | 0.1592
R/L basis -0.1059 | 0.0945 | 0.1092 | -0.1080 | 0.9803 | -0.9854
dop 0.9689 | 0.9738 | 0.9906 | 0.9892 | 1.0202 | 1.0256

Table 4.1: Measured states with photon-counting-Bob after some compensations (their Mueller
matrix, describing a unitary process, is shown in equation (C.1))). The degree of polarisations
(dop) greater than one are unphysical and were probably caused by waveplate imperfections and
different coupling efficiencies [53] when basis transforming.

again, even if the compensation plates are not already in their final positions, which
explains the data points with higher QBER than of the compensated plateaus. For
measuring both prepared states two times during the compensation, once before and
once after a basis transformation, the intensities will be measured over one second,
which results in 4 seconds measuring time. Also waiting times of 3 seconds were
arranged after each plate rotation, consuming 12 seconds. Thereby, a compensation
process takes between 15 and 20 seconds.

After some compensations, all six basis states were tomographed with photon-counting-
Bob, which are shown in table [4.1] The measured states demonstrate the intrinsic
QBER of photon-counting-Bob being between 1 — 2%, possibly caused by polari-
sation losses in the beam splitter, the two polarisation beam splitters and the fibre
couplers. The states also shows the conservation of orthogonality, whereby it is likely
that orthogonal states behave similarly in the setup.

Also measurements have been made with different measuring times of tenths to
thousandths of a second, corresponding to different measured photon numbers per
basis. Typically good results are shown in figure and typically bad (in which
more than one compensation had to be done to reach intrinsic QBER), shown in
figure [4.6] It seems that more bad cases appear, if the photon number gets smaller,
e.g. up to every second case with 300 photons and lower and seemingly none for
photon numbers with at least 3.000 after half a dozen of tries.

Here, only 3 waiting times are remained and further reduced to 1.5 seconds between
a rotation and a mesurement. The plate rotations are the second biggest time con-
sumers after the waiting times. For each compensation, two basis transformations,
one compensation adjustment and one change in preparation had to be done, which
causes up to 3 seconds rotation time, as one 360° rotation would consume about a
second. Thereby, a compensation process takes between 6 — 8 seconds.
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Figure 4.5: Best test results with photon-counting-Bob of rotating the HWPs with 0.01 Hz, show-
ing QBER over time for measuring the intensities of detectors H and V for different measurement
times corresponding to different photon numbers per basis pair.
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Figure 4.6: Bad test results with photon-counting-Bob of rotating the HWPs with 0.01 Hz, showing
QBER over time for measuring the intensities of detectors H and V for different measurement times

corresponding to different photon numbers per basis pair.

4.3 Comparison with State of the Art
Implementations

As they made similar progress, we want to compare the techniques and results of
the Jennewein group to ours in subsection Therein, it is compared to their
simulations of their compensation method and two field trials that implemented
it. There, BB84 decoy-state quantum signals were exchanged in simulated satellite
uplinks to receivers, traveling at angular speeds consistent with a LEO satellite.
They demonstrated QKD transmissions from the ground to a moving truck
and an aircraft in flight , which our group performed first, 4 years earlier [10].
Since there are several approaches to implement QKD, subsection [4.3.2]is about
alternative realisations.
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Figure 4.7: Performance of the reversed polarization alignment protocol. (a) Mean residual QBER
of nominal signal states after optimized compensation based on characterization analysis of N de-
tected signal photons with intrinsic signal fidelity Fig at the receiver. Only a few hundred photons
are required to achieve low mean QBER. (b) Standard deviation of the QBER. Low photon counts
and low intrinsic signal fidelities significantly increase the variation of performance between appli-
cations of the protocol.

4.3.1 Methods and Results of the Jennewein Group

In their simulations, they distinguished between compensating at Bob’s receiver,
which they called the "forward protocol" and at Alice’s transmitter, the "re-
versed protocol" , which both gave similar results, shown in figure For com-
pensating, they used a QWP, a HWP and a second QWP with backtransformation-
matrix V(6y,605,03) = Q(A3)H (A2)Q(6:). This is similar to our compensation unit,
though the order is different. Also they used the second QWP as a basis-changer, so
that they measured in Z and X basis when the last used QWP is at 0°-position and
in —Y and X basis when the QWP is at 45°-position. We use all plates for the basis
transformation depending on the angles set. For characterising their measurements,
they calculated its density matrix p, = (2Fs — 1) [¥,,,) (W] + (1 — Fs)I, where Fg
is the signal fidelity, using maximum likelihood estimation for each n. We, however,
use formulas of subsections [2.2.1] and [3.2.2] to approximate a backtransformation,
describing a unitary process. For calculating their compensation angles, they min-
imised by least-square method the cost-function C' = — 3= (W, | V(6)p,V1(0) |¥,.,.),

which is "the negative sum of fidelities between each predicted state, after applying
the compensation operation, and the corresponding initial state" . Our group
instead used a direct, much faster analytical formula.

For classifying their compensation method, they did Monte-Carlo-simulations, which
investigate the dependencies of QBER to signal fidelity and the number of detected
photons. They found out that the overall performance and variability of the reversed
protocol is very similar to the forward protocol. In their simulations, they achieved
a QBER of 0.39% with an intrinsic fidelity of 95% and overall 600 photons, which
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are 100 per input state. If we use 100 photons per Stokes component determination,
our protocol would use also 600 photons for compensation, resulting in 0.3% QBER,
which is a slightly better result.

Also, they simulated Poissonian background noise and tried a removal strategy, in
which they subtracted the mean of a pre-calibrated background level, "while guarding
against unphysical negative counts" [54]. Their results "indicate that background
subtraction is not better, and in many conditions clearly worse, than leaving the
counts with background unaltered" [54]. Our simulations confirm that background
subtraction does not yield better compensation results.

They implemented their polarisation alignment protocol in two laboratory experi-
ments and a field trial. There, they used "up-conversion of a mode-locked 810nm
Ti:sapphire laser (featuring a high clock rate of 76 MHz) with a 1550 nm polarization-
modulated continuous-wave telecom laser" [56], a weak coherent pulsed 532 nm QKD
signal source and a fiber-based balanced Mach-Zehnder interferometer [57] as a po-
larisation modulator. As they used "85 m of single-mode optical fiber, guiding QKD
states from the source in a temperature-controlled laboratory, through the core of
the building, to the transmitter on the pointing stages located in an open-air dome
on the building’s roof" [56], they had to improve their alignment protocol by an
active, automated, every-second polarisation correction, because with "such a long
fiber, continuous movement and temperature fluctuations dominated contributions
to the QBER" [56]. Tested in a preliminary laboratory test, by using the first 10 000
detection events every second, resulted in 6 — 7% intrinsic QBER, see figure [4.8]
Within circa 5 seconds of inducing polarisation disturbances by manipulating the
fiber, the compensation was mostly delayed "by the limited rotation speed of the
compensation wave plate mounts (up to 2.25 seconds for the longest trip), combined
with settling of the manipulated fiber, and the up-to 1-second delay inherent to the
data collection" [56]. Our compensation, however, takes a similar amount of time
to compensate to the intrinsic QBER level of its measuring apparatus.

In their first field-trial, they put Alice in the back of a truck and compensated only at
Alice’s side to correct rotations from the source up to the free-space link to Bob. In
this setup "with about 4300 detections each second, it maintained a received QBER
of approximately 6%, very close to the intrinsic QBER of the source, and allowing
positive key distillation" [55].
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Figure 4.8: Experimentally measured QBER (points) with automated application of the polar-
ization alignment protocol, based on analysis of 10 000 detections each second. Dotted lines act
as visual guides. Sudden increases in the QBER were caused by rapidly moving fiber polarization
controller plates by hand, and were almost immediately corrected by the protocol—limited, pri-
marily, by the speed of the rotating motors, taken from [56]

In their next field trial, "a similar on-line compensation approach has also most re-
cently been utilized in next-generation apperatures - which include larger telescopes,
integrated receiver optics, and a 400 MHz QKD-state source at 785 nm with intrinsic
QBER of only approximately 1% - to support a demonstration of QKD transmitted
from the ground to an aircraft in flight" [11]. 4 years earlier, our group was the
first proving the feasibility of BB84 QKD between an aeroplane and a OGS [10].
There, a motorised polarisation controller was developed, also using three waveplates
to compensate for arbitrary polarisation rotations. It also compensated the polari-
sation change of the rotating OGS mirrors, whose angular positions were modelled
and transcripted in angular functions for the compensation setting. After 38 dB loss,
a dead count and a stray light rate of 500s™! each, we achieved a receiving signal
count rate of 800s~! with an average QBER of 4.8%.

Also, they developed a method to distinguish if high measured QBER came from
bad basis alignment or time synchronisation [56]. Therein is explained that in case
of bad time synchronisation, tagged measurement outcomes do not correspond to
source events, whereby the probability to measure the intended states decreases to
25%, which makes the measurement outcome equivalent to a completely incoherent
mixture. By collecting sufficient detection statistics in the four linear measurement
bases, it is still probable to measure at least 3/s of the states correctly, whereby it
is possible to differentiate between misaligned timing and misaligned polarisation
regimes.
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4.3.2 Different Approaches for QKD Implementations

In 2011, a group in Tokyo, Japan, M. Toyoshima et al. [58], performed QKD with a
A = 0.86 pm quantum channel using B92 protocol [59] over 1km free-space between
two Tokyo skyscrapers. They compensated polarisation rotations with a rotating
HWP, optimising a minimum intensity after a fixed polariser with a reference beam
of A = 1.5 pm wavelength. With a pulse rate of 100 MHz and a loss of 10.3 dB, they
received in average 0.0962 photons per pulse, a QBER of 0.57% and a sifted key rate
of 240.21 kbps.

In 2013, a group from China in Harbin, G. Zhang et al. [60], proposed a method,
where the beacon of a satellite can be used twofold, for pointing of satellite and OGS
and for polarisation determination, which can be used for compensation, e.g. by a
proposed HWP. A group in Beijing, Li et al. [61], proposed in the same year that
for compensation, a beacon signal should not be transmitted utilising wavelength
division multiplexing but rather time division multiplexing. The recommendation
is based on simulations of polarisation state evolutions under different orbits with
different results depending on the wavelength of the used photons. They also dis-
cussed the possibility of calculating the polarisation rotations of all the trajectories
in advance of which the compensation settings could be determined.

4.4 Expected Behaviour under Satellite Mission
Conditions

For the purpose of a satellite mission, we developed and tested a concept for com-
pensation under as many realistic conditions as possible. Based on internal simu-
lations, we expect a satellite rotation frequency of less than a Hertz, a background
noise rate after time filtering [10] of BN R = 200 photons/second, a dark count rate of
DCR = 100 photons/second and a signal loss, including margins, of 45 — 55 dB, depend-
ing on the beam propagation ratio or beam quality, which is expected to be between
1 < M?* < 3. Our satellite will be in z = 500 ko] low earth orbit (LEO). We will
send on average p = 0.5 photons per pulse with a pulse repetition frequency of
PRF =100 MHz and a wavelength of A = 850nm. The beam can be approximately
Gaussian with a smallest radial beam waist width of wyg = 7.07mm, so that at a
distance from the optical ground station, the beam will be widened to at least 38m
in diameter (£.4). With aperture diameters of M; = 825mm and M, = 288 mm,
see figure [4.9] we will collect 3.26%0 of the photond], due to Gaussian widening
and the dimensioning of the optical ground station, which causes the main los$’of

Ipossibly just in an altitude of 400km, when the planning stage is over
2The ratio of the area integral (power) of the intensity (4.3) at z = 500 km from x = 0 to z = M;
minus the power from x = 0 to x = My over the power from x = 0 to z = oco.
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Optical table

Figure 4.9: Coudé path of an optical ground station with our M3 being eliptical

25dB. Other loss effects are due to atmospheric attenuation, mirror efficiencies and
satellite to telescope focus inaccuracy. With a signal loss rate (SLR) in a range of
[1075%,10~*5], the transmission rate (TR) will be:

TR € PRF-u- SLR =~ [158, 1581] phOtons/second (42)

With an overall noise rate of NR = BN R+ DC R = 300 photons/second, we will expect
a range of noise to signal of N&/rr = [0.2,1.9]. For measuring at least 500 signal
photons for an accurate Stokes component determination, we will therefore measure
at least between 0.3 — 3.2s. As we determine two Stokes components per measure-
ment and as we measure two times two polarisation states each, we will require a
total time of measurement of 2.5 — 25.3s. For comparison, according to a rough
estimation, see appendix [B.3] the OGS can track the satellite for at most 11 min.

3loss = 10log,, (power ratio) dB
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wi(z) = w 1+<Z—A2)2 (4.4)

TWy

Figure 4.10: Intensity of a Gaussian beam with its radial transversal coordinate z, its axial
coordinate z in propagation direction, Iy as a normalisation intensity constant and its radial beam
waist width w (z), containing 1 — 1/e? ~ 86.5% of the intensity, taken from [63].

The compensation method, which was first described in this thesis, was tested under
noise conditions, which only have a negligible effect on the compensation, as shown
in figure [3.4c The quality of continuous wave plate rotations was tested for dif-
ferent satellite angular velocities for the expectable range of 0.002 — 0.6 Hz without
discontinuous fluctuations, presented in figure Measurements with intensity-
Bob, depending on different photon numbers, were well compatible to the theory, to
see in figure resulting in low QBER with at least 300 photons for determining
one Stokes component of a state. Measurements with photon-counting-Bob reveal
higher average QBER (after removing intrinsic QBER), clearly seen in figure ,
which is probably caused by setup imperfections and cancels out by increasing the
photon number to 500.

As this compensation method compensates as quickly and robustly down to the
intrinsic QBER as other methods in preliminary laboratory tests, which later succeed
in proof-of-principle experiments in up- and downlinks to an aeroplane, separately
performed by our and the Jennewein group, it is likely that this compensation method
will succeed in field-tests as well.
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Chapter 5
Conclusion and Outlook

In this thesis, a compensation method was developed, implemented in simulations
and experiments and analysed for its quality. It was investigated up to which QBER
can be compensated under satellite mission conditions such as background noise,
photon statistics and satellite rotation frequency. With intensity-Bob, the same
results as those from the simulations could be achieved: background noise is neg-
ligible for the compensation and with at least 300 photons per Stokes component
determination, the compensation reaches intrinsic QBER levels.

For a more precise working partial tomography unit, called photon-counting-Bob,
of which a similar one will be used in our satellite mission, full tomography was
achieved by basis transformation through the compensation plates. However, the
QBER was only reliably compensated to intrinsic level with at least 500 photons per
Stokes component determination, probably due to setup imperfections. As a rotating
HWP compensates the simulated satellite rotation, the results did not depend on
the satellite rotation frequency.

Summarised, this paper offers a robust compensation method for reference-frame
mismatches between a receiver and a transmitter. This method enables the exchange
of polarisation states with a low quantum bit error rate (QBER) by using only a
few signal photons of 4000, especially appropriately designed for our satellite mission
scenario.
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One question remains if the transmission rate fluctuates between two measurements
of one polarisation state, the orientation of the state on the Poincaré sphere could
have changed which would lead to incorrect compensation. One suggested solution
could be that because the H/V-basis gets measured twice of each polarisation state,
the second measurement could be used as calibration to adjust all measurements
to the same transmission rate. In a test without noise, transmission rate adjusting
turned out to be counterproductive probably due to setup imperfections which should
definetely be investigated further.

To make the compensation procedure even faster, more efficient motor drivers are
needed to avoid waiting times between rotatations and measurements. The tomog-
raphy could also be accelerated and made more reliable if a reference beam with
higher intensities will be used, as proposed in [60], especially because the VCSELSs
need time to switch back to the intensity-weak QKD operation after turning up.
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Appendix A

Long Formulas

A.1 Transforming circular Basis to linear

a = i(arccos(sm( (8" =) sin(2v")) + arctan(cos(27') sin(2(/5’ 7’)),
— cos(2 ( 7)) + arctan(— sin(4a’) + 4 cos(27) sm(4oz —20") + ..
.+ sm(4(o/ — ") + 2cos(4da — 25) sin(2(8" — 2v')),
cos(4a’) — cos( (o = p")) — cos(4(o/ —v) — ... (A1)
.. —4cos(4a’ —20") cos(2v') + cos(4(a/ — B +7)))) '
g = 1 arctan(cos(2y) sin(2(5' — 7)), — cos(2(8' — 7)) 4
... +arccos(sin(2(f" — +')) sin(27v')))

v = 3 arctan(cos(2y') sin(2(8 — 7)), — cos(2(8 — 7))

Figure A.1: Compensation angles to transform the circular Stokes component to the diagonal
while maintaining the first Stokes component. Calculation done in subsection
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(A.2)

(L —¢g)g)soo
(Lg)us ((b — g)g)ws —
((b = g)g)urs (Lg)soo —

(£ = g)g)us (gz — vp)uws
“ ((L+ g —0)p)s00 — (Lg)soo (gg — 0F)s00§ + ((L — 0)§)s0o + ((¢ — ©)§)s00 + (0F)s0d va
(L + ¢ — 0)p)us + (Lg)soo (gz — vp)soop — (L — v)p)us + ((¢f — ©)p)ws + (vp)ws) ¢

(L = ¢d)e)us (g — vp)sod
¢ (e = ¢)g)us (gg — oy)soog — (¢ — ©)p)ws — (gg — op)uts (Lg)sooy — (vp)us)
((gg — op)us§ + ((L + g — 0)§)s00 + ((L — 0)F)s00 + ((¢ — ©)§)s00 + Adwvmo&w

= (0)dMH - (&) dMD - (L) dMD =1

A.2 Backtransformation Matrix U

Figure A.2: Backtransformation matrix calculated and simplified with Mathematica |64]
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Appendix B

Proofs and Derivations

B.1 Performing all Poincaré Rotations by U

As an arbitrary rotation matrix R(6, ¢, w) can get represented as
R(0,¢,w) = R.(0)Ry(¢)R:(w) (property taken from website [65]) with:

1 0 0
Ry(o) = 0 cos(a) —sin(a) (B.1)
0 sin(a) cos(a)
cos(a) 0 sin(a)
R (o) = 0 1 0 (B.2)
o —sin(a) 0 cos(a)
cos(a) —sin(a) 0
R.(a) = sin(a)  cos(a) 0 (B.3)
0 0 1
cos(f) cos(¢) cos(0) sin(¢) sin(w) — sin(6) cos(w)
R.(O)R,(9)Re(w) = | sin(0)cos(¢) sin(f)sin(¢ )Slzlqg))ﬂ?CC))S() cos(w)

(
sin(#) sin(¢) cos(w) — cos(d) sin(w)
cos(¢) cos(w)

Considering the wave plate matrices without their first row and column, QWP («) =

R.(20)Ry(2a) Ry (5) and HWP(y) = R.(47)Ry(0)R.(7) are rotation matrices and

2
because the product of rotation matrices is again a rotation matrix,
U = QWP(a)QWP(S)HWP(v) is a rotation matrix, which must fulfill the property

above. Element-wise comparison of R with U shows that (out of appendix |A.2]):

(¢)
cos() sin(¢) cos(w) + sin(f) sin(w) )
(B.4)

0 = 22— ) (B5)
¢ = 2(a—p) (B.6)
w = —2a (B.7)
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Appendix B Proofs and Derivations

Because the angles characterising U can be substituted to the angles of R(0, ¢,w),
which performs any arbitrary rotation, U can perform any arbitrary rotation.

B.2 No-Cloning Theorem

Imagine a cloning device (a "quantum Xerox machine") that takes an input particle
in state |¥;) and copies it on a "blank sheet of paper", the state | X):

[W0) [X) = [90) [ W) (B.8)
If the device is able to clone an arbitrary state, it can e.g. clone |Us3) as well:
[Wo) | X) = [W2) [¥5) (B.9)

What about e.g. the state |Us) as a linear combination of |¥;) and |Uy)?

|Ws) = «|¥)+ [|U,) (B.10)
W) |X) = |Us) [¥s) (B.11)

[W3) |X>(Oé|‘1’1>+5|‘1’2>)|X> = a|¥)[X) + 8|V [X)
= a|Uy) [¥y) + 5 [Ws) W) (B.12)

W) [X) — [W5) [W5) (@[W1) + 5[0s))(a[¥1) + 5 [¥s))

a? W) [Uy) + 57 W) [Uy) + ...
e Faf(|Uy) W) + [Us) |Wy))  (B.13)

Because equation contradicts (even if |¥;) and |W¥s) would be orthog-
onal = |U;) |¥9) = 0, which in general can not be the case for any two arbitrary
states, so that the assumption that a cloning device can clone any arbitrary states, is
wrong. The proof is copied from Griffiths [66]. The original, more complex proof
was made by Wooters and Zurek |36].
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B.3 Estimation of Duration of Vision during a LEO Satellite Overflight

B.3 Estimation of Duration of Vision during a LEO
Satellite Overflight

range of vision

500km

e

TE

Figure B.1: Sketch of a sphere section of the earth with OGS in the upper left corner and a
satellite with an orbit of 500km in the upper right at the time of the first visual contact.

The round-trip time 7" of a satellite with 500 km distance to earth, with radius rg
and mass mg, can be calculated like a two-body problem [67]. With the estimation
of a circular orbit, T resolves to:

2 3
T - \/ Am? (rp +500km)”™ 04 47 min (B.14)
GmE

At the time of the first visual contact, the satellite, the center of earth and the OGS
enclose the angle «, as shown in figure [B.1]

'E
= —— | = 21.99° B.15
« arccos (T‘E 500 km) ( )

(B.16)

The angle of the whole overflight is twice the angle of the section. Also, the ratio of
the duration of vision (DoV) to the round-trip time is the same as the ratio of twice
the angle to the angle of a circle.

2
= DoV = TW%: ~ 11.54min (B.17)
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Appendix C

Measurement Data

| number of photons N | 50 | 100 | 200 | 300 | 400 | 500 | 600 | 700 |

mean values [%o QBER] | 5.9 [ 2.9 [ 1.5 [0.97[ 0.73] 0.58] 0.49 0.41
70% percentile %o QBER] | 0.0 | 0.0 | 0.0 | 0.0 | 0.0 | 0.0 | 0.0 | 0.0
75% percentile (%o QBER] | 15.3| 7.8 | 4.4 | 2.9 | 22 | 1.8 | 1.5 | 1.3
80% percentile [% QBER] | 17.9| 9.2 | 4.8 | 3.2 | 24 | 1.9 | 1.6 | 1.4

[ |

[ |

[ ]

90% percentile [%0 QBER] | 21.3| 10.5| 5.2 | 3.4 | 2.6 | 20 | 1.7 | 1.4
95% percentile [%0 QBER] | 25.0| 11.6| 5.6 | 3.6 | 2.7 | 2.1 | 1.8 | 1.5
99% percentile [% QBER] | 43.5] 21.3| 10.6| 6.9 | 5.2 | 4.1 | 34 | 2.9

Table C.1: Results of simulated mean QBER and distribution of the compensation angles due to
finite statistics with 10,000 samples (plotted in figure (3.3)).

| number of photons N | 50 | 100 | 200 | 300 | 400 | 500 | 600 | 700 |

00 SNR T [%QBER] | 06 | 03] 02 [ 01 ] 0.1 ] 0.1 | 0.0 | 0.0
0.05 SNR™! [%QBER| | 2.5 | 2.7 | 25 | 25 | 25 | 24 | 24 | 24
0.1 SNR™! [%QBER| | 5.1 | 4.8 | 4.7 | 4.7 | 4.6 | 4.7 | 4.6 | 4.6
0.2 SNR! [%QBER| | 9.0 | 87 | 85 | 84 | 84 | 84 | 84 | 84
0.3 SNR™! [%QBER| |12.1 | 11.9 | 11.7 | 11.7 | 11.6 | 11.6 | 11.6 | 11.6
0.4 SNR™! [%QBER| | 14.9 | 14.7 | 14.5 | 14.4 | 14.4 | 14.4 | 144 | 14.4
0.5 SNR™! [%QBER| |17.4 | 17.0 | 16.8 | 16.7 | 16.7 | 16.8 | 16.7 | 16.7

Table C.2: Mean QBER measured with intensity-Bob of 20 samples per data point dependent on
number of photons and noise to signal ratio (SNR™!), plotted in figure

23



Appendix C Measurement Data

| number of photons N | 50 | 100 | 200 | 300 |

400 | 500 [ 600 | 700 |

0.0
0.05
0.1
0.2
0.3
0.4
0.5

SNR T [%QBER]
SNR! [%QBER]
SNR™ [%QBER]
SNR [%QBER]
SNR [%QBER]
SNR! [%QBER]
SNR [%QBER]

5.8
15.2
20.6
28.4
34.4
38.2
42.3

3.1
11.2
13.6
18.6
22.5
26.2
28.3

1.4
6.7
9.2
12.7
16.1
18.7
20.6

0.9
5.5
7.5
10.7
12.9
15.0
16.7

0.7
4.6
6.7
9.0
10.9
12.9
14.3

0.6
4.2
5.7
8.0
10.0
11.7
12.8

0.5 | 04
3.8 | 34
5.1 | 4.8
73 | 6.8
9.2 | 8.1
10.6 | 9.5
11.7 | 10.8

Table C.3: Mean QBER measured with intensity-Bob of 20 samples per data point dependent on
number of photons and noise to signal ratio (SNR 1), plotted in figure m

| number of photons N | 50 | 100 [ 200 | 300 | 400 | 500 | 600 | 700 |
0.0 SNR7! [%QBER|] |155| 78 [ 3826 |20 | 15| 13| 1.1
0.05 SNR™! [%0QBER] | 155 | 7.8 | 41 | 2720 | 16 | 1.4 | 1.2
0.1 SNR7! [%QBER] | 159 | 7.9 |41 |27 |21 | 17|14 |12
0.2 SNR™ [%QBER] |16.6| 83 | 45|28 |23 |18 | 14 | 1.3
0.3 SNR7! [%QBER| |17.8| 9.1 | 46|32 |23 |19 |16 | 1.3
0.4 SNR™' [%QBER] | 183 | 9.7 | 48 |32 |24 |19 | 15| 1.4
0.5 SNR™! [%QBER] |20.1|10.0{ 50|35 |25 |21 |17 14

Table C.4: Mean QBER measured with intensity-Bob of 20 samples per data point dependent on

number of photons and noise to signal ratio (SNR 1), plotted in figure

| number of photons N | 50 | 100 | 200 | 300 | 400 | 500 | 600 | 700 |
0.0 SNR™'[%QBER| [15.7] 79 [40[26 [ 19151312
0.05 SNR™ [%QBER] | 155| 9.2 [ 39 |27 20 | 1.6 | 1.4 | 1.2
0.1 SNR7'[%QBER| | 154 | 81 | 41 |27 |21 |16 | 14| 1.2
0.2 SNR7![%QBER| |17.7| 87 | 43 |29 |22 |18 | 15| 1.3
0.3 SNR™' [%QBER| | 188 | 92 | 47 31|24 |19 |15 1.3
0.4 SNR™'[%QBER| | 184 | 9.7 | 5.0 [ 32|25 |20 | 1.6 | 1.3
0.5 SNR™' [%QBER| |19.6 | 10.1| 5.0 | 3.4 | 26 | 2.0 | 1.7 | 1.5

Table C.5: Mean QBER measured with intensity-Bob of 20 samples per data point dependent on

number of photons and noise to signal ratio (SNR 1), plotted in figure
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| number of photons N | 50 | 100 | 200 | 300 | 400 | 500 | 600 | 700 |

median [%e QBER] | 0.0 | 24 |00 00 | 0.3 | 0.0 ] 0.0 | 0.5
60% percentile [% QBER] | 4.5 | 6.1 | 04 | 1.1 | 1.5 | 0.7 | 1.0 | 1.1
70% percentile [% QBER] | 6.4 | 7.9 | 1.7 | 26 | 1.9 | 1.5 | 2.0 | 1.4
80% percentile [% QBER] | 13.8 | 8.8 | 3.8 | 3.6 | 2.4 [ 20|24 | 15
90% percentile [% QBER] | 15.6 | 13.3 | 4.8 | 6.6 | 3.3 | 4.0 | 3.0 | 2.2

[ ]
[ ]
[ ]

95% percentile [%0 QBER] | 16.8 | 16.9 | 4.9 | 86 | 6.5 | 46 | 3.9 | 2.6
worst-case (% QBER] | 19.3 | 22.2 | 6.4 | 13.0 | 11.1 | 6.8 | 6.7 | 4.3
mean values (%0 QBER| | 52 | 52 | 14| 22 | 1.5 | 1.1 | 1.2 ] 09

Table C.6: QBER distribution measured with intensity-Bob of 20 samples per data point depen-
dent to number of photons (plotted in figure |4.3a).

| number of photons N | 50 | 100 [ 200 [ 300 [ 400 [ 500 [ 600 | 700 |

00 SNRT[%QBER] | 050501 ]02]01]01]01]01
0.13SNR™! [% QBER| | 59 | 57 | 52 | 50 | 55 | 55 | 53 | 5.4
0.26 SNR™! [% QBER| |10.1| 94 | 96 | 96 | 95 | 95 | 9.4 | 9.6
0.38 SNR™! [% QBER| | 14.6 | 13.3 | 13.4 | 13.4 | 13.0 | 13.4 | 13.1 | 13.0
0.51 SNR™! [% QBER| | 17.5 | 17.1 | 16.1 | 16.1 | 15.6 | 16.1 | 16.1 | 15.9

Table C.7: Mean QBER measured with intensity-Bob of 20 samples per data point dependent on
noise to signal ratio (SNR™!) and number of photons (plotted in figure [4.3b)).

’ prepared states \ H \ V \ P \ M \ R \ L ‘
intensity 1 1 1 1 1 1
H/V basis 0.9998 | -0.9998 | -0.0096 | 0.0168 | -0.0046 | 0.0070
P/M basis 0.0078 | -0.0147 | 0.9999 | -0.9998 | -0.0019 | 0.0208
R/L Dbasis 0.0004 | 0.0152 | 0.0233 | -0.0083 | 0.9953 | -0.9953
dop 0.9999 | 1.0001 | 1.0003 | 1.0000 | 0.9955 | 0.9955

Table C.8: Measured states of intensity-Bob for the Mueller matrix in equation (4.1). The degree
of polarisations (dop) greater than one are unphysical and were probably caused by waveplate
imperfections and different coupling efficiencies |53] when basis transforming.

1.0 0.0 0.0 0.0
0.0 0.9863458  0.0114927 —0.1642861
MM = 0.0 0.0114927  0.9903266  0.1382794 (C.1)

0.0 0.1642861 —0.1382794  0.9766724

Figure C.1: Unitary Mueller matrix after compensating with measurements of photon-counting-

Bob, see table
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