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Abstract collect, store, and analyze employee data [2].

The pandemic crisis has made the digitalization
of workplaces imperative for many organizations.
Besides reorganizing work, rapid advances in
technologies also enhance organizational efficiency
and enable remote work. Having to work completely
digitally imposes unprecedented transparency on
employees. A major consequence of the transparent
workplace is the emergence of employees’ privacy
concerns. Even though the concepts of transparency
and privacy are closely related, there is a research
gap regarding the relationship between the two. Based
on a conceptual approach and a systematic literature
review, we postulate a synthesis of transparency and
privacy in the digital workplace, and outline
directions for future research. We discuss what makes
the relationship between the two constructs double-
edged by introducing the privacy-transparency
paradox. This study therefore adds to the literature on
privacy and transparency in the digital workplace and
forms the basis for further studies.

1. Introduction

Organizations increasingly find themselves in
flexible and rapidly changing environments where
they are greatly exposed to digitalization [1, 2].
Consequently, driven by digitalization and remote
working modes in times of a pandemic, the nature of
work has changed fundamentally [2, 3]. Today, the use
of novel technologies, agile ways of working, and the
adjusting role of leadership characterize digital
workplaces [4].

As a trigger and enabler of digital workplaces,
workplace technologies have developed significantly.
They are no longer limited to discrete office
applications, but also cover integrated SMAC (social,
mobile, analytics, and cloud) technologies [2, 4].
Furthermore, they enhance collaboration,
communication and decision making at work. At the
same time, these technologies automatically generate,
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Following the paradigm “the more, the better,”
organizations rely heavily on data as a foundation for
digital products and services [5].

However, for those individuals who reveal
personal information, the processing of their data can
have benefits and risks. The availability of data leads
to increasing levels of organizational transparency [6,
7]. Transparency therefore refers to the disclosure of
information to different stakeholders, which is mostly
enforced at work [7]. Correspondingly, privacy relates
to individuals® ability to control the acquisition and
revelation of their personal information [8]. On the one
hand, transparency can be a mutual learning
opportunity for employees, for teams an efficient way
of working, and an enabler of trust in the entire
organization [6, 7]. On the other hand, transparency
can lead to strict supervision, which potentially leads
to employees having privacy concerns [9, 10]. These
privacy concerns relate to employees’ concerns about
what happens to their personal information revealed
through the use of digital solutions at the workplace
[9]. If privacy concerns are not thoroughly addressed,
employees may fear being monitored or the
information could overwhelm them [10, 11].
Therefore, transparency needs to be implemented
strategically, allowing the benefits of transparency to
outweigh the privacy concerns. We observe a close
interaction, a trade-off, between transparency and
privacy’s core concepts.

Researchers often rely on an understanding of
privacy from the consumer perspective when
attempting to understand privacy concerns on the job
[9]. However, since privacy settings at the workplace
are characterized by their enforced nature, the
subordinate relationship between employees and
employers, and the types of data handled [9], insights
from the consumer privacy context are difficult to
transfer. We observe a lack of understanding, as “[t]o
date, the transparency and privacy literature have
talked past each other” (p. 219) [7].
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Recent studies interpret the relationship between
privacy and transparency as a one-way street.
However, we believe that transparency can facilitate
the overcoming of privacy concerns in the same way
that it triggers them. In our understanding, privacy and
transparency are two sides of the same coin. We
therefore aim to close the gap between the concepts by
investigating the research question:

How are privacy and transparency in the digital
workplace related?

To address the research question, we follow a
conceptual approach that the recommendations by
Hirschheim [12] and Jaakkola [13] guide. The paper is
therefore structured as follows: First, we reflect on the
theoretical understanding of privacy and transparency.
Next, we make use of a structured literature review on
the relationship between both the concepts on which
to base our claims (section 3). We present a conceptual
model, guided by the multidimensional development
theory (MDT), and specify the interaction between
both the concepts in section 4. Next, the observed
privacy-transparency paradox is discussed, which
details the linkages between the constructs (section 5).
Finally, we outline a research agenda in section 6, and
summarize the findings in section 7.

The work contributes to an understanding of the
challenges in the digital workplace, providing three-
fold findings. First, our conceptual model shows how
transparency can be a driver for privacy concerns, but
also a solution for overcoming them. Second, we
introduce the privacy-transparency paradox as a novel
paradox. Third, the research agenda encourages
further research.

2. Underlying concepts

Digital workplaces are becoming increasingly
flexible, collaborative, and transparent, which entails
both risks and benefits. We outline the literature’s
understanding of transparency and privacy concepts in
the following, before investigating their combined
occurrence and relationship in the workplace context.

2.1. Transparency in the workplace

The spread of workplace technologies leads to
increasing levels of transparency inside companies
[10]. The term “transparency” has different
connotations: Some studies interpret transparency in a
neutral way as “process visibility” or “information
disclosure,” while others define it as “monitoring” or
“surveillance” [7]. The first definitions highlight
transparency’s benefits, whereas the latter emphasize
threats resulting from increasing transparency.

Regarding the benefits, transparency facilitates
organizational  learning, = communication, and
collaboration [10, 14]. If data are visible, employees
can work in self-determined ways and desirable
behaviors are promoted [6, 7]. However, in terms of
the risks, transparency is often implemented in one-
directional, direct ways, allowing managers to oversee
employees, but allowing employees limited insights.
This type of direct transparency can lead to employee
privacy concerns [9], a loss of motivation [15],
increased worker stress [11], and negative impacts on
employees’ well-being [16]. Besides these empirical
findings, we find theoretical arguments, like the
privacy calculus, which highlight information
disclosure’s trade-off [17].

To prevent direct transparency having negative
consequences, prior studies introduced inverse
transparency [6]. Similar to the “downward
transparency” concept, which aims to allow
employees to oversee their managers’ behavior [18],
inverse transparency is implemented in a two-
directional way [6]. The latter makes information
flows visible to employees and facilitates their data
sovereignty, thereby democratizing control. Inverse
transparency can enable novel leadership approaches
[19]. If the controller’s intentions are transparent, this
helps to reduce privacy concerns [20]. As a
counterpart to direct transparency, we regard inverse
transparency as meta-transparency in the sense of
making transparency transparent [7]. Although inverse
transparency might have shortfalls, it, unlike direct
transparency, mainly addresses its positive outcomes.

2.2. Privacy in the workplace

The digitalization of the workplace has potential
risks for employees, namely privacy concerns. Privacy
literature differentiates between physical and
information privacy as two distinct forms of an
individual’s privacy [8]. While the former describes
physical access to an individual, the latter focuses on
an individual’s personal information. Information
privacy relates to individuals® desire to control data
about themselves and to influence their dissemination
[21]. How individuals perceive privacy can differ,
depending on various factors, such as demographics or
personalities [8]. If the perceived privacy level is
experienced as negative, the privacy concerns concept
is investigated as a proxy for information privacy [8].
Privacy concerns emerge due to the growing
collection, processing, usage, and resulting loss of
control over personal information [8, 17].

The investigation of privacy and corresponding
proxies to measure information privacy is context-
dependent [8]. The literature indicates that when
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individuals interact as employees, their perceptions of
privacy in the job context differ from their perceptions
in other contexts [22]. For instance, individuals at
work have reduced control over their personal
information, and experience a lack of freedom of
choice regarding revealing this information in the first
place [23]. Resulting from the need to investigate
privacy as being distinct from an employee
perspective, privacy research dedicated to workplace
contexts is on the rise [9, 10]. Nonetheless, an
integrative perspective of transparency is still lacking,
leading to the emergence of workplace privacy
concerns and a lacking understanding of how
organizations can mitigate such concerns.

3. Structured literature synthesis

Prior literature has a common understanding of
why privacy and transparency are considered trade-
offs. Owing to their contextual nature, research
findings on the relationship between transparency and
privacy in general contexts cannot be seamlessly
transferred to the work context. We therefore aim to
deepen these initial insights.

We conducted a systematic literature review to
create claims to build our further grounds and warrants
on [12]. Following the guidelines by Paré et al. [24]
for achieving transparency and systematicity during
the review process, we focused on the eight journals
comprising the AIS Senior Scholars' Basket. To take
more recent publications on the pandemic into
account, we also searched for contributions to the IS
conferences ICIS, ECIS, PACIS, AMCIS, and HICSS
from between August 2020 and August 2021. The
search terms “Transparency AND Privacy AND
Workplace” were applied to the full texts. The initial
search yielded 124 papers, whose relevance for the
research question we then assessed carefully.
Contributions solely applying a customer perspective
on transparency and privacy, or representing track
introductions, were excluded from the analysis. The
final sample consists of 28 papers (see Table 1).

Relationship Sources

Transparency as a | [9], [25], [26], [27], [28], [29],
driver of privacy |[30], [31], [32], [33], [34], [35],
concerns [36], , [37], [38], [39], [40],
[41], [42], [43], [44], [45]
Transparency as a | [26], [33], [38], [42], [44], [46],
solution for [47], [48], [49], [50]

privacy concerns

Table 1. Literature on transparency and privacy in
the workplace

We identified an increasing awareness of the
topic, since only one contribution was from before
2013. Moreover, six journal contributions and most
studies of the selected conferences address special
calls relating to the COVID-19 pandemic. When
analyzing the selected contributions, we investigated
the outlined relationship between the privacy and
transparency concepts. The two core dimensions,
“transparency as a driver of privacy concerns” and
“transparency as a solution to privacy concerns,” were
distinguished inductively.

Most contributions can be assigned to the first
dimension. In this cluster, we identify a group of
papers that generally investigate the transparency’s
impact on privacy concerns from a conceptual point of
view. These contributions describe how organizations
find themselves going “beyond the panopticon
metaphor” when mobile IS establish novel control
modes (p. 543) [31]. Prior works define this
development as “surveillance capitalism” (p. 75) [36]
that threatens individuals’ privacy. The COVID-19
crisis accelerates these trends, since remote work
becomes the new normal, and workplace technologies
become more important [9, 32, 35].

The second group in this first dimension applies a
technology-centric view to investigate specific
technologies’ impact on privacy concerns in the
context of organizations. In this regard, the use of big
data applications [29] and Al-based tools at work [25]
could have severe negative impacts on organizational
privacy. In addition, cognitive computer systems are
mostly perceived as surveillance mechanisms [44].
Prior contributions highlight the existence of a privacy
paradox in the workplace, since increasing privacy
concerns mean information is increasingly shared with
service robots [41]. There might be positive
mechanisms for dealing with algorithmic control,
although privacy concerns often arise and employees
aim to distance themselves from their manager [40].
Moreover, communication and collaboration tools,
like Yammer and Chatter [27], lead to increased levels
of direct transparency and are often perceived as
management surveillance tools [30]. Similarly, tracing
tools for e-mails [37], digital productivity assistances
[39] or personalized assistance systems [46] cause
privacy concerns at the workplace. When employees
work remotely, online recordings can specifically
unsettle them [51]. Lastly, quantified self-practices
track physical data [28]. These wearables are
considered tools that facilitate  monitoring,
highlighting the downside of transparency [34].
Similarly, algorithms that track drivers’ ridesharing
are perceived critically in terms of privacy [45]. Such
digital platforms drive panoptic forms of surveillance
[43].
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In contrast, the second dimension represents
“transparency as a solution for privacy concerns.”
Papers in this category highlight opportunities to
overcome the challenges of transparency, using
transparency in positive ways. According to Markus,
data-enabled transparency can either lead to
transformation or to manipulation in organizations and
is a double-edged sword [33]. For transparency to have
a positive impact on privacy concerns, data should be
exchanged on a team level. When the overall
transparency level has increased, for example, in an
enterprise social media tool, data should be exchanged
for idea generation [49]. Sharing data between
employees, for example, via groupware systems, helps
reduce privacy concerns, although it might increase
the complexity [26]. On a platform level, concealing
information could establish trust between different
stakeholders [48]. For example, the privacy concerns
of employees working for a crowdsourcing platform
could be decreased if their information is shared [47].
Analogously, some types of privacy nudges can help
increase transparency [38]. Moreover, if Al is used in
the recruitment process, providing transparency and
offering bi-directional transparency can be a chance to
reduce the applicants’ privacy concerns [50].

In summary, we find diverse views on the
relationship between privacy and transparency in the
workplace. Some stress the paradoxical tensions that
digital technologies bring to the workplace [41, 42].
However, all contributions have their one-directional
understanding of the relationship between the
transparency and privacy concepts in common:
Transparency is seen as either a threat to privacy or as
an opportunity to decrease privacy concerns.

4. A conceptual model of the connection
between privacy and transparency

Having stressed the research gap in the structured
literature review, we now conduct a theory synthesis.
Initially, we decompose the information privacy
concept into its different layers, following the
multidimensional  development theory (MDT)
explained in the next section. Thereafter, we integrate
the supplemental relationship between direct and
inverse transparency into a novel theoretical view in a
conceptual model and derive a research agenda.

4.1. Multidimensional development theory as
the underlying theoretical foundation

As suggested by Hirschheim [12], we use a
framework as a theoretical lens to structure the
conceptual model’s deviation. The extant literature

uses various theories to explain the observed
phenomena of privacy issues [52, 53]. However, the
majority of these theories are based on the privacy
calculus concept, which explains how individuals
weigh the benefits and risks of revealing personal
information in exchange for the benefits of disclosing
information [54]. In contrast, the MDT by Laufer and
Wolfe [55] does not rely on privacy calculus
mechanisms and describes how individuals’ concerns
for privacy are the result of their environment,
interpersonal interaction, and individual experiences.
On a personal dimension, privacy concerns emerge
over time as a result of self-development processes
focusing on autonomy. The interpersonal interaction
dimension explains how an individual’s privacy
concerns emerge from the dyadic relationship between
an individual and others based on the exchange of
information. The environmental dimension describes
how individuals develop privacy concerns as a result
of cultural, social, and physical settings’ impacts. [55]

The MDT was previously used in various contexts
to describe phenomena pertaining to information
privacy issues [54]. In the following, the three-
dimensional angle on information privacy is used to
classify the drivers that enforce privacy concerns by
direct transparency and the approaches that mitigate
privacy concerns by inverse transparency.

4.2. The conceptual model

In Figure 1, we show the conceptual model in
respect of the connection between privacy and
transparency in the workplace along the
aforementioned MDT’s dimensions. The circles
represent the three-layered personal, interpersonal,
and environmental spheres of privacy. The arrows
highlight the data flow of the traditional understanding
of enforced, direct transparency as a trigger for privacy
concerns. The dotted arrows show the inverse
transparency view as a solution to overcome privacy
concerns (see numbers 1-5).

Personal information: The model’s starting point
is the revelation, circulation, and diffusion of
information on the employee through the use of digital
tools at work. Thereby, personal information can be
collected explicitly or implicitly in an intentional or
unintentional manner. For instance, employees reveal
personal information, such as their address, date of
birth or banking details, when signing their workplace
contract. This revelation of data can be referred to as
explicit and intentional. At the same time, employees
implicitly and unintentionally reveal their personal
information. For example, digital tools can
automatically collect sensitive user data, such as GPS
locations or IP addresses. On the one hand, implicitly
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collected information can be performance-related and,
for instance, used to assess employees’ productivity.
On the other hand, this information can also cross the
boundaries to the employee’s personal sphere, for
instance, when communicating via video from the
home office. The transition from working at the office
to doing so remotely, and digital working modes,
increase the blurring of contextual boundaries between
employees’ work and private identity, adding potential
sources of personal information to be collected. The
term “personal information” therefore covers various
types of information that the digital workplace reveals
and which can be traced back to an individual
employee.

O Spheres of
Privacy

Interpersonal

Enforced
—» data flow for

direct

transparency

Data flow for
inverse
transparency

Figure 1: Three-dimensional conceptual model of
the connection between privacy and transparency

Contextualization in the digital workplace: The
peculiarity of the perspective on privacy and
transparency from the employees’ viewpoint is the
benefit appraisal process in an underlying cost-benefit
analysis. In a workplace context, employees do not get
to weigh the benefits and risks of information
disclosure. Conversely, in a job context, the revealing
of personal information is enforced. Owing to an
employee’s dependence on an employer and to the
subordinate relationship between the two, in the
workplace context, control over personal information
is shifting from the individual to the organization’s
direction. In addition, in a job setting, digital tools are
not designed to provide personal benefits for
disclosing data, but are an essential part of the digital
workplace, for example, to collaborate or
communicate [56]. Therefore, in a work context, there
is no benefit appraisal as in the consumer context. This
leads to inverse transparency having a different role in
the workplace context than in the consumer context

[6].

In the following paragraphs, we outline the two
concepts’ interaction on each dimension by describing
direct transparency’s effects and the perception of
inverse transparency, whereas the numbers in brackets
in the model indicate the position.

Personal sphere: On the personal level, several
factors, such as individual characteristics,
demographics, attitude or trust can drive an
employee’s privacy valuation (1). In a workplace
context, direct transparency can lead to employees
being transparent in all situations where the digital tool
usage is essential. This can affect both primary
workplaces and remote ones. Since employees’
personal traits and internal believes drive these privacy
concerns, there are no major levers for ex-ante
preventing these concerns. However, companies could
apply certain measures to deal with concerns related to
individuals’ beliefs ex-post, like matching an
individual’s privacy preferences with suitable job
environments at the firm.

Interpersonal sphere: On the interpersonal level,
privacy concerns arise as a result of the interaction
between an employee and other stakeholders. These
stakeholders can be internal, such as colleagues or
supervisors, or external, such as customers.

The usage of digital solutions imposes direct
transparency of an employee’s personal information,
which leads to an exchange of information with other
stakeholders (2). This can occur through various job
practices that enable communicating about and
collaborating on operative tasks. In this dimension,
transparency is imposed on employees since they do
not always get to decide what information to share
with whom. In this scenario, employees have no
chance to adjust their privacy settings, nor can they
understand or control the use of their data. On an
interpersonal  dimension, inverse transparency
measures aim to reduce privacy concerns (3). Such
measures include, for instance, privacy-by-design
practices or implementations such as privacy
dashboards. If systems follow privacy-by-design
principles, individuals can see the flow of personal
information and have opt-in options regarding with
whom to share their data. They can therefore manage
their data and control their usage. However, inverse
transparency goes a step further, as data can
conversely be shared inside the company. If teams
have access to their data, they can work in self-
organized ways, which enhances trust. If managers
share their insights and transparently demonstrate how
they use data for decision -making, privacy concerns
can be reduced.

Environmental  sphere:  Lastly, in the
environmental dimension, cultural, social, and
physical settings, including the regulatory and
technological framework, form the privacy perception.
Environmental aspects can impose direct transparency
regarding individuals’ environment, thereby creating
concerns for privacy (4). Sensitivity about privacy
differs across nations and cultures [8]. In terms of the
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physical environment, the use of personal information
and communication technologies plays a crucial role.
If employees are expected to use their private devices
when working remotely or to use a device for both
private and professional purposes, this can undermine
their privacy. The regulatory framework, which aims
to protect an employee’s privacy, does not necessarily
include novel technological advances once they are
implemented [23]. On the environmental level, inverse
transparency can help ease privacy concerns (5).
While cultural drivers are difficult to change, the
physical environment can be designed in privacy-
friendly ways. There is a need for clear boundaries
between private and professional device usage and a
transparent understanding of whether an employee is
on private time or working. A cohesive regulatory
framework protects employee privacy adequately and
an assessment of transparency requires a continuous
reflection of technological advances.

Overall, our conceptual model displays direct
transparency and inverse transparency as two
opposing, but yet complementary, concepts that each
have distinct impacts on the three privacy spheres.

5. The privacy-transparency paradox

The theory synthesis on privacy and transparency
in the workplace in section 4 provides insights into the
two-directional relationship between the two. Privacy
and transparency can be considered not yet adequately
matched problems and solutions. Distinguishing
between direct transparency on the one side and
inverse transparency on the other side sheds light on
their two-directional impact on perceived privacy. On
the one hand, direct transparency diminishes actual
information privacy. The imposed transparency leads
to privacy concerns, which serve as a proxy for
information privacy [8]. On the other hand, when
inverse transparency is implemented in favor of
employees, this reduces their perceived lack of privacy
[6]. While inverse transparency helps employees to
trust their companies and mitigate their privacy
concerns, it cannot provide actual information privacy.
Direct transparency and inverse transparency do not,
therefore, operate on the same level. Conversely, the
former is directed at actual information privacy, while
the latter is directed at perceived privacy concerns (see
Figure 2). Based on this understanding, we frame the
ambiguity between our model’s two core concepts as
the “privacy-transparency paradox.”

Direct | diminishes | . Actua!
transparency| = information
privacy |\
. ™~ impacts (limited)
Privacy-transparency N )
leads to paradox \
*)

PS:iC\?;\éf/d | yeduces| Inverse
concerns (-) [transparency

Figure 2. The privacy-transparency paradox

The paradoxes theory is used as a meta-theory to
explain organizational tensions and how they can be
overcome [57]. Accordingly, scholars have used it to
explore the relationships between two opposing
elements [57]. Paradoxes describe competing
demands, goal conflicts or wicked problems. The
literature distinguishes between various paradoxes to
describe these problems, their origin, and their
handling [58]. Prominent examples are the privacy
paradox [59] and the transparency paradox [60]. We
build on these established paradoxes, which are
closely related to the study at hand, when introducing
the privacy-transparency paradox as a novel type. For
a comparison of established and new paradoxes, we
follow the opposing elements’ dimensions, perceived
tensions, scope, response to contradiction, and
outcome [58] to compare the models and underline the
novelty of our idea (see Table 2).

Starting with the privacy paradox, the opposing
elements are the intention to disclose private
information and the actual disclosure behavior. These
tensions are predominately observed in the consumer
context. Concerning handling the contradiction,
authors often apply the “either-or-approach” [58]. This
implies that one activity has to be selected from
multiple, incompatible ones. Consequently, defensive
mechanisms are applied that focus on coping with the
paradox instead of solving it, with the outcomes being
unintended and unanticipated actions. In this case, data
are shared, although this was not desired [59].

In respect of the transparency paradox,
performance under observation and under privacy is
the opposing force. Counterintuitively, observability
may reduce performance, whereas, creating zones of
privacy may increase performance in the workplace
context. Management often follows a “both-and-
approach” and tries to find a balance between the
elements when handling the paradox [58].
Consequently, they endeavor to meet the competing
demands of organizational transparency and privacy
by trying to neutralize the tension. This can, however,
result in constraining actions [7, 60].
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Building on these paradoxes, we derive the
privacy-transparency paradox. Hereby, the two forms
of transparency have opposing relationships with
privacy-related constructs. While counterintuitive at
first glance, when this privacy-transparency paradox
distinguishes between different types of transparency,
direct and inverse, with their own raison d’étre and
different directions of effectiveness, this dissolves the
paradox. While direct transparency affects actual
information privacy, inverse transparency addresses
privacy at the level of perceived privacy concerns.
Owing to the enforced type of transparency, the digital
workplace is the paradox’s scope. In contrast to the
other paradoxes, the handling of the paradox is rather
solution oriented, since it follows a “more-than-
approach” [58]. This means that we use the dynamic
interplay between the opposites to provide a novel
perspective. By reframing and connecting established
concepts in the digital workplace, new opportunities,
for example, new ways of leadership, become feasible.
This leads to an opening up in the organization, which
challenges power relations between its managers and
employees. Unlike in prior paradoxes, the goal is not
to “tame” the paradox by either eliminating it or
working around it. Instead, the privacy-transparency
paradox provides a novel way of reframing
organizational tensions in the context of privacy and
transparency.

Privacy Trans- Privacy-
Paradox parency transparen-
Paradox cy paradox

Opposing | Intentionto | Performance | Impact of

elements disclose and |under direct and
actual observation inverse
disclosure and in privacy | transparency
on privacy
Perceived |Intentionsto | Observabili- |Direct
tensions disclose ty reduces transparency

information performance, |reduces actual

do not match | but, information
the actual conversely, privacy,
sharing creating zones | inverse
behavior of | of privacy transparency
that could increase | reduces
information | performance | perceived
privacy
concerns
Scope Consumer Workplace Workplace
Response | Either-or- Both-and- More-than-
to contra- | approach: approach: approach:
diction defensive integration reframing &
mechanism and balance | connection
Outcome Unintended | Enabling & | Opening up
actions constraining
Source [59] [7,60] This study

Table 2. Comparison of research field paradoxes

6. Research Agenda

Based on the conceptual model and the outlined
privacy-transparency paradox, we suggest avenues for
further research (see Table 3). With regard to the
personal sphere, employees’ valuation of privacy
needs to be understood. The investigation of the
determinants of privacy concerns can be embedded in
APCO (Antecedents-Privacy Concerns-Outcome)
macro models for a cohesive investigation of privacy
concerns as a dependent or independent variable [8],
especially in combination with different forms of
transparency as an antecedent. Future studies need to
define the employee’s touchpoints with digital
solutions, and map them to represent the employee’s
journey, which is similar to the customer journeys
concept. On this basis, one can derive how direct
transparency can lead to privacy concerns, and how
individual privacy preferences can be met in the
workplace.

In respect of the interpersonal sphere, researchers
need to investigate whether the digital workplace
actually allows information privacy. Based on the
employee journey from the personal dimension, it is
essential to identify privacy-threatening stakeholders
from an internal and external point of view.
Furthermore, practices in the employees’ line of
interaction need to be identified in order to define
levers for privacy and transparency practices at work.
Following the theory of multilevel information
privacy management [61], future research should also
explore the topic from a group perspective, where
stakeholders co-own information.

In respect of the environmental sphere, research
needs to investigate who is responsible for employees’
privacy on a normative level. This includes assessing
whether digital solution providers should be held
responsible for incorporating privacy-by-design
measures or the measures organizations can take to
reduce their employees’ privacy concerns.
Furthermore, companies need to evaluate the value of
privacy for their business models. On a descriptive
level, future research  should investigate
environmental factors’ impact on privacy concerns.

Regarding the privacy-transparency paradox,
future research needs to investigate how the tradeoff
plays out in practice, for example, how employees
perceive the connection between direct and inverse
transparency. We encourage researchers to investigate
how the degree of direct and inverse transparency
should be imposed on employees. Following this,
future research should investigate the limits of privacy
in the context of the digital workplace.

Page 5197



Research Exemplary research questions
dimension

Personal *  What are employees’ privacy
sphere perceptions, beliefs, and threats?

«  What are the determinants of privacy
concerns in the workplace?

*  What does an employee’s journey
look like in terms of the data
touchpoints?

»  How can the workplace be adapted
for individual privacy preferences?

Interpersonal How can privacy at the digital

sphere workplace be enhanced given the
different stakeholders?

» How can data owned by groups be
managed?

Environmental Who is responsible for privacy at the

sphere workplace?

«  What value does workplace privacy
have?

«  How can companies reduce their
employees’ privacy concerns?

»  What environmental factors
influence privacy concerns at work?

Privacy- « How can inverse transparency be

transparency established in practice?

paradox What is the right level of direct and

inverse transparency?

Table 3. Research agenda for privacy and
transparency at the workplace

7. Conclusion

Even though the workplace is becoming
increasingly digital, there is a lacking understanding of
the resulting challenges. A central problem is
balancing trust and surveillance in digital work. In this
setting, transparency and privacy are two sides of the
same coin. However, both concepts have only been
investigated in fragmented ways, therefore missing a
synthetic view that connects the learnings from both
fields. We address and extend existing research by
applying a conceptual approach to the research
question: How are privacy and transparency in the
digital workplace related? In our three-fold approach,
we develop a conceptual model, introduce the privacy-
transparency paradox to highlight their ambivalent
relationship, and, finally, derive an agenda for future
research. We therefore make these contributions:

First, we contribute to the understanding of the
digitalization of work. At digital workplaces, trust and
surveillance mechanisms are strongly interwoven,
challenging both managers and employees.
Considering transparency and privacy at work sheds
light on digital work’s conceptual design.

Second, the study provides a basis by uncovering
privacy and transparency concepts in the workplace in

nuanced ways. So far, privacy research has lacked the
workplace perspective, and rather focused on
consumer settings. Transparency is predominately
defined as direct, one-directional transparency, which
lacks an interpretation of inverse, two-directional
transparency.

Third, we achieve conceptual integration across
the existing research streams and link both previously
unconnected concepts. The MDT lens provides a
helpful theoretical foundation for deriving a higher-
order perspective of the phenomenon. Consequently,
the conceptual model helps us understand the “big
picture” of how privacy and transparency are related.

Fourth, by illustrating a research agenda that
relates to the MDT dimensions and covers normative
and descriptive approaches, we hope to encourage
scholars to conduct related studies. We regard our
work as a stepping-stone that calls for further
investigation.

Lastly, the paper adds to the literature on
paradoxes by shedding light on the “wicked”
relationship between two concepts. The privacy-
transparency paradox enhances prior research defining
a privacy-paradox [59] or a transparency-paradox [60]
without connecting both.

Due to its nature, the study predominately holds
theoretical contributions. However, the trade-off
between privacy and transparency is highly relevant
for practitioners, especially when remote work is a
must. For companies, questions on how to ensure
organizational privacy while still being able to use
data for digital innovation, collaboration and new
ways of work, are pressing challenges. Our
understanding of the relationship between privacy and
transparency points to measures for how these
challenges can be overcome. Being transparent about
privacy settings and sharing data across employees
and teams can reduce privacy concerns, making
inverse transparency favorable. Inverse transparency
should be favored instead of direct transparency. Still,
these preliminary findings need to be transferred into
guidelines that were not in scope.

Though conducted thoroughly, our study does not
come without limitations. The conceptual
interpretation of both core concepts is impacted by the
perception of both authors and is not necessarily
exhaustive. The conceptual model and the privacy-
transparency-paradox are motivated by the workplace
context but can be transferred to the consumer context.
If applied to the consumer context, the imposed nature
of direct transparency is weakened and the role of
inverse transparency as a foremost measure to
encounter imposed data revelation will decrease. In
terms of methodology, a conceptual approach differs
from empirical investigations. This implies that the

Page 5198



derived model is not grounded on empirical
observations, could not yet be tested and might come
with biases or shortfalls. To add explanatory power to
our argumentation, we based our claims on a
structured literature review and reflected our thoughts
in the light of the MDT. Still, empirical investigations
on the relationship between privacy and transparency
in the workplace are important. Thus, concerning these
limitations, we encourage scholars to follow our
outlined agenda for research by addressing research
questions along the three dimensions. As digital
workplaces become the “new normal”, issues
surrounding transparency and privacy require further
attention. Novel digital solutions applied at work will
continuously challenge the concept of privacy, making
the two-sided interpretation of transparency even more
essential.
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